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1 About This Document

This document provides details on the steps to be undertaken to configure external providers to work with
Redpoint Interaction (RPI).

Full details of the parallel steps to be undertaken within the RPI client application’s Configuration
Workbench can be found in the RPI User Guide.



2 Push Notifications
2.1 Windows Azure/Azure Push Direct Notification Hub

2.1.1 Notification Hub Configuration

This section describes how to create and configure a Notification Hub on the Windows Azure portal. Please follow the
steps below:

1. On your web browser, log onto the Windows Azure portal (https://manage.windowsazure.com).

2. Once you have successfully logged into the portal, go to the Service Bus tab, and click Create as shown
below:

1

+ A @

CREATE DELETE

CONNECTION
INFORMATION

2.2 Push Notification for Windows Phone

This section describes how to deploy the RPI Windows Phone Push Notification Demo App onto a device.
PC Pre-requisites

1. Windows Phone Software Development Kits (SDK) 8.0
2. Microsoft Visual Studio 2013
3. Latest Microsoft Visual Studio 20103 updates

PC Pre- requisite Installation

1. Install the Windows Phone Software Development Kit (SDK) 8.0. The installer can be downloaded at
https://www.microsoft.com/en-ph/download/details.aspx?id=35471. Follow the installation instructions
provided.

2. Install Microsoft Visual Studio 2013 and its latest updates.

2.2.1 RPI Windows Phone Push Notification Demo App Deployment

The following steps show how deploy the RPI Windows Phone Push Notification Demo App onto a Windows Phone
device.

1. Make sure the phone is connected to the PC via a USB cable.

10
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2.

3.

Run the Windows Phone SDK Application Deployment application (Windows > All Programs > Windows

Phone SDK 8.0).

. Windows Phone SDK 8.0
Application Deployment
II VS Fxnress for Windows Phone

é Back

lﬁ\sk me anything

Ensure Target is set to Windows Phone Device.

£1 Application Deployment X

Application Deployment B8 Windows Phone

This tool allows you to install a prepackaged XAP on a registered Windows
Phone.

Please select the device target for installation and the XAP to be installed, and
click “Deploy*”

Target: Device v
Status:

Run Microsoft Visual Studio and build the RPI Windows Phone Push Notification Demo App solution from
C:\Source\Resonance\MobileClient\ Master\WP8PushNotificationDemo\WP8PushNotificationDemo.sIn. Once

successfully built, deploy the project: from the Output window, find the generated .xap file in
C:\Source\Resonance\MobileClient\_Master\WP8PushNotificationDemo\WP8PushNotificationDemo\Bin\Release

Output

Show output from: |Build '| |

e e

1> Begin application manifest generation

1> Application manifest generation completed successfully
1> Begin Xap packaging

1> Creating file

1> Adding WP8PushNotificationDemo.dll

1> Adding Assets\AlignmentGrid.png

1> Adding Assets\Tiles\FlipCycleTilelLarge.png

1> Adding Assets\Tiles\FlipCycleTileSmall.png

1> Adding Assets\Tiles\IconicTileMediumLarge.png
1> Adding Assets\Tiles\IconicTileSmall.png

1> Adding AppManifest.xaml

el =

a

R T

1> WP8PushNotificationDemo -> C: \Source\Resonance\MoblleCllent\ MasteP\NPSPushNotlflcatlonDemo\wPSPushNotlflcatlonDemo\
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5. Browse for the generate .xap file in the Application Deployment window.

£1 Application Deployment X

Application Deployment B8 Windows Phone

This tool allows you to install a prepackaged XAP on a registered Windows

Phone.
Please select the device target for installation and the XAP to be installed, and
click "Deploy*
Target: Device v
XAP: C:\Source\Resonance\MobileClient\_Master\WP8PushN
Status:

Deploy

6. Click Deploy. Following successful deployment, the RPI Windows Phone Push Notification Demo App will
be installed on the phone.
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2.2.2 RPI Windows Phone Push Notification Demo App Configuration

This section describes configuration of the RPI Windows Phone Push Notification Demo App on a Windows phone
device, allowing it to receive Push notifications from the Azure Notification Hub.

1. On the Windows phone, tap the Push Notification app.

@® & Internet Explorer

® P Push Notification

Lx Settings

2. Three text fields and a Subscribe button are displayed.

¢ Notification hub name: name of the notification hub as configured in Windows Azure.

e Hub connection string: used to authenticate the Windows phone against the notification hub. Once
authenticated, a secured connection between the device and notification hub is established.

e Tags: optional; used to filter notifications sent to the device. If more than one tag is specified, they
should be separated using commas.

PUSH NOTIFICATION

Interaction

Notification hub name:

Hub connection string:

Tags (Optional. Values must be in csv format)

Location:

Redmond

3. To test the RPI Windows Phone Push Notification Demo App, enter the following values in the textboxes:

13



e Notification hub name = demopushnotification

e  Hub connection string =
Endpoint=sb://Redpointintere
AccessSignature;SharedAcc

e Provision of Tags is optional.

4. To register the device at the Natification Hub, tap the Subscribe button. The phone will attempt to establish
contact with the hub:

PUSH NOTIFICATION

Interaction

Device is contacting the hub

14



5. Once the device has been successfully registered to the Notification Hub, it is now ready to accept
notifications.

PUSH NOTIFICATION

Interaction

Notification hub name

demopushnotification

Hub connection string
Endpoint=sb://redpointinteraction.se

Tags (Optional. Values must be in csv format)

Location

Redmond

Unsubscribed

To unregister from the Notification Hub, tap the Unsubscribe button. Once successfully unregistered, the
phone will no longer receive notifications from the Hub.
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2.3 Push Notification for Android Phone

This section documents the creation of a Google API project and installation/configuration of the RPI Android Push
Notification Demo App.

2.3.1 PC Pre-requisites

1. AndroidSDK: The Android SDK provides the API libraries and developer tools necessary to build, test, and
debug apps for Android (http://developer.android.com/sdk/index.html)

2. Latest version of the Android Studio (https://developer.android.com/studio/index.html)

3. Java Development Kit(JDK) (http://www.oracle.com/technetwork/java/javase/downloads/index.html)

2.3.2 Push Notification Client App Deployment

The following steps describe how to deploy the RPI Android Push Notification Demo App.

1. Ensure that an Android phone is connected to your PC.
2. Obtain a copy of the AndroidPushNotification source code. Make sure that no files are read-only. You can

find the project on Humboldt by browsing TFS path
$/Resonance/MobileClient/_Master/AndroidPushNotification_AndroidStudio
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3. Open the Android Studio.

Android Studio

Version 2.1.1

J¥ Start a new Android Studio project

[21 Open an existing Android Studio project
¥ Check out project from Version Control +
¢ Import project (Eclipse ADT, Gradle, etc.)

[ Import an Android code sample

4. Click ‘Open an existing Android Studio project’ and browse the copy of the AndroidPushNotification source
code then click ‘OK’

® Open File or Project X
A0 0LG I X O @ Hide path
DAgit\Playground_Test\AndroidPushNotification_AndroidStudio ﬁ

B
DAY

[ 31101bcBadf429662337
[ AndroidSdk
3 DriveD
[ EntLib415rc
[ git
[ google-services
[ Playground _Test

» x AndroidPushNotification_AndroidStudio
® AndroidPushNotification_AndraidStudio_Offline
® Geolocation
® PlaygroundTest
® PushNotification_AS
53 RPI Core Build

[ RPI Files

[ RPI Pre-requesites

[ Shared

7] st Dominic 6-30-16.WAV

m Cancel Help
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5. Once the android project is loaded, click Build > Build APK

® AndroidPushNotification_AndroidStudio_Offline - [D:\git\Playground_Test\AndroidPushNotification_|
File Edit View Navigate Code Analyze Befactorm Run Tools VCS Window Help

DEQO ¢ 2+ % b |j=- Q Q 417 Make Project Ctrl+F9 fi*_ G B

N . N N Make Module ‘app’ .
AndroidPushNotification_AndroidStudio_Oi i java C
= . Clean Project m

+ | I v o ~ 1
g W' Android ‘ Rebuild Project te T
g a Lo

[ BE . Edit Build Types...

= manifests .

# . Edit Flavors...

& java N .

Edit Libraries and Dependencies...

g - ares . Select Build Variant...

£ ®’ Gradle Scripts -

2 Build APK

:-, Generate Signed APK...

v Deploy Module to App Engine...

4

5

=

]

o

®

6. Click Event log.

Y]
4 | Event Log 'ﬂ" L
L ~ I gelIeratew ou TUIly.
:—;./}‘4 Show in Explorer ~
2 .45 i s . 'w
2.45.08 PM Executing tasks: [:app:assembleDebug] >
3 2:45:10 PM Gradle build finished in 1s 515ms E
2:45:10 PM Build APK g
APK(s) generated successfully. =z
Show in Explorer = %
Term\'na\ 1% 0: Messages ﬁ.@; Android Monitor ‘E'-'_-TODO ! 1 Event Log [£] Gradle Console
Q Build APK: APK(s) generated successfully. // Show in Explor... (2 minutes ago) 15:1 n/a Context (-]

7. Once the build is completed you can browse the apk by clicking the ‘Show in Explorer’ link

0 Name Date modified Type
~ app-debug.apk 7/5/2016 2:42 PM APK File
_ app-debug-unaligned.apk 7/5/2016 2:42 PM APK File

8. Copy and install the apk file into your device.
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2.3.3 Creating and Setting up a Google API project

This section creates a Google API project and configures Google Cloud Messaging for Android devices for push
notification.

After completing these steps, you should have a Sender ID and an API key, which can be used later to configure the
RPI Android Push Notification Demo App and Notification Hub.

To create a Google API project, please follow the steps below:

1. Open the Google API Manager page (https://console.developers.google.com/apis/).
2. Click Create a project. You will be prompted as shown:

New Project

Project name

PushNotificationDemo|

Your project ID will be pushnotificationdemo-1363 Edit

Show advanced options...

3. Enter a Project name. Click Create and you will be redirected to the newly created project:

= Go gIeAF’\s Q PushNotificationDemo ~ @ @

API API Manager Overview

< Overview Google API

O~

Popular APls

q Google Cloud APIs
pute Engine API
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4. Click ‘Project information’

PushNotificationDemo v @ @ :

Preferences »

Keyboard shortcuts

Terms of service

Privacy

Project information

5. Take a note of the Project number (363997629329 in this example) as it will be used later as the Sender ID.
Then click OK

Project information

Information about this project.

Project ID pushnotificationdemo-1363
Project name PushNotificationDemo
Project number 363997629329

2.3.4 Enabling the Google Cloud Messaging (GCM) Service

To enable the GCM service, please follow the steps below:

1. Inthe Google API Manager page, select the previously created project (PushNotificationDemo in the worked
example).
2. On the overview page, search for ‘Google Cloud Messaging’

Overview

Google APIs Enabled APIs (0)

Google Cloud Messaging

Back to popular APIs

Name Description

Google Cloud Messaging Google Cloud Messaging allows for push messaging
to Android, i0S and Chrome users

Google Cloud Pub/Sub API Provides reliable, mar
messaging between ¢

to-many, asynchronous

ations

3. Select ‘Google Cloud Messaging’, then click Enable button.
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2.3.5

Overview

- 3

Google Cloud Messaging

Google Cloud Messaging allows for push messaging to Android, iOS and Chrome
users
Learn more

Using credentials with this API

Using an API key

To use this APl you need an API key. An API key
identifies your project to check quotas and access. Go
to the Credentials page to get an API key. You'll need a
key for each platform, such as Web, Android, and i0S
Learn more Your application API key

Obtaining an API Key

To obtain an API key, in the Google API Manager page, select the previously created project
(PushNotificationDemo in the worked example).
Click ‘Credentials’ then ‘Create credentials’

Credentials

Credentials OAuth consent screen Domain verification

APls
Credentials

You need credentials to access APIs. Enable the APIs you plan to
use and then create the credentials they require. Depending on the
API, you need an API key, a service account, or an OAuth 2.0 client
ID. Refer to the APl documentation for details.

Create credentials ~
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Create credentials using ‘APl key’

Credentials

Credentials OAuth consent screen Domain verification

APl key
Identifies your project using a simple API key to check quota and access.
For APIs like Google Translate

OAuth client ID
Requests user consent Ir app can access the user's data.
For APIs like Google Calendar.

Service account key
Enables server-to-server, app-level authentication using robot accounts
For use with Google Cloud APIs

Help me choose
Asks a few questions to help you decide which type of credential to use

Create credentials ~

Select server key

Create a new key

You need an API key to call certain Google APIs. The API key identifies your
project. Also, it is used to enforce quotas and handle billing, so keep it safe.

Server key Browser key Android key i0S key
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5. Enter a name for the server key and click Create

Credentials

“

Create server APl key

This key should be kept secret on your server

Every API request is generated by software running on a machine that you control. Per-user limits will be
enforced using the address found in each request's userIp parameter, if specified. If the userIp parameter is
missing, your machine's IP address will be used instead. Learn more

Name

RedPointPushNotification|

Accept requests from these server IP addresses
Examples: 192.168.0.1,172.16.0.0/12, 2001:db8::1 or 2001:db8::/64

Note: It may take up to 5 minutes for settings to take effect

6. Your new API key will be shown in a prompt. Use this as the GCM key to configure the Windows Azure
Notification Hub.

APl key

Here is your API key
Alz: 1AQ Ir:l
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2.3.6 Android Phone Configuration

Configuration of the RPI Android Push Notification Demo App assumes successful prior configuration of the Windows
Azure Notification Hub.

Please follow these steps:

1. Open the installed RPI Android Push Notification Demo App.

2. Configure properties as follows:
e Set Sender ID to the Project Number recorded when creating the Google API Project.
e Provide the Notification Hub name.
e Set the Hub connection string.

3. Click Subscribe to register the application for Push natifications.

4. Click Unsubscribe to opt out of the receipt of messages from the Notification Hub.

RedPoint Push Notification Demo

Sender ID

6441'

Notification hub name

demopushnotification

Hub connection string

Endpoint=sb://redpointinteraction.servic

Tags

android

Location

Manila

UNSUBSCRIBE
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2.4 Push Notification for iOS Phone

This section documents the creation of an iOS project and configuration of an Apple Push Notification Service
(APNS).

2.4.1 Mac Pre-requisites

1. xCode 4 interface builder
2. MacOS X

2.4.2 RPIiOS Push Notification Demo App Deployment

1. Ensure the iOS phone is registered on Apple’s developer site.

e Log on to developer.apple.com and go to Member Center > Certificates Identifiers & Profiles.

[ Developer

" People Programs & Add-ons Your Account

Organization: RedPoint Global Inc.

Developer Program Resources
Technical Resources and Tools

P . DevCenters
Quickly access a range of technical resources
# @ i05 | Mac | Safari

Certificates, Identifiers & Profiles

Manage your cerificates, App IDs, devices, and provisioning profiies

€
App Store Distribution
App Store Resource Center iTunes Connect
w Learn about how to prepare for Submit and manage your apps on the App Store
= /App Store Submission N y
-

community and Support

Apple Developer Forums
Discuss technical topics with other developers and Apple engineers.

Developer Support
Request technical or developer program support.

N
as

Technical | Program

e Register the device’s UID:

Certificates, Identifiers & Profiles

i0S Apps - 10S Devices
¥ Certificates You can register 96 additional devices.
Al Name DD
Pending Aileen\'s iPad 4b4cab754500cf] 5565cc5h607 10598512086
Development Nathans iPad 136621dc04a3522464f8afc0015a74dd4d0362a0
Production
Nathans iPhone 04220f1 71232¢8add5 88 caci8356F1 e0f80270d0
[*] {1
\dentifiers Vin's iPhone 4 2f536cd46h30e50dc08c0948761 284fBadehal

App IDs
Pass Type IDs

Website Push IDs

[J Devices

All

| Provisioning Profiles

All
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2.

e Create a provisioning profile:

& Developer

Technologies

Certificates, Identifiers & Profiles

Resources Programs Support

Member Center

Q, Search Develop:

Account ¥

105 Apps -

¥ Certificates 4 profiles total.

iOS Provisioning Profiles

+) () [@)

All Name

- | Type

Status

Pending
Development

Production
RPiOS7

0/ Identifiers RPiOSProvi:
App IDs
Pass Type IDs

Website Push IDs

[ Devices

All

|| Provisioning Profiles
All
Development

Distribution

i0S Team Provisioning Profile: *

RP QA Provisioning

Development
Development
Development

Development

® Active (Managed by Xcode)
® Active
® Active

@ Active

In the xCode interface builder, open your XCode project by clicking Product > Archive menu.

The project can be found at $/Resonance/MobileClient/_Master/iOSPushNotification

7o)

)

2 ¢ 8@ Thu2:52PM Q ["]

EEEIGEE

esynthesize

@synthesize

deviceTokenaP

_deviceTokenAP;

esynthesize notificationHubNameP = notific
@synthesize hubConnectionStringP
Ssynthesize tagsP agsP;
(5 Supporting Files @synthesize notificationt = _notifi 1onHubNameAP;
[} RP 105 Push...ation-Info.plist 11 @synthesize hubConnectionStringAP = _hubConnect {onStringAP;

tagsAP =

_tagsAP;

® Xcode File Edit View Find Navigate Editor Debug Source Control Window Help
B> [ | AR i0S push Notifcation Scheme ) [ 105 Device A1 Run R o Succeeded | 12/6/13at4:52PM 10 |
= Test ®
RP 108 Push Notification - =1
1 target, 105 SOK 7.0
» (2 WindowsAzureMessaging framework OHB
libz.1.1.3.dylib. #inport "RedPoint
fibz.1.2.5.dylib p
» £ MoblleCo s @interface RedPoin :u:lfd ForA - :
» (2 SystemConfiguration. framework gend erform Action
M ceexciamesa einplenentation ne  Build %8
¥ [ RP i0S Push Notification Clean %K
esynthesize servic
userNa #
servic
¢ result  Scheme >
yser®  Destination >
esynthesize univer +0;
Create Bot...
@synthesize client
@synthesize clientIDAP = _CLIENtIDAP;
@synthesize deviceTokenP = _deviceTokenP;

| = (volid)viewDidLoad
[super viewdidLoad];

/7 Do any additional setup after loading the view, typically from a nib.
NSArray wpaths =

NSString =documentsPath =
NSString splistPath =

[paths objectAtIndex:

i1 (1[INSFileManager defaultManager] fileExistsAtPath:plistPath])

» (3 Foundation.framework | plistPath = [[NSBundle mainBundle] pathForResource:@"Data” ofType:e"plist*];
¥

NSData «pUSUML = [INSFLletanager defaultnanager] contentsAtPath:plistrathl;
| NSString serrordesc = ni

NePropertyL stFormat formats
‘ NSDictionary wtem

i (tteny

NSLog(@"Ercor reading plist: %€, format: %", errordesc);

self.universaluniqueld = [temp objectForKey:@"UniqueUniversalio"];

r'Data.plist”);

ES);

NSDictionary =) [NSPropertylListSerialization propertyListFronData:plistyL mutabilityOption:
NSPropertylistMutableContainersAndLeaves format:&format errorDescription:&errorDesc);
)

More % conversions than data arguments|
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XCode will build and archive your project. Once done, it will open the Archive window. Select your archive
from the list and click Distribute.

3.

RP KOS Push Notification
Push Notification

RP 105 Push Notification
RP iOS Push Notification Scheme
Archive Type: 105 App Archive [Vasse
Creation Date: December 1, 2013 2:57 PM
Version: 1.0
Identifier: com.redpoint interactiondev
Estimated App Store Size: | Estimate Size

Distribute.

Q- Name

Name  Creavon Date » Comment Status
RP i0S Push Not... Deces 2013 2:57 PM
RP 05 Push Not... December 6, 2013 4:52 PM
RPi0S Push Not... December 3, 2013 2:07 PM
RPi0S Push Not... November 13, 2013 4:13 PM
RPi0S Push Not... November 19, 2013 2:23 PM
RP i0S Push Not... September 10, 2013 2:24 PM
RP i0S Push Not... September 9, 2013 4:12 PM
RP i0S Push Not... September 4, 2013 1:28 PM
RP i0S Push Not... September 2, 2013 3:49 PM
RP i0S Push Not... September 2, 2013 1:51 PM
RPIOS Push Not... August 29, 2013 12.43 PM
RPi0S Push Not... August 28, 2013 4:19 PM
RPIOS Push Not... August 27, 2013 4:12 PM
RP i0S Push Not... August 14, 2013 §:18 PM
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4. Choose “Save for Enterprise or Ad Hoc Deployment” from the methods of distribution.

' RP 0S Push Notification ‘ Select the method of distribution:

(@ Save for Enterprise or Ad Hoc Deployment ——

Sign and package application for distribution outside of the I0S App Store.

) Export as Xcode Archive
Export the entire Xcode archive of this application.

ol s

5. Select the appropriate provisioning profile.

~ RP I0S Push Notification Choose a profile to sign with:
- RP i0S Push Notification

| validate... |

Distribute...

LEVECUIPEEUTE 7 RP QA Provisioning
RPiOS7 (from 'RedPoint Global Inc.", for ‘com.redpoint.interactiondev’)
RPiOSProvisioningProfile (from ‘RedPoint Global Inc.", for ‘com.redpoint.interactiondev')
i0S Team Provisioning Profile: * (from 'RedPoint Global Inc.")

Refresh code signing identity...

| Ml

RP iOS Push
RP 105 Push
RP 105 Push
RP iOS Push
RP I0S Push
RP 105 Push
RP 105 Push
RP i0S Push
RP 10S Push
RP 05 Push N
RP iOS Push Nt
RP i0S Push Nt
RP 05 Push Nt
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6. Save to the destination folder.

Save As: | RP iOS Push Notification

Where: | (&) Desktop s
i — Validate...
= Distribute...
(] Save for Enterprise Distribution
[Cancel | ([0
Q- Name
‘e |
o

Generating Package for RP iOS Push Notification Scheme....

| Cancel | Previous Finish
RP 105 Push N¢

7. Go to the folder where the ipa file was saved. Click and drag the file to the iTunes application. If the same
application has been added to iTunes already, a prompt to replace the app will appear. Choose “Replace”.

@ Finder File Edit View Go Window Help D 3 T ¢ 8@k Thu2:59PM Q iE

B AllMy Files Interaction...bileprovision
f0s_7_beta_...a4449d.dmg = &

@ Airdrop Pad3,1.7.0.. Restore.ipsw ‘ G- g

#\ Applications 4 iPhones,2_7...estore.ipsw A rrov

& Do RP0S Push...1-19 QApa N\ T e

— RP I0S Push...n 11-19.ipa

RP i0S Push...2032013.ipa
RP iOS Push...2062013.ipa

RP i0S Pu:

...hive IPad.ipa

...n Archive.ipa

@ Pictures RP 05 Push...ation QA.ipa
RP 05 Push Notification.ipa ' P A

el RP i0S Push...tion.ipa alias

.. bileprovision

RP 0 Push Notification 12192013.ipa SergenTiat > S¢ o RPI0S PUs|
Kind 10 App. 20136 PNt 4 Natifi
Size 319KB
Created Today 2:58 PM
Modified Today 2:58 PM
Last opened Today 2:58 PM

— Screen Shot...t 2.58.12 PM

G rPi0s push BTk
Notifi S5

29



Plug the phone into the Mac and open iTunes. Click the device on the sidebar and go to Apps. Locate the
app in the list (Push Notification in the image) and make sure the button says, “Will Install”. If it says “Install”,
click the button. Sync the device in iTunes and the app will be installed on the phone.

LIBRARY

J3 Music

Movies

[=0 TV Shows

Apps {103)
ISTORE
(£ Tunes Store

DEVICES
P iNath

Summary Info

Apps

| SortbyName ¢

(Q

Pocket (Form Read It... -
( oty 27.9MB | Remove ‘
News e

Podcasts -
128MB | Remove |
Entertainment -

POP - Prototyping on Pa...

ISHARED - 255MB | Install |
@ Home Sharing Productivity
Posse - restaurant/shop... B
GENIUS 33.5MB | Remove |
o Genlus Food & Drink —
: W PumpUp - Fitness Coach -
PLAYLISTS 3’3 463MB | Remove |
3 90's Music &) Health & Fitness —
Push Notification —_—
1} Classical Music 864KB | Will Install |
{6} My Top Rated
RASS Real Racing 3 M ‘
g Recently Added ﬁ a 9 144GB | Install |
Recently Played T
{6} Top 25 Most Played RedCross

75MB | Remove |
Social Networking e

Repix - Inspiring Photo E...

. 426MB | Remove |
.+ Photo & Video —_—

{759 Rhonna Designs e
L:J Photo & Video ’

m Rockpack ’ -
148MB | Remove

Remove ‘
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2.4.3 Creating and Setting Up an iOS project

After completing these steps, you should have a Sender ID and an API key, which you can use later to configure your
application and Notification Hub. To create an iOS project please follow the steps below:

1. Login to your account in Apple Developer http://developer.apple.com.

2. Goto Member Center > Certificates, Identifiers & Profiles. Click on App IDs under Identifiers and click
the Add (+) button.

3. Fillin the required information to create a new App ID:

iOS Apps - 10S App IDs Q
¥ Certificates 2 App IDs Total
Al Name -~ D
Pending Interaction development com_redpoint.interactiondev

Deveiopraent XCode managed

Production

B/ Identifiers
App IDs
Pass Type IDs

Website Push IDs

] Devices
All
Provisioning Profiles
All
Development

Distribution

1. Click on Devices and click the Add (+) button. Enter the ID of the phone that will be used to test the RPIiOS
Push Notification Demo App.

2. Click All under Certificates. Create a new certificate by clicking the Add (+) button. Choose the type of
certificate according to the app’s requirements.

0S5 Apps - 10S Certificates +|Q
¥ Certificates 3 Certificates Total
Al Name Type Expires
Pending Nathan Pari-an iG5 Development Jul 10, 2014
Devciopment RedPoint Global Inc. i0S Distribution Aug 12, 2014
Production
com.redpoint.interactiondev APNs Development i0S Aug 14,2014

18] Identifiers
App IDs
Pass Type IDs

Website Push IDs

[l Devices

All

Provisioning Profiles
All

Development

Distribution
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Once the certificate is created, download the file.

3 Certificates Total

10S Certificates

Name

Nathan Pari-an

= Name:
Corstifioscte
L Type:

Revoke

RedPoint Global Inc.

Nathan Pari-an

i05 Development

Expires: Jul 10, 2014

Download

com.redpoint.interactiondev

Type

105 Development

i05 Distribution

APNs Development i0S

Expires

Jul 10, 2014

Aug 13,2014

Aug 14, 2014

2.4.4 Utilizing the Certificate on Windows Azure

Using the certificate created in the previous section, configure the Windows Azure Notification Hub:

1. Log in to your Windows Azure account at http://portal.azure.com. Go to Service Bus and navigate to the
desired notification hub.

2. Click on More Services then Notification Hubs. Select your notification hub from the list. Click Push
Notification then Apple (APNS). Under the Apple (APNS), click on Upload Certificate and locate the
certificate downloaded in the previous section.

lotification Hubs == demopushnotification
o

Push notification ... & o ] Upload Cert...

8 Settings  [£' Manage in full (3 TestSend [ Delete A Upload Certific—. [ Dedete Certifica.

- resesinen | O
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2.4.5 RPIiOS Push Notification Demo App Configuration

To configure the RPI iOS Push Notification Demo App, please follow these instructions:

1. Install and open the RPIiOS Push Notification Demo App.

2. Set the Notification Hub Name to Redpoint-notification-hub.

3. Set the Hub connection string to Endpoint=sb://Redpointinteraction-
ns.servicebus.windows.net/;SharedAccessKeyName=DefaultListenSharedAccessSignature; SharedAccessKey=rdDtIcNxs
IufTXGEYy2Vg8VQSDAbJ1k0d5Ps2ExxtI9l=).

Set optional Tags to subscribe to specific sets of notifications.

Click Subscribe to register the application for push notification.

Click Unsubscribe if you do not wish to receive any further messages from the Notification Hub.

ok

Interaction

Notification Hub Name:
demopushnotification

Hub Connection String:
Endpoint=sb://redpointinteraction.servicebus.windows.net/;Shared AccessKeyNam...

Tags:

Subscribe Unsubscribe
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3. Inthe Create a Namespace popup dialog box, enter a namespace name and select your appropriate region
as depicted below. Click OK.

Add a new namespace

NAMESPACE NAME
RedPaintinteraction (V]
servicebus.windows.net

REGION

East Asia |z|

4. Once the namespace has been successfully created, you will see it appear on the list of namespaces as
shown below. Double click the ‘{Name]-ns’ namespace.

service bus

MAMESPACE NAME STATUS LOCATION SUBSCRIPTION CREATED DATE el

RedPointinteraction-ns >

5. In the [Name]-ns’ namespace configuration page, select the Notification Hubs tab.

redpointinteraction-ns

&3 Au QUEUES TOPICS RELAYS | NOTIFICATION HUBS CONFIGURE

NAME STATUS SUBSCRIPTION

6. Click New > Service Bus > Notification Hub > Quick Create to create a new Notification Hub.

MEDIA SERVICE ; QUICK CREATE

SERVICE BUS

VISUAL STUDIO ONLINE

BIZTALK SERVICE MNOTIFICATION HUB
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7. Inthe Quick Create panel, enter the Notification Hub Name, select a Region and the earlier Namespace,
and click Create a New Notification Hub.

NOTIFICATION HUE NAME
redpoint-noification-hy| (]

REGION

East Asia E|

NAMESPACE

RedPointInteraction-ns E|

.servicebus.windows.net

8. Once the hub has been successfully created, it will appear in the Notification Hubs list.

redpointinteraction-ns
&3 au QUEUES TOPICS RELAYS NOTIFICATION HUBS CONFIGURE

NAME STATUS SUBSCRIPTION

redpoint-notification-hub -

9. Double click the new hub. The hub’s configuration page is displayed.

redpoint-notification-hub

DASHBOARD MONITOR SCALE CONFIGURE DEBUG

@ APNS AUTHENTICATION ER.. @) GCM AUTHENTICATION ERR.. @ NOTIFICATION SERVICE ERR... 7 MORE v RELATVE v 1HOUR v ()
1225 1230 1235 1240 1245 1250 1255 100 105 110 115 120 125
usage overview quick glance
Il REDPOINT-NOTIFICATION-HUB OTHER HUBS AVAILABLE @ View Connection String
starus
Active
PUSHES 0% of 3667 PUSHES
NAME

0 APLcalls hitpsi//redpointinteraction-

ns.servicebus windows.net/redpoint-
notification-hub

APICALLS 0% of 14666 APLCALLS

MANAGEMENT SERVICES
13 Active devices

Operation Logs

ACTIVE DEVICES 3% of 500 ACTIVE DEVICES WNS STATUS
Mot Configured

15 Registrations

MPNS STATUS

REGISTRATIONS 0% of 5000 REGISTRATIONS Unauthenticated Push Enabled

APNS STATUS
Valid Credentials
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10. Select the Configure tab, where the following need to be configured:

e  Windows phone notification settings (mpns): ensure the Enable unauthenticated push notifications
option is checked.
e Apple notification settings (apns): ensure the Apple service certificate thumbprint is uploaded.

e Google Cloud messaging settings (gcm): ensure the Google cloud messaging console GCM API key is
provided.

windows phone notification settings (mpns)

CERTIFICATE THUMBPRINT

Enable unauthenticated push notifications.

apple notification settings

CERTIFICATE THUMBPRINT

google cloud messaging settings

GCM APLKEY
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2.5 Google Firebase
This section describes the steps to be taken to use Google Firebase with RPI.
2.5.1 Creating and Configuring a New Google Project

This section describes how to create and configure a new Google project. If you have created one previously, you
may skip this section. Otherwise, please follow the steps below:

1. Inaweb browser, log into the Google API console at https://console.developers.google.com/apis/credentials
using a Gmail account.

2. Ifthis is your first time accessing the Google Developer Console, create a new project by clicking on the
Create Project button. If not, skip this step.

Google

C

Projects ’
Create Project

o PROJECT NAME

Account settings

3. Enter the name of the project and click Create button. Leave the default Project ID value.

New Project

PROJECT NAME

‘ My Projec‘t|

PROJECT ID
poise C

Can cel
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4. Having successfully created the project, double-click the project name.

Google
L=

Projects )
Create Project

Billing PROJECT NAME

Account settings

Send feedback My API Project

Privacy & Terms

2.5.2 Enabling Google Firebase Cloud Messaging API Key
This section describes how to enable a Google Firebase Cloud Messaging API Key. Please follow the steps below:
1. Go to your Google Project’'s dashboard by navigating to APl & Services > Credentials.

2. Inthe Credentials page, click Create Credentials and select API key.

Credentials + CREATE CREDENTIALS # DELETE
[0 Name APl key
Identifies your project using a simple API key to check quota and access

3. The API key having been created; you are given the option to restrict it.

APl key created

Use this key in your application by passing it with the [S'ENABR] parameter.

Your API key
AIzaSyAkD |

Restrict your key to prevent unauthorized use in production.

CLOSE RESTRICT KEY
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4. Click Restrict Key. You will be provided with options as to which restrictions are to be applied.
5. Make sure that ‘None’ is selected at Application restrictions.

6. At API restrictions, select ‘Don’t restrict key’, or select ‘Cloud Messaging’ at the Restrict key dropdown.

& Restrict and rename API key (' REGENERATE KEY il DELETE

Key restrictions

This key is unrestricted. Restrictions help prevent unauthorized use and quota
theft. Learn more [2

Application restrictions

An application restriction controls which websites, IP addresses, or applications can use your
APl key. You can set one application restriction per key.

@® None

() HTTP referrers (web sites)

(O IP addresses (web servers, cron jobs, etc.)
(O Android apps

(O i0S apps

API restrictions

APl restrictions specify the enabled APIls that this key can call

@ Don't restrict key
This key can call any API

(O Restrict key

= Type tofilter

O cloud Deployment Manager V2 API
O cloud Firestore API

O cloud Functions API

D Cloud Identity-Aware Proxy API

[ cloud 0S Login API

O cloud Pub/Sub API

O cloud Resource Manager API

7. Click Save for the changes to take effect.
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2.5.3 Provisioning an OAuth Client ID

This section describes how to provision a new Google Firebase OAuth Client ID.

1. Atthe Credentials page, click Create Credentials and select OAuth client ID.

+ CREATE CREDENTIALS W DELETE

APl key
Identifies your project using a simple API key to check quota and access

OAuth client ID
Requests user consent so your app can access the user's data

2. Choose “Web Application” as the application type. Set an authorized redirect URI. This will be used at the
Google Firebase channel configuration.

& Create OAuth client ID

For applications that use the OAuth 2.0 protocol to call Google APls, you can use an OAuth 2.0 client ID to
generate an access token. The token contains a unique identifier. See Setting up OAuth 2.0 for more information.
Application type
@ Web application

Android Learn more

Chrome App Learn more

i0S Learn more

Other

Name

Firebase OAuth

Restrictions

Enter JavaScript origins, redirect URIs, or both Learn More

Origins and redirect domains must be added to the list of Authorized Domains in the OAuth consent settings.
Authorized JavaScript origins
For use with requests from a browser. This is the origin URI of the client application. It can't contain a wildcard

(https://* example.com) or a path (https://example.com/subdir). If you're using a nonstandard port, you must include it
in the origin URI.

https://www.example.com
Type in the domain and press Enter to add it

Authorized redirect URIs
For use with requests from a web server. This is the path in your application that users are redirected to after they have
authenticated with Google. The path will be appended with the authorization code for access. Must have a protocol
Cannot contain URL fragments or relative paths. Cannot be a public IP address.

https://www.redpointglobal.com/
Type in the domain and press Enter to add it
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3. Save your Client ID and Client Secret. These will be used when configuring a channel.

OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &

Services

OAuth is limited to 100 sensitive scope logins until the OAuth
consent screen is published. This may require a verification
process that can take several days.

Your Client ID
1830882!¢ 1J¢8h2pjg1jh9gbn3t.apps.gc n|

Your Client Secret

JD6Nb-2e Un|

OK

254 Provisioning a Google Firebase Cloud Messaging Project

1. In aweb browser, navigate to https://console.firebase.google.com/u/0/ and log into the Google
Firebase console page.

2. Click Add project.

Your Firebase projects

+

Add project
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3.

4.

Enter the project’s name.

X

Create a project (Step 1 of 3)

Let's start with a name for
your project®

Enter your project name
) My Project 23054
) gdriveproj
) Gorive
) My First Project
) My First Project

") My First Project

Learn more (4

Click Continue at step 2.

X

Create a project (Step 2 of 3)

Google Analytics is a free and unlimited analytics solution that enables targeting,
reporting, and more in Firebase Crashlytics, Cloud Messaging, In-App Messaging, Remote
Config, A/B Testing, Predictions, and Cloud Functions.

Google Analytics enables:

A ABtesting @

e User segmentation & targeting across
Firebase products &

#~ Predicting user behavior @

@@ Enable Google Analytics for this project
Recommended

Previous

{5. Crash-free users ®

g Event-based Cloud Functions triggers @

_.l Free unlimited reporting @
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5. Select an account at step 3.

X  Create a project (Step 3 of 3)

Configure Google Analytics

Choose or create a Google Analytics account ®

[.l Default Account for Firebase - l

Previous Create project

6. After your Firebase project has been created, you must add your app (e.g., iOS, Android) in it. For detailed
and accurate steps, please see the following:

iOS - https://firebase.google.com/docs/ios/setup

Android - https://firebase.google.com/docs/android/setup
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2.6 Airship Push Direct Notification Configuration

2.6.1 Creating a Project

This section describes how to create and configure Airship on Android Mobile and iOS Mobile. Please follow the
steps below:

1. In aweb browser, navigate to_https://go.airship.com/ and click on Don’t have an account? Sign Up.

A AIRSHIP wus v

Login

Username

Password Forgat?

[ r—

Don't have an account? Sign up \

N

2. Fill out the required details and click the Create account button.

Create an Airship account

DOWNLOAD DEMO APP

First name See it on your device

| | Send yourself a Push Notification or In-App Message with the 1st Flight
demo app — no developer resources required. You can even try Airship

Last name Journeys and Message Center.

| | TRY FEATURES

Email address Set up a test project

| | Evaluating the Airship platform? Need a test sandbox? Install the Airship
SDK to get a first hand look at how easy it is to send Push Notifications,

Company name In-App Messages and Web Notifications.

| | &6 LIvE

D By creating an account, you agree to the Terms of Online Servigasdhd Start growing your audience

Privacy Policy.

Ready for production? Create a live project, install the Airship SDK and

release on an app marketplace or website. Free up to an audience of

Create account

1,000 — pay as you grow.

Already have an account? Log in

3. Check your email to verify account and click the link.

4. Fill out the required fields to Create Password.
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Create password

Passwords must be 8 characters, inclusding one number and one special
character.

Password

Confirm password

Create password B e —

The New Project set up screen displayed. To get started, click Create a project.

Get started

Create a project, add configuration for channels and start sending messages.

Try demo
Download the 1st Flight demo app and try out features. Learn more

Grow audience
Start growing your audience on the Orchestration Edition with access to Journeys and In-App Messaging.

/ Greate a project

Download the app

Manage your plan

Enter your project’s details and click Create project.

New Project

A container for messaging engagement and channel configuration.

Project name

An identifier for referencing your project.

leon

Add a visual marker to help you find project (optional).
fr—
[l’“l Browse.

Live / Test
Cannot be changed later.

Test: Use to send messages to your test audience.

Industry
Select an industry type and sub-industry,

Choose Industry

Create project or cancel

Click Add Channel and select the channels you want your project to support.
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8. To get an App Key and Master Secret follow these steps:

e Click 1%t Flight Demo
e Go to Settings » APIs & Integrations » Airship API.
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2.6.2 Android & iOS Phone Configuration

After creating an account to receive push notifications on your mobile devices, please follow these steps:

1. In aweb browser, navigate to https://go.airship.com/ and log into your account.

2. Click Download the app 1%t Flight, then enter your email address and click Get Magic Link.

3. From your mobile device, check your Email and tap the message's link to download the app. Your device's app
store will open at the Airship app.

A AIRSHIP )

Manage projects
View a list of all your live and test projects, and the channels they have :,I:“:&l:
configured.

Invite team

" Invite your team
Collaborate with your team by sharing individual projects.

Try demo Resend link
Download the 1st Flight demo app and try out features.
gam ore

Create your first message

Grow audience
Start growing your audience on the Orchestration Edition with access to ,:':.:,"; on

Journeys and In-App Messaging.

I A magic link was sent to IR ®gmail.com. in padda753egmal com an May 20202 M Feedback

TRTTTom 1P- 120 26 75 298

e  Click Install 1t Flight App and open the app

e Log into your account using your Airship username and password

e Click Connect My App

e For iOS mobile devices, tap Enable Push then Allow to receive push notifications For Android mobile
devices push is automatically enabled so this screen will not appear.

4. To get a Named User and Tag, please follow these steps:

e  On your mobile device, click Push Settings » Audience » Named User » Tag
e Add Named User and Custom Tag

5. Tofind a Device Token and Channel ID, please follow these steps:
e Log into the Airship portal
e  Click 1%t Flight App Demo » Audience

e Click Device Token copy identifiers
e Click Channel ID copy identifiers
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2.7 Twilio Notify

This section describes how to set up a Twilio Notify Service to use the Twilio Notify and Twilio Notify Direct channels
in RPI. Please follow the steps below:

1. In abrowser, navigate to https://www.twilio.com/console/notify/getting-started. Login to the Twilio portal and go to
the Notify Console.

@ Nty Get Started with Notify

Services About Notify
@y  PushCredentials Twili Notify makes it easy to send notifications to your users when and how it is mest convenient for them. You can programmatically netify users using push notifications or sms. Choose the platform you're working on, and let's get started
Tools

L i0S Push Netifications L3 Android Push Notifications
Getting Started

Gel Started

L SMS Notifications L Facebook Messenger Notifications

2. Click Services in the menu on the left.

3. Create a new Service by clicking the (+) icon.

Services

A Service is the top-level scope of Bi

o NAME

4. Type a friendly name for your Notify Service, then click Create.

New Service

Mame your new MNotify Service.

FRIENDLY NAME

5. The Configure page for your newly created service will be displayed. Assign your chosen push credentials for
APN (Apple iOS), GCM (Android), FCM (Android), and/or Messaging Service (SMS).
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Configure
Properties

FRIENDLY NAME testga

SERVICE SID IScf2c

APN CREDENTIAL SID No va

GCM CREDENTIALSID | No va

FCM CREDENTIALSID  No value selected \v | Create an FCM Credential here

MESSAGING SERVICE SID | No value selected \  Create s Messaging Service here

FACEBOOK MESSENGER PAGEID | No value selected

6. To create a Push Credential, click any of the links on the Configure page or, in the menu on the left, click Push
Credentials.

Notify

Services
Push Credentials
Tools

Getting Started

7. The New Credential dialog window will appear. Type a friendly name for the Push Credential and select its Type.

e The GCM Push Credential will require the GCM API key of your Android app.

e The FCM Push Credential will require the FCM Secret of your Android app.

e The APN Push Credential will require the certificate key and private key of your Apple app. Check the
Sandbox option if the app is not yet deployed to production.

e The Facebook Messenger Push Credential will require a configured Facebook Messenger channel in
Twilio.

snnels iz Channels Catalog
Catalog

Installe

To configure Facebook Messenger, click the option on the Channels Catalog page.
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Channels sz Facebook Messenger

Catalog

installed

Click the “Install” button. Read and click “Agree” at the Terms of Service after reading.

Install Facebook Messenger

This Channel is published and supported by Facebook. When you install the
Channel, Twilio shares the data required for the Channel to operate with the Add-
on partner. Please check the box below to accept the Terms of Service and start

using the Channel.

Price £0.00 per request

| agree to Facebook's Terms of Service.

Cancel Agree & Install

At Facebook Messenger’'s Configure page, specify a unique name. Check the “Notify” checkbox as well.

Facebook Messenger

Programmable SMS, Notify
$0.00 per request

Configure Description Documentation Support Policie:

Properties

teps://channels. twilio. con/v2/Accounts/ACIbS

messenger
i [ Programmable SMS Inbound

Credentials

At “Credentials”, log into your Facebook account using the Log In button, then select the Facebook
Page you want associated with Twilio Notify and Facebook Messenger.
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Credentials

FACEBOOK LOGIN n Log Out

SELECT A PAGE RPI App Community v

In the “Configuration” section, set any desired callback URL properties.

Configuration

PAGE ID messenger: 345000492596896

PAGE FRIENDLY NAME RPI App Community

CALLBACK URL

CALLBACK METHOD  POST e
FALLBACK URL

FALLBACK METHOD  PQST e
STATUS CALLBACK URL

STATUS CALLBACK METHOD  POST v

Save your changes. Successful configuration will be indicated by the green check mark at “Long Lived
Token” under “Credentials”.

Credentials

FACEBOOK LOGIN n Log Out

LONG LIVED TOKEN @ You're all set!

8. Inthe Configure page, assign the Push Credentials to your Notify Service.
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2.8 Amazon Pinpoint Push Notification
2.8.1 Amazon Pinpoint Push Notifications Configuration

This section describes how to create and configure the Amazon Pinpoint Push Notifications project in
Amazon Web Services (AWS), with the assumption that an AWS account has already been provisioned.

2.8.1.1 Creating new Amazon Pinpoint Push Notifications project

1. Login to the Amazon Web Services management console, by navigating to
https://console.aws.amazon.com/iam/

2. Select IAM User option and provide your Account ID or Account Alias. Click the “Next” button:

@ Amazon Web Services Sign-ln - X +

02F%2Fconsole.aws.amazon.com?%2Fconsole%2Fhome%3H

dws

& c @ signin.aws.amazon.com/signin?redirect_uri=https%3/

Signin

O Root user
Account ouner that performs tasks requiring
unrestricted access. Learn more

® 1AM user
User uithin an account that performs daily tasks.
Learn more

Account ID (12 digits) or account alias

Next

By continuing, you agree to the AWS Customer
Agreement or other agreement for AWS services, and the
Privacy Notice. This site uses essential cookies. See our
Gookie Notice for more information.

Create a new AWS account
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3. Provide your IAM username and password. Click the “Sign in” button.

adws

Sign in as IAM user

Account ID (12 digits) or account alias
iiinn

IAM user name

Password

] Remember this account

Sign in using root user email

Forgot password?

4. Upon successful login to the AWS management console, navigate or search for the Amazon
Pinpoint service, and click on the link:

a_‘V_V_S f3% Services Q, pinp

@ Resource Groups & Tag |
IC
Services
Features (1)
Blogs (104)
Documentation (1)

Events (1)

Features
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Within the Amazon Pinpoint management console, create a new project by entering the project
name and then click the “Create a project” button.

Get started

To get started with Amazon Pinpoint, create a project.

Project name

In the “Configure features” page, click the “Configure” button within the Push Notification tile:

Configure features
Choose a feature to add to your project. You can add more features later.

Project features

Messaging channels and respense metrics

Email sMs Push notifications
mail messages to your customers. o Send SMS text messages from shared or reserved phone numbers. lato Send push notifications to users of your mabile apps. info

configure canfiqure confiqure

Application snalytics
Mobile app analytics Web app analytics
Track usage metricsfor mobsle spplications. Info Track usage metricsfor web-based applications. Info

Configure Configure

Expand Push natifications services and set up each push notification service by providing the
required credentials. Once updated, click the “Save” button:

Set up push notifications

Push notifications services

Choose a push notification service to enable, and then provide your credentials for that channel.

‘ Apple Push Notification service (APNs)

Authentication type
Key credentials

Certificate credentials

Firebase Cloud Messaging (FCM)

API key

¥ Show more push notification services

4R Baidu Cloud Push

@ Amazon Device Messaging

» Advanced options - optional
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8. Create the Pinpoint import Segment ARN role by following the steps covered in the
documentation provided by AWS in these two links:

https://docs.aws.amazon.com/IAM/latest/UserGuide/id _roles create for-service.html

https://docs.aws.amazon.com/pinpoint/latest/developerguide/permissions-import-
segment.html#permissions-import-segment-trustpolicy

The Pinpoint Segment ARN role name will be used in the Amazon Pinpoint Push Notification
channel configuration, under the “Segment role ARN” setting.

Segment role ARN: Amazon Resource Name (ARN) used to authorize Pinpoint to access Amazon 53 bucket folder

Note: The role must have the necessary permissions to access the Amazon S3 bucket folder that
is configured for the channel.
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3 Social Configuration

3.1 Facebook

3.1.1 Supported Facebook Connectors

RPI facilitates integration with Facebook in the following contexts:

Facebook Ads, including campaigns,
ads sets, and creatives. Ad analytics
are sent back to RPI and are made
available to report on.

Connector Connector Description Required App Permissions
Type
Facebook Channels > The Facebook channel allows a user to [v11/v12: public_profile, email,
Social post messages to a page via a pages_manage_ads,
broadcast activity. It will only post to pages_manage_metadata,
pages that are associated to the user  |pages_read_engagement,
credentials configured in the channel.  |pages_read_user_content,
Events associated with the post, such  [pages_manage_posts,
as number of likes, are sent back to RPI [pages_manage_engagement
and are made available to report on.
Facebook Channels > The Facebook Marketing channel \v11l/v12: ads_management,
Marketing Social allows a user to create and manage pages_manage_ads,

pages_manage_metadata,
pages_read_engagement,
pages_read_user_content, ads_read,
pages_manage_posts,
pages_manage_engagement,
business_management

Facebook Offline
Conversions

Channels >
Data
Onboarding

The Facebook Offline Conversions
connector allows users to push offline
data, such as in-store transactions, to
the Facebook platform where it will be
matched to determine how many
customers viewed or clicked on a
Facebook

IAd, prior to the event occurring.

\v11/v12: ads_management,
business_management,
pages_read_engagement

Facebook
Custom
IAudiences

Channels >
Data
Onboarding

The Facebook Custom Audience
connector allows users to generate pre-
defined and custom data files and
pushes that data to the Facebook
platform as either a new custom
audience or appended to an existing
custom audience. This process will
generate a set of aggregated metrics,
which can be viewed within the
application.

\v11l/v12: ads_management,
business_management

Facebook
Lookalike
IAudiences

Channels >
Social

The Facebook Lookalike Audience
connector allows users to create a
lookalike audience of a custom
audience. Facebook finds users who
have similar attributes to the people who

are in the base Custom Audience.

\v11l/v12: ads_management,
business_management,
pages_read_engagement
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3.1.2 Creating a Facebook App

To use Facebook connectors in RPI, a Facebook App must be provisioned and configured with the appropriate
permissions, depending on the connector. The following is a list of steps necessary to create the Facebook App:
Create a Facebook Developer account:

Before creating a Developer account, ensure you are logged into a Facebook account.

You will need a Facebook Developer account to get started. If you do not have one, upgrade your personal Facebook
account to a Facebook Developer account. Skip this step if you already have a developer account. Before creating a
Developer account, ensure you are logged into a Facebook account.

3.1.2.1 Add a New Facebook App

Go to https://developers.facebook.com/ and click My Apps on the menu.

FACEBOOK for Developers

Empowering
developers and
businesses to build

for the future.

> ) Explore products

DEVELOPER TOOLS

Take a closer look at the products we offer.

Messenger Instagram Business Tools

Click “Create App” within the dropdown and enter a Display Name for your App. The Contact Email will default to the
email associated with the Developer account but can be changed, if necessary. Once complete, click on the “Create
App ID” button.

Create a New App ID
Get started integrating Facebook into your app or website

Display Name

Contact Email

This email address is used to contact you about potential policy viclations, app restrictions or steps to recover the app ifit's
been deleted or compromised

By proceeding, you agree to the Facebook Platform Policies Cancel
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3.1.2.2 Configure Facebook App Basic Settings

Open the Facebook App Basic Settings page by navigating to Settings > Basic.

# Dashboard
2 setings App ID App Secret
v t—
5 914532238609776 essescee Show
Basic
Advanced Display Name Namespace
A Roles » Feedback App
A& nerts [2) »
© AopRevien ) App Domains Contact Email @
PRODUCTS (3
Privacy Policy URL Terms of Service URL
App Icon (1024 x 1024) Category
Business and Pages v
Find out more information about app categories here
Business Use
This app uses Faceb
= Support my own business
Provide services to other businesses
1. Create a Namespace for your Facebook App. Note that the namespace can only contain lowercase letters,

9.

dashes, and underscores

Enter an App Domain, with your company or organization’s website URL, for example:
https://www.redpointglobal.com/.

Enter your company/organization’s Privacy Policy URL.

Optional — Enter your company/organization’s Terms of Service URL.

Upload an icon image for your Facebook App. The image must have a transparent background and cannot be
larger than 1024 x 1024.

Choose a Category for your Facebook App — choose any that apply to your organization.

Under Business Use, choose “Support my own business”.

Complete the Business Verification to connect your Facebook App to your Facebook Business Manager account.
Note, this step is not required to start using the Facebook App with RPI's connectors.

Business Verlification

Verify Your Business on Facebook

You can connect your app fo a Facebook Business Manager account, if applicable, and get started on the business verification Get Started
process. You'll just need to upload a document showing your business or organization’s name and physical address. After
successfully completing business verification, you'll also need fo sign either 1 or 2 contracts. Learn more

Scroll to the bottom of the page and click on the “Add Platform” button and select “Website”:
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Select Platform

B ©| & L

[Facebook Web Games] [website] [ios] [Android]
T I
nm <=
[Windows App] [Page Tab] [Xbox] [Playstation]

Cancel

10. In the Site URL text box, enter the same URL used in step 3C:

11. Complete the Basic configuration by clicking on the “Save Changes” button.

Website Quick Start = ¢

ite URL

URL of your site

+ Add Platform

Discard Save Changes
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3.1.2.3 Configure Facebook App Advanced Settings

1. Open the Facebook App Advanced Settings page by navigating to Settings > Advanced.

£4 Dashooard
2 s — Native or desktop app s App Secret embedded in the client
ings - A e 8

Basic
Advanced

By Roles » Upgrade API Version

& werts »
App Review » Upgrade Al Calls Upgrade Calls for App Roles

L] o WL : i TN ! v

2. Toggle to “Yes” for Native or Desktop app.

3. Choose the latest API version for both “Update All Calls” and “Upgrade Call for App Roles”. As of December
2021, the latest API version is 12.0.

4. Scroll down the page and under “Business Manager”, choose the Business Manager account to associate with
your Facebook App

5. Under “Advertising Account”, enter an Authorized Ad Account ID

6. Once complete, hit the “Save Changes” button to proceed to the next step.

Business Manager

4 Dashboara
£ Settings .
Basic Select a Business Manager +
Advanced
P Roles »
Advertising Accounts
A Aers
@ App Review »

Authorized Ad Account IDs

share Redirect Whitelist
Allow Cross Domain Share Redirects

Share Redirect Domain Whitelis

Sy emoving sdsada rom the platform wi
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3.1.2.4 Configure Roles for Your Facebook App

1. Open the Facebook Roles page by navigating to Roles > Roles.

4 Dashboard Business Manager Account

£ settings .

By Roles v S— i 7P clobal . Edit Roles in Business Manager
Roles
Tast Users

& Herls r Administrators I Add Administrators

@ App Review v

PRODUCTS (¥ Dan Santos RPI Tester

@ Facebook Login >

£ Mackalion 481

2. Under Administrators, associate the Facebook Account(s) that will be configured as the Authorized Account in
the RPI Channel configuration.

3.1.2.5 Configure the Facebook Login Product

1. Add the Facebook Login product by navigating to Products and clicking the plus+ icon.

# pashboard

£ Settings »

A Roles N Add a Product

& Aerts »

@ App Review »

PRODUCTS (7) | i e @ \

Facebook Login Audience Network Analytics
The worlds number one socil fogi product Monelize your mobile app or website wi native Understand how people engage with your business
ads from 3 million Facebook adverisers. across apps, devices, platiorms and websites.
Read Docs SetUp Read Docs SetUp Read Docs SetUp

2. Find the Facebook Login product and click on the “Set Up” button.

3. Navigate to Facebook Login > Settings.

Client OAuth Settings
#4 Dsshboard
£ settings
Py Roles

& werts (i
N Web OAuth Login Enforce HTTPS
@ App Review 0

Force Web OAuth Reauthentication 4. | Embedded Browser OAuth Login

@ Facebook Login A N
Settings.

Quickstart

Use Strict Mode for Redirect URIS

i Activity Log

Login from Devices

Deauthorize

Deauthorize Callback URL

Data Deletion Requests
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URL configured for the Website Platform in section 3K. The authorization page will not display correctly without

the platform URL included as a redirect URI.

5. Click on the “Save Changes” button.

In the “Valid OAuth Redirect URIs” text box, paste the following: https://www.redpointglobal.com/ as well as the

3.1.2.6 Configure the Marketing API product:

1. Add the Marketing API product by navigating to Products and clicking the plus+ icon.

# Dpashboard —
i =
£} Settings 3
A} Roles ’ Marketing API App Center Web Payments
A Aerts [2) »
. Integrate Facebook Marketing API with your app Get your game discovered by being listed as a Accept in-app payments through Facebook's secure
@ App Review » featured game on Facebook. payment system
PRODUCTS () | Read Docs SetUp Read Docs SetUp Read Docs SetUp
"oi. ‘
Instagram ThreatExchange Messenger Expression
Integrate your app with the Instagram AP1 to let Share and leam about potential threats to help Let people on Messenger express themselves more
businesses use your app with their Instagram .
everyone stay more secure. creatively through your app.
accounts
Read Docs SetUp Read Docs SetUp Read Docs SetUp

2. Find the Marketing API product and click on the “Set Up” button.

Note regarding App Mode

There is currently no requirement to approve the Facebook App before it can be used in RPI. The App can remain in
“Development” mode and continue to be used in RPI. The only requirement is ensuring the authorizing Facebook
user account is configured as an Administrator in the App Roles (steps covered in step 5).

Configuring RPI Channel - Important

App permissions can be retained with their default values unless other permissions are required.
Account name is the name of Facebook profile, not the page or app.

For applicable Facebook Channels, the Page Name is the selected page to use from one of the lists of associated
pages to the Facebook account. This field is auto populated after successful authorization.
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3.1.3 Creating an Ad Account and Linking it to the Facebook App ID

1. Go to Business Manager Settings at https://business.facebook.com/.

2. Collapse Accounts and click Ad Accounts.

Users Ad Accounts
B Accounts e—

. et e ‘“ Bienvenido Asiam 2
Enter ID / Asset Name / Bu... ‘. .
Pages Owned by: RPI Global 1D: 23777928642

Filter by... A Sort By... Add an Ad Account
Ad Accounts \

ill control ¢

. Hide closed ad accounts @

Business Asset Groups

Bienvenido Asiam 2 Request Access to an Ad Account
Apps
Instagram Accounts RP| Demo o

RPI Demo owns this to its curre
Line of Business RPI Manila Dev Create a New Ad Account

J’_

You need a new count for your business.

Disabled Ad Account

3. Click the blue Add button, then Create a New Ad Account.
4. Fill out the required information and click Create Ad Account.

5. After creating an Ad account, link it to your Facebook App. Go to https://developers.facebook.com/

6. Go to Settings > Advanced. Locate the Advertising Accounts section, and add the Ad Account ID(s) you want to
use to promote your app.

#4 Dashboard
This app is managed by the following business:

& setings ~ S— RPI Global
Basic
‘Advanced
F) Roles » Advertising Accounts
A erts ’
@ App Review » Authorized Ad Account IDs

237779286425831 431063253764099
PRODUCTS (¥
Share This App With a Partner?

To assign an app to a business partner from Business Manager, select the business, click Assign Partners on the Accounts Apps page and enter the Partner Business ID.
@ Analytics » Get Started

@ Facebook Login >

) Markatin AB1
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3.1.4 Setting up the Payment Method

Before you can start advertising, you will need to give Facebook additional account information and enter your credit
card details.

1. Go to Business Manager Settings at https://business.facebook.com/.

2. Navigate the Business Manager menu to locate Billing.

E] = Business Manager

Shortcuts “
! = ®
Events Manager Audiences Ads Manager

(EH e &

Ad Account Business Settings Billing
Settings /

Manage Business

@ Account Quality

By silling

Brand Safety

Events Manager

o
Business Settings
e
(2]

Images and Videos

3. Click Payment Settings.

i = bBiting

Curreen Batance © 000 [ 1 Paymon sattnge

Payment hetmon © Amcunt Beed © Popment Siaus

You have no bills during this time.

4. Click Add Payment Method.

Next Bill
June 30, 2020 P0.00
You won't receive a bill while your balance is £0.00. Amount Due
Payment Method Add Payment Method

You have no payment methods.

Set Your Account Spending Limit

You can control your total ad costs by setting an account spending limit. Your ads will
pause when you reach the limit you set and won't run again until you increase or
remove that limit. Learn more about ways to manage your ad costs.

Amount Spent: P0.00 Set Account Spending Limit
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5. Choose the required payment method.
6. Complete the required information.

7. Click Continue.

Select a Payment Method O Help

Add a new payment method to your Facebook Ads account - Terms Apply

» Credit or Debit Card
v G

Card Number Expiration
MM YY
Security Code ©
PayPal PayPal
Facebook Ad Coupon
Your payment info is stored securely. Leam More.
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3.1.5 Create a Pixel in Business Manager (Optional)

The Facebook pixel is a piece of code that is placed on your website to report conversions, build
audiences and get insights about how people are using the site. You can create up to 10 pixels in
your Business Manager account.

1. Go to Business Settings.

2. Under Users and Accounts collapse Data Sources.

3. Click Pixels

4. Click the blue Add button.

] = Business Settings

Users Pixels
=7 Accounts
Enter ID/ Asset Name / Busin.. O3 ml = Bienvenido Asiam's Pixel ®
= Asset Name / Busin.. (3 ) . 2340
‘?‘ Data Sources Wi Owned by: RPI Global 1D: 10873404
Filter by. - Sort By. - .
Catalogs & Add People & Assign Partners
- Dannla Dartnare r\UnﬂECted Assets
Pixels Connect Website Activity Using Pixel x

Offline Event Sets

§ ebsite domains you wi € 1o assoclate with this pixel. You can create up o 100
Custom Conversions bsite domains you would like to associate with this pixel. You can createup o 1

Event Source Groups P Wame:

Shared Audiences e Tes

@ Brand Safety Check your website for easy set up options - Optional
o
Registrations

A, Integrations e

5. Provide Pixel Name.
6. Click to agree to the Facebook Pixel Terms.
7. Click Continue.

8. To Start installing your pixel on your website, Click Set Up Now. If you would prefer to stay in Business Manager,
click Continue.

3.1.6 Domain Verification (Optional)

Domain verification is ownership that controls editing privileges of URLs and other content to prevent misuse of your
domain and to prevent the spread of misinformation. You may get the error “Only owners of the URL have the ability
to specify the picture, name, thumbnail or description params” when running a Facebook Post or Facebook Marketing
interaction without verifying your domain. For Facebook Post with an image, the source URL of the image must come
from the verified domain.

To verify your domain, visit: https://developers.facebook.com/docs/sharing/domain-verification/verifying-your-domain.
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3.2 LinkedIn

This section describes how to create and set up a LinkedIn application for use in RPI. Please follow the steps below:

1. Inabrowser, go to https://www.linkedin.com/ and click on Join now.

Linked m Join now Sign in

Help and resources during the COVID-19 outbreak. Learn more »

Welcome to your
professional community ‘

Search for a job >

Find a person you know ?

s \ .!

2. Enter the required details and click Agree & Join.

Linked ]

Make the most of your professional life

Email or phone number

Password (6 or more characters)

By clicking Agree & Join, you agree to the Linkedin User
Agreement. Privacy Policy. and Cookie Policy.

TN

or

f Continue with Facebook

Already on LinkedIn? Sign in

3. Type your First & Last Name and click Continue.

Linked[[})

Make the most of your professional life

First name

Continue
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Click the box below select your current Country, City and click Next.

Linked[T}

Welcome, !

Let's start your profile, connect to people you know, and engage with them
on topics you care about.

Country/Region *

| Philippines |

City/District *

Indicate whether or not you're a student. To do so, fill out the required fields, then click the I'm a student or the
Continue box.

Your profile helps you discover the
right people and opportunities

Most recent job title *

‘ ] | & There are 5558 peaple on Linkedin with

similar job titles in your location.

Most recent company *
Industry *

| Information Technology & Services - | Q There are 18859557 members in the same
industry on Linkedin,

I'm a student

Check your email to verify account. Confirm your email address (you can also copy the code and paste it into
the code field on your LinkedIn page).

Let's confirm your email

Type in the code we sent to HIEENGEGEGEEE

ns, remind prometicnal messages from us
You can change your preferences anytime.

| Agree & Confirm

Didn't receive the code? Send again

These options control what type of information Linkedln shows you in your Home page. Click on Not now.
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Linked [T}

Are you looking for a new job?

Your answer won't be shown to others

‘ Yes ‘

Not now

8. Decide whether or not to import contacts. If choosing to Skip contact import , you may need to click in a popup to
confirm your decision.

Add your email contacts to see who
you already know on LinkedIn

control wh t
contacts anytime. Learn more

— Skip
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3.2.1 Creating a New LinkedIn App

1. To create a new LinkedIn app, Go to the developer site: https://developer.linkedin.com/ and click Create app.

) DEVELOPERS  MyApps ¥  Products Documentation  News  Help .

Build apps for a
professional audience

4 e — .

]

Just exploring? Browse our documentation

- 7
‘ w 0:0 LGSR ;
! | o 7 \ -

2. Fill out the required details and check the box to confirm that you have read and agree to the terms.

3. Click Create app.

m DEVELOPERS My Apps ¥ Products Documentation News Help .

Create an app X

App name*

RedPoint App

Linkedin Page*

@ This action can't be undone once the app is saved.

Redpoint Global Inc.
Computer Software; 51-200 employees

The Linked

ou select will be associated with your app. Venfication can e by a Page Acmin. Learm more

Privacy policy URL

‘ https:/fwww.redpointglobal.com

App logo™
This is the lago displayed to ussrs when they autharize with your app

| Upload a logo

Legal agreement

When you develop on our platform, you are agreeing to be bound by our APl Terms of Use.

| have read and agree to these terms

N\

4. Once the App has been created, go to the Auth tab.
5. Click the pencil button to add Redirect URLSs.

6. Copy the Client ID, Client Secret and Redirect URLs value and store them securely.
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7.

M oeveELoPERS  MyApps~  Products
. RedPoint App
Client I0: N | Crestec: 11 Jun, 2020

Settings Auth Products Analytics Team members

Application credentials

Authentication keys
Client ID:

Client Secret:

OAuth 2.0 settings

Authorized redirect URLs for your app

https:/fwww.redpointglobal.com/

4

/

Go to the Product tab and select Share on LinkedIn and Sign In with LinkedIn.

- RedPoint App
Client 1D: NS Crezted: 11 Jun, 2020

Auth

Settings Products Analytics Team members

Products

Additional available products

Marketing Developer Platform
©

Build marketing experiences to reach the right audiences

View docs 2

Share on LinkedIn
Amplify your content by sharing it on Linkedin

View docs [2

Sign In with Linkedin
Let users easily sign in with their professional identity

View docs 2

Review in progress

Select

| Select
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3.3 Twitter

This section describes how to configure and create a Twitter app for use with RPI. Please follow the steps below:

1. Inabrowser, go to https://twitter.com/ and click Sign up.

. Q  search Twitter ": Log in ) m -—

Explore &

See what's happening in the
world right now

COVID-19 - LIVE

COVID-19: Updates for the US

Phone, email, or username

Trends for you Password

Tea hilinnina v

2. Type your Name and Phone or Use email instead, and click Next.

/

L

Create your account

Mame

0450

Phone

Use email instead

3. Click Next at Customize your experience.

c »

Customize your experience /

Track where you see Twitter content across the web

Twitter uses this data to personalize your experience. This web browsing
history will never be stored with your name, email, or phone number.

For more details about these settings, wisit the Help Center.

4. Click Sign up to create your account.

72


https://twitter.com/

Create your account

By signing up, you agree to the Terms of Service and Privacy Policy, including
Cookie Use. Others will be able to find you by email or phone number when
provided - Privacy Options

5. Check your Email to verify your account, copy the code, paste it into the code field on your Twitter page and click
Next.

« L

We sent you a code
enter it below to verify || NI @ gmail.com.

Verification code

Didn't receive email?

6. Enter a Password and click Next.

L

You'll need a password

Make sure it's 6 characters or longer. "

Password
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3.3.1 Creating a New Twitter App

1. Visit the Twitter Developer site: https://developer.twitter.com/. Sign in with your Twitter account.

2. Click Apps from the top user menu and click the Create an app button to create a new application.

W Developer Usecases  Products Docs  More  Labs Apply Q

No apps here.

You'll need an app and API key in order to authenticate and integrate with mast Twitter develaper products. Create an app to get your API key.

3. Fill out the required fields and click Create.

Apps 7 Gresteanapp

¥ Understanding spps App details

What s an app?
Why register an ape? App mama (required) ©

Vihich products require an AP key?
Application description (r=qu s3]

Privacy policy URL )
Organization name O
Organization website URL

Tell us naw this s wil ba usad

4. Click the Create button.
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Review our Developer Terms .

As a reminder, you have agreed to our Developer Agreement and Policy.

Please be mindful of the following restricted use cases

() Sensitive Information

Be careful about using Twitter data to derive or infer potentially sensitive characteristics
about Twitter users (ie. health, political or religious affiliation, ethnic origin, sexual
onientation, and more).

(® Government use and surveillance

We prohibit the use of Twitter Data and Twitter APIs by any entity for surveillance
purposes. Period.

® Automation

If your app will be used to post Tweets, follow accounts, or send Direct Messages. you
should carefully review the Automation Rules to ensure you comply with our guidelines

and never perform bulk. aggressive, or spammy actions.

5. Once the Application has been created, click the Keys and tokens section. Take note of your API key and API
secret key.

Apps > RedPointDevTest

App details Keys and tokens Permissions

Keys and tokens

= 33 tokens

API key: |
API secret key: |

Access token & access token secret Revoke

Access token: 300000OCO00OCOCO00OCON0OCOC000
Access token secret: 2000 B o
Access level: Read, write, and Direct Messages
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3.4 YouTube

1. Log into the Google account used for your YouTube Channel.
2. Go to https://console.developers.google.com.

3. Click “Select a project” then click the “NEW PROJECT” button to create a new project.

4. Enter the Project name (recommend “RPI” in the name), and click “Create”.

= GoogleAPls Q. Search for APis and Servioes - ® e s 1

New Project

4 coeprets e

MAMAGE QUOTAS

e C

L ———

5.  You will be redirected to the Dashboard page for your new project. Select the Library link to navigate to the
Google APIs Library page.
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o My Project v Q@ Search for APis ar - # e a
—
. 5
Welcome to the API Library .

The AP Library links, and a

o~ @ Searchfor

Filter by Maps IEW ALL (15)
wismLTY - -
D | . P
4 - 'y i #
> -
Pubic (284) -
— Maps SOK for Android Maps SOK for i05 Maps JavaSeript AP Places AF| Foads AP1 Directions API
Google Google socgie Googe aooge Goagle
cATEGORY Mg for your natve Andeoic sp Maps for your ntive 08 Maps for your website

adverising (12)

analytes (3)
Big dats (15)

Bog &M (1) Machine learning VIEW AL (8)

(] & [ ujs X=A &

Dislogfiow API Cloud Vision AP1 Cloud Naturs] Langusge API Cloud Speecho-Text AP Cloud Translation API Al Platform Training &
Deveioper Soogle - oxde Google Google Prediction API
Deveiopsr teais (151 Goagle
Buikts conversstions! it mage Cantent Anshysis Frovides natra langusge Spasch ecogrvtion tagestes teet anslaton o yous
such wabats o applcanio

Databases (4)
s 13)

Emall (1)

stor A0 AP 10 srsble

Financialsarvcss (1) maching s
Firebase (5)

Goagle Cloud AP1s (25) .

@ Sute (19 G Suite VIEW ALL (19}

Healtheare (3)

— & o ™M r.

6. Select “YouTube Analytics API” and click Enable.

= GoogleAPls s MyFirst Project w a

€ APILibrary

YouTube Analytics API

Google

BER ~ve

Type Qverview
AP 8 services
Flsieves your YouTube Anahlics

Last updated

2010175, About Google
Category Gage's mi wniversally ace Theough
YouTube Products and platforms Wk Search, Maps, Gmal, Androld, Gaogle ey, Chrame and YouTube, Google plays a

mearinghi rols n the dailyves of bilicns of peopie.

Service name

Tutorials and documentation

Learn meee 12

Maintenance & suppart

Terms of service

By using this prodUCt you s 10 the 164ma 8nd conditions of the following license(s): YouTubs Data API v3 L7

More solutions to explore

= Google A 2o My Proget v aQ

& AP Library

YouTube Analytics API
Goagle

0 o
MANAGE TRYTHIS API 2 @ APlensbled

Type Ouerview
AP 8 senvices
Retrges your VouTubs Anaiyics dats.

Last updated
12610719, 843 40 Abaut Goagle

Categary Theougn
VeuTube procucts and plattorms like Search, Maps, Gmail Ancle, Goagle Fiay, Chrome and YeaTubs, Googe plays a
- meaningl rle i the daily Bves of ilices of people.

youubsanalytics googiespi

Tutorials and documentation

Mainlenance & suppert

Leammore 1

Terms of service

&y ¥ o VouTube Data AP1v3 12

7. When complete, click “Credentials” in the left-hand menu. Click “Add Credentials” and select OAuth 2.0 client ID
from the dropdown.
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i s walling actene e 0 get 5300 cecit i exlore Googe ¢ Dishaiss
Google APls $s My First Project = @ Search for APls and Services - @ & i ‘
[ - [ihniow Overview m orsBLE A
YouTube Analytics API
Overview
©  Tousehis APLyou may nssd credentisls, Clck Crests credental 0 oot started. CREATE CREDENTIALS
o Metics
B ouss
Details 4 Traffic by response code
o Credeisls
Mame Raquest/sac (2 hr average)
YouTune Anaitcs AP
By N
saogs -
Servce name
youtubesnalytcs. Qoo eapia com
Rebieves your YouTube Ansiytics dets
Enstied
& Tutorials and documentation
Leammere 3 View metncs
Ty in AP Bxplres
= Google APls 3 My First Project w Q,  Search for APls and Services - e a s
AP T SeeeE
CREATE CREDENTIALS o
B oimube Analytics apy  Credentials + L
ovarview .
(Credentials compatible with this API
P “To view allcredensials o create nem credentials visit Credentials
B owns
A Ramamber 10 configue the QAU conssnt scseen i Information sbaut your 3pplcation GONFIGURE GONSENT SCREEN
o crodemtals
OAuth 2.0 Client IDs
0O tame Croation date & e Clketi0
Mo Dt csnts o dsplay
Service Accounts sccounts
O e wame Usage win s servios (st 30 eame) @ 4 Usage Wi al servioes 1s1 30 days) @

= GoogleAPls g MyFirst Project v Q  Search for APIs and Services - )

APis & Services . -

CREATE CREDENTIALS oELETE
B oimbe Analytics Ap|  Credentials =+ e
A OAuth client ID
ey Credentials con  Reauests user consent 5o your app can access the users data
aff  Metics Toview all credentiais o Service account
Enables server-to-server, app-fevel authentication using robot accounts

B ouots

A Remembert ' CONFIGURE CON
Help me choose
sks a few questions to help you decide which type of credential to use

OAuth 2.0 Client DS

o Credentials

O Name Creation date & Type Client 1D

No OAuth clients fo display

Service Accounts

O ems Name Usage ith this service (a5t 30 days) @ & Usage with all services 15t 30 days) @

No service accounts to display

8. On the next screen, click “Configure Consent Screen”.
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= Google APls % MyPioectas1ty a - o & 3
&Pis & Senvces
CREATE CREDENTIALS T DELET
(-] VouTube Analyics ap|  Credentials + CREATECREDENTIALS i DELETE
Credentials compatible with this API
Matrics To wiew al crodentials ar create new credertiats viit Cr In AFts & Services
B aurss
A Remember to configure the DAUIN consent screen with Afornation 50l your SppACAtEn. CONFIGURE CONSENT SCREEN
o Cradentials
OAuth 2.0 Client IDs
O reme Creationste 4 e Cllnt 10

Service Accounts

O e Hame Usaga wim s service st 30 ) @ sag wihal servis st 0 davs) @

Google APIs s iy Project 85117 = Q  Search for APIs and Service = o+ i @
API APIs & Services OAuth consent screen
@ [ i d registe
o target users. You can only associate one app with your project
o Credennals

& OAuh consent screen
Only available to users within your osganization. You will not need to
submit your app for verlfication

O External @

Available to any user with a Google Account.

9. Enter “RPI” in the Product Name field (email address will be populated with your Google log-in). Click Save.

= Google S0 MyProject 85117 » Q  Search for APls snd Service: - © a i &
T e OAuth consent screen
Verticanon sanes
B ey Not pubisined
o i fopkcacarame ord scin
s [l =
pr—— 300 uses 2 sensbve andioe restrctes
@ Domainverficst - o wsen recognze
a o upion Eowsa ‘ hutn canze
Suppeer mal
Jaserna cmopn qaggmal com -
Scapes for Gosale AP
pat OAuth grant limits
Tokea grant rate
. ; =5
6 Raise st
7]
a
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= Google # 25 My Project 85117 w @ Search for AP - @ a :
RPI APIs & Services 0Auth consent screen
& Dashi
RPI 7 eorien
el Verification Status
e Nt published
]
. User type
External @
OAuth rate limits
Vour user cop @
10. Go to Credentials then click Add Credentials.
= Google # My Project 85117 w @ Search for AP - @ a ;
RAPI APIs & Services Credentials + CREATE CREDENTIALS
4 Dashboad Crasts cradantials 10 sccass your anshlad AFTs. Loa
B Ubary
APl Keys
v Cradentinis
[m Greation date & Restrictions. Key Usage with al services (last 30 days) @
OAuth consent scree o e
B Doman rerifcation
o OAuth 2.0 Client IDs
: O Weme Crestiondae & Tie Gt 0

Service Accounts

[m ] Hams Usage with all secvices (1351 30 days) @

11. Select OAuth Client ID.

API APIs & Services Credentials -+ CREATECREDENTIALS i DELETE

AP key

4 Dashboard Creste credentials to ac,

our project using a simple AP| key to check quots and ac

W Lbrary OAuth client ID
API Keys Reg consent so your app can the us
o= Credentials
0O wame Service account ons Key Usage with all services (last 30 days) @
. . Enables server-to-server, app-level authentication using robot accounts
i DAuth consent screer No AP1 keys o displa
Domain verification Help me choose
OAUth 2.0 Clie Asks 5 few questions to help you decide which type of credential to use
S Pageusage agreements
O  Name Creation date 4 Type q
No DAuth clients o display
Service Accounts
0O  Emai Name Usage with all services (last 30 days) @

No service accounts to display

12. Select Web Application from the application type dropdown then click create. The next screen displays the client
ID and client secret you will need to enter into RPI. Copy and paste these into a document.
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Google APIs 2 My Project 85117 = Q,  Search for APls an|

API APIs & Services & Create OAuth client ID

- -
3  Dashboard A client D is used to identify a single app to Google's OAuth servers. If your app runs on

multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
i Library
m J

information.

o=  Credentials Application type *
[ Web application J
i¥ OAuth consent screen

Android
Domain verification

Chrome app
Sp  Pageusage agresments i0s

TVs and Limited Input devices
Desktop app

Universal Windows Platform (UWP)

13. Go to RPI > Configuration > Channel (Find the YouTube channel that you wish to update.

14. Enter the Client ID and Client secret in the appropriate fields and http://localhost/authorizefor the Redirect URI.

= Google APIs $e My Project 85117 w Q,  Search for APls and Services
API APIs & Services & Create OAuth client ID
2, .
<+ Dashboard A client ID is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client 1D. See Setting up OAuth 2.0 for more
w Ay
it Library information
o Credentials i type *
[Web application -

¥ OAuthconsent screen Learn more about DAuth client types

Domain verification Name *
Web client 1
Se  Pageusage agreements The name of your OAuth 2.0 client. This name is only used to identify the client in the

console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

=+ ADD URI

CREATE CANCEL
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OAuth client created

Thi cent 1D and secret can sheays be sccessad fram Credentials in AP &
Services

verfod.
that can take several days.

53620904163 gomskr rpap33r y1gsaTupbafgadch1s. apps.gor 1

Cieen Secret
b _vrBr 1acSvEAJEWLYSWYY
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3.5 Google Ads Customer Match

The configuration described in this section will cover the setup for a Google Ads account and accessing
the Customer Match lists.

Note: A Google Cloud Platform (GCP) account is required to manage authentication for the Google Ads
APlIs.

3.5.1 Provision a Project within GCP

1. Loginto GCP and create a new Project (if necessary). Enter the relevant details click
the CREATE button:

= Google Cloud Platform

New Project

Project name *
[RPI-GoogIeCustomer-MaTch 7] ]

Project ID: opportune-cairn-347217. It cannot be changed later.  EDIT

[ Organization *

=y

Select an organization to attach it to a project. This selection can't be changed later.

Location *
BROWSE ]

Parent organization or folder

2. Once the Project has been created, click on the Project settings and note the Project ID,
as that will be required for the channel configuration in RPI.

%* RPI-Google-Customer-Match «

Settings MOVE W SHUTDOWN

Project name *

[ RPI-Google-Customer-Match SAVE ]
Project ID

[ oppor ]
Project number:

[ g12c ]
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3.5.2 Create APl and OAuth Credentials

1. On the left navigation panel, click on “APIs & Services” and select “Credentials”:

= Google Cloud Platform &+ RPI-Google-Customer-Match v

ﬁ Home

"B View all products

PINMNED

Pin your top products here

i ¥ Pins appear here @ X

MORE PRODUCTS A

\2 Marketplace

B Billing
API  APIs & Services X |> )
Enabled APIs & services
'i' Support > Library
. Credentials
© 1AM & Admin >
0OAuth consent screen
3' Getting started Domain verification
m Compliance Page usage agreements

2. Click on the CREATE CREDENTIALS button and choose “API key”

= Google Cloud Platform & RPI-Google-Customer-Match ~

API APIs & Services Credentials W DELETE

N I APl key
3+ Enabled APIs & services Create credentials to acl] identifies your project using a simple API key to check quota and access
o Library OAuth client ID

A Remembert Requests user consent so your app can access the user's data
Or  Credentials .
Service account

i GAuth consent screen API Keys Enables server-to-server, app-level authentication using robot accounts

= Domain verification O Name Help me choose ndate

. Asks a few questions to help you decide which type of credential to use
- No APl keys to displa
S Page usage agreements

OAuth 2.0 Client IDs

O Name Creation date

No OAuth clients to display

Service Accounts

[0 Email

No service accounts to display
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3. Copy the API key as that will be required for the channel configuration in RPI:

API key created

Use this key in your application by passing it with the key=API_KEY parameter.

Your APl key
[ ATzaSyl |

A This key is unrestricted. To prevent unauthorized use, we recommend restricting
where and for which APIs it can be used. Edit API key to add restrictions. Learn more

CLOSE

4. Click the CREATE CREDENTIALS button and choose “OAuth client ID”:

Google Cloud Platform RPHGoogle-Customer-Match

API APIs & Services Credentials @ DELETE

APl key
Create credentials toaci  |dentifies your project using a simple AP key to check quota and access

Py

f+  Enabled APIs & services

Library OAuth client ID
A Remember t Requests user consent so your app can access the user's data

EE

©»  Credentials
Service account

Enables server-to-server, app-level authentication using robot accounts

3 OAuth consent screen AP KEYS
Domain verification O Name Help me choose
Asks a few questions to help you decide which type of credential to use
O A aPikey a =Ry e

Sa Page usage agreements

OAuth 2.0 Client IDs
O Name

No Oauth clients to display

Creation date

NOTE: If the Project is brand new, GCP will require a configured consent screen before proceeding

with this next step.
5. Select “Web application” as the Application Type:

& Create OAuth client ID

A client ID is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information. Learn more about OAuth client types

Application type *
[I Web application I J

Android

Chrome app

i0s

Tvs and Limited Input devices
Desktop app

Universal Windows Platform (UWP)
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6. Inthe proceeding screen, enter a name for the OAuth client as well as an Authorized redirect
URI, which will be used to get the token. The same URI will be entered in the channel
configuration, within RPI.  Hit the CREATE button once all the information has been configured:

& Create QAuth client ID

A client ID is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information. Learn more about OAuth client types.

Application type *

[ Web application - ]
MName *

{ RPI Customer Match ]

-
Ihe name at your AU LD CIEnt TS names only used 1o 1dentity e chent mme
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your QAuth consent screen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

=< ADD URI

Authorized redirect URIs @

For use with requests from a web server

URIs1*
I https://=any valid URL>|

- ADD URI

Mote: It may take 5 minutes to a few hours for settings to take effect

CREATE CAMCEL
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7. Upon clicking the CREATE button in step 6, the Client ID and Client Secret will be shown on the
proceeding screen. Copy both values as they will be required for the channel configuration in
RPI:

OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &

Services
OAuth access is restricted to users within your organization
unless the OAuth consent screen is published and verified
Your Client ID
[3?93&499514 s | ]
Your Client Secret
[ GOCSPX- | ]

¥ DOWNLOAD JSON

OK

3.5.3 Create Google Ads Account

1. Visit https://ads.google.com/ and click on the “Start now” button on the top left:

A Caogle Ads - Gat More Custome. X | e - o8 x

<« C & adsgoogiecom/home/s/ w 2R ae »@:

Google Ads Overview Howitworks Cost FAQ Advanced campaigns Contact Contact Us Signin

G
Grow your age

business with
Google Ads Ad - whmason.com

W.B. Mason - Office Supplies, Furniture,
Coffee, and more

Shop today for all your office supply, furniture,

office supplies $

and janitorial needs

Start now Learn more
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2. Signin or create a new Google account:

Google
Signin

to continue to Google Ads

’r Email or phone

Forgot email?

Not your computer? Use Guest mode to sign in privately.
Learn more

Create account m

English (United States) ~ Help Privacy Terms

3. Create a New Manager Account (if necessary) by going to Accounts > Performance and then clicking the plus
button to display the option for creating a new manager account.

A Performance - RPIQA - Gaogle /- X =+ [~} - X

<« (] @ ads.google.com/aw/accounts?ocid=7 131807808 euid =524084847&_ u=5840370103&uscid=713160780&_c=2988382 wser=08subid=US-en- ls-ma-awhp_xin1%2lc2-a.. ¥ & @ @ B % e H

4 Google Ads RPIQA

Overview a  Performance Custom Jul9- Aug5,2021 v <
~ Accounts =Clicks ¥ =None ¥ ~ [1 3£
umTTe P iUt
:
Budgets.

Notifications

Campaigns
» Settings e Aug 5,202
X — ra :
Changs history I Viewall ADD FILTER Q = | b4 I ~
el ST cowws  powm BN 06

. Create new manager
account Direct manager Account type Clicks Impr. CTR Avg. CPC Cost  Conversions Conv.rate  Account labels

+  Create new account E'\:‘ 04 (Thie menaaer) Google Ads 0 o - - $0.00 0.00 000%
0 [} - - $0.00 0.00 0.00%
+  Linkexisting account
0 0 - - $0.00 0.00 0.00%

1-10f1
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3.5.4 Enable Customer Match Feature
Important — once the account is created, or if an existing account is being used, reach out to the Google support and

have them enable the Customer Match functionality on the account. This can only be enabled on production
accounts.

3.5.5 Locating Developer Token

The Developer Token field in the Google Ads Customer Match channel configuration can be found on the Google Ads
homepage.

1. After logging in, click “Tools & Settings” from the top menu.

2. Then click “API Center” under the Setup category.

4 Google Ads RPIQA

| SRS L Overview ™ PLANNING |E SHARED LIBRARY i@ BULK ACTIONS % MEASUREMENT [ seTup B BILLING 4
* Accounts Performance Planner Audience manager All bulk actions Conversions Account map Billing setups
Gampalgna Keyword Planner Bid strategles Rules Google Analytics Access and securlty Payments profiles
» Seltings Reach Planner Negative keyword lists Scripts Attribution Linked accounts Invoices
Change history App advertising hub MW Placement exclusion lists uploads Preferences Promotions

API Center Identity verification

Google Merchant Center

3. Copy the Developer Token to the Google Ads Customer Match channel configuration.

API Access
Developer token v
Access level Basic AC v

3.5.6 Access Audience Lists

1. To access your audience lists, click “Tools & Settings” from the top menu.

2. Click “Audience Manager” under the Shared Library category.

'
4 Google Ads RPIQA . A @ A g A .
samcn  mepoms  Tooss
sermes.
Overview A OvenVi i b g |E9 SHARED LIBRARY i@ BULK ACTIONS % MEASUREMENT [ SETUP £ BILLING
» Accounts
Performance Planner All bulk actions Conversions Account map Billing setups
Campaigns Keyword Planner Bid strategies Rules Google Analytics Access and security Payments profiles
» Settings Reach Planner Negative keyword lists Scripts Attribution Linked accounts Invoices
Change history App advertising hub ¥ Placement exclusion lists Uploads Preferences Promations
AP| Center Identity verification

Google Merchant Center
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3. Click an audience list name to see its respective details.

Audience lists e Y ADD FILTER

werces v | X =M

Audience Insights Size: Gmall
[0 Audience name Type Membership status Size:Search  Size:YouTube  Size: Disploy malon | Match rate Creation date
Audience sources 00 00 00 00
<1 <1 <1 <1
[ CustomerMatch st 13177849 St | oen . ] - 17,2021
Alist of customers that originated from emall and physical addresses Lspmes aomeat: [ o Teosmabto Topsmaltc SO E Tonamel i ’
information serve serve serve serve
Customer list <100 <100 <100 hi
Customer Match list# da482(90
(] Customer contact ~ Open Too small to Toa small to Too small to Too smal to = 7,201

Alist of customers that originated from email and physical addresses Sformation

serve serve serve serve

Customer list <100 <100 <100 <100
Custo

Customer Match list# 7961efc8
O er contact | Open Too small to Too small to Too small to Too small to - 17,2021

Alist of customers that originated from email and physical addresses

serve serve serve serve
<100 <100 <100 <100
[ Customer atch st daazosse Cutmerhst ix. | ooen : % ; 5 117,2021
Alist of customers that originated from email and physical addresses g ey | Toosrellio Too smet Teoamatte Too smal 1o 2

; Customer list <100 <100
Customer Match list# d985d756 . _— -
O Allist of customers that originated from emall and physical addresses o “Ui‘w e ops Too small to Too small to % |9, 2001
information serve serve
- < » Customer list <100 <100 <100 <100
O et oottt cate rom emll an physclacresses | CU00Trcortact | Open Toosmalls | Toosmallte  Toosmalls | Toosmalo - sz
> = " 2 = > : information serve serve serve serve
Audience lists >
Customer Match list# 131778d9 X
Customer list H
:
Customer Match list# 131778d9
A list of customers that originated from email and physical addresses
Membership: Open (30 days) Creation date: Jul 17,2021 List ID: 6770471932
List members Customers based on email, phone, and/or mailing address uploads (1 upload) ® ~
Date File name Operation Matchrate = Source Status
Jul 17,2021 9:45:59 PM uploaded_using_api Add -~ Google Ads APl Success
Show rows: 10 « 1-10f1 £ >
Eligibility + Search v YouTube v Display v Gmail + 4 more v
Size: Search = Size: YouTube Size: Gmail :

0 0 0

4. Additional information is displayed as more records are processed within the audience list (e.g., Match rate.)

Match rate 0% of people in your customer list were identified for targeting purposes.  Match rate is the percentage of ~
2 le i t list that
% is low people in yourcu_s om_er ist tha
Google Ads can identify for
) targeting purposes.
0% 29% 62% 100%

Most advertisers’ match rates are between 29% and 62%. To
improve your match rate, make sure you're formatting and
encrypting your list properly. Learn more

Per Google, it may take up to 24 hours for the customer match to complete.

90



3.6 Yahoo! Japan — Data Onboarding

3.6.1

Create Yahoo! Japan Account

This section shows how to acquire and manage a Yahoo! Japan Business account. You may skip steps
#1-2 if a Yahoo! Japan Business account has already been provisioned.

1.

3.6.2

To provision a new Yahoo! Japan Business account, please navigate to https://support.yahoo-
net.jp/PccBizmanager/s/.

In the Help/Contact page. Find “Registration or change of payment method”. Click “Show all” and
follow the steps provided.

Registration or change of payment method
Change payment method (credit card information)

Show all (7)

Create oAuth Application

Login to your Yahoo! Japan Business account by navigating https://login.bizmanager.yahoo.co.jp/
in your web browser.

In the login page, provide the Business ID and password.

YAHQO! Yahoo! JAPAN — Yahoo! Business Center - Halp

JAPAN

Log in with vour Yahoo! JAPAM Business ID

ahoo! JAPAM Business ID

Passweord

O Keep me logged in

(Uncheck if on a shared cormputer)

Forgot your Yahoo! JAPAM Business D7 | Forgot your password?

Privacy [Japanese) - Terms of Use of Yahoo! JAPAN Business D - Help/Contact
‘Yahoo Japan
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Upon successful login, click “Yahoo! Ads APl Management Console” to create a new oAuth
application, which is required to interact with their APIs.

Y AH%]%’ EJxAtyy— ahoo! JAPAN —help

Hi, (I Account Information

¥ahoo! JAPAN Business D [N

Aarailable Teols

Yahoo! Ads  Campaizn Manazement Toaol

Yahoo! Ads  ¥shoo! Ads APIMsnagement Consols

Only enzlish supported services or tools are displayed. If you cannot find those services or tools you are currently using, please chanze the languaze setting to

Japanese at the “Account Information” paze.

Organization Administrator Menu

- Organization Manager - Serwice Usaee Information  » Begjstered Account Information  : Usage Details

Privacy —Terms of Use of Yahoo! JAPAN Business D —Help / Contact
Yahoo Japan

Within the “Added applications” tab, click the “Add a new” button and follow the steps provided.

earoOrAds

TAPAN

ss ID: acidicdBl3gesr |

horized apolicati Added applicati Test accounts

Added applications

/A The maximum number of 2pplications have been added.

Application name Client ID description Redirect URI Client secret Last updated +
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3.6.3

Retrieve oAuth Application Credentials

Once the oAuth application has been created, the following application details will need to be
noted for Step 8:

Client ID
Client secret
Redirect URI

YAHQO! Ads
Rend

Authorized applications  Added applications  Test accounts

Added applications

The maximum number of applications have been added
Application name Client ID description Redirect URI

Client secret Last updated

RPI QA

App for RPI QA https://local.rphe---  Vies

Using the values captured in Step 7, create new Yahoo! Japan channel data connector within
Redpoint Interaction and paste the values of Client ID, Client secret and Redirect URI in the
channel configuration.

Client D Client ID used to connect to Yahoo! service

Client secret:

Redirect URL:

Client secret used to connect to Yahoo! service

Redirect URL used to connect to Yahoo! service
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3.6.4 Retrieve Yahoo! Japan Account Id

9. To retrieve the value of “Account ID”, click “Campaign Management Tool”. If you have not yet
created an Account, please proceed to step #11.

EAH%?]%’ EvxAtyy— ahoo! JAPAN —help

Hi. (I Aocount Information

Yahoo! JAPAM Business ID _

Aarailable Teols

Yahoo! Ads  Campaizn Manazement Toaol

Yahoo! Ads  ahoo! Ads AP Management Console

Only enzlish supported services or tools are displayed. If you cannot find those services or tools you are currently using, please chanze the languaze setting to

Japanese at the “Account Information” paze.

Organization Administrator Menu

» Organization Manaser - Serwice Usaee Informstion : Begjstered Account Information  : Usage Details

Privacy —Terms of Use of Yahoo! JAPAN Business D —Help / Contact
Yahoo Japan

10. In the “Select account” page, you will find the “Account ID” within the Display Ads account.

YAHOO! ads

JAPAN

Select account

o

W Filter Account: All

@ Redpoint Global Search Ads 12N

Iil Redpaint Global Display Ads 100

Capture this value for use when creating new Yahoo! Japan channel data connector in RPI.
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3.6.5 Create New Yahoo! Japan Ads Account

11. To create a new Yahoo! Ads account, click “Tools” menu on the upper right corner of the main

page and click “Accounts”.

Billing & payments

Documents for company overall

Fund transfer between accounts

Yahoo! JAPAMN —
e &2 Tools (Z)Help Help

Account and access

22/04,01 10:00
Accounts

Access (account)

Access (by Yahoo! JAPAN business
D)

mwnload ~~
Related tools

Yahoo! JAPAN business manager

Yahoo! JAPAN Tag Manager
lays Awverage

Configurable apps cost (day) *

Download Campaign Editor

Day 0

12. Click Display Ads tab and click Create account button. Follow the steps provided within the portal

for creating a new account.

YAaHOO! ads
JAPAN
Accounts

Search Ads Display Ads

+ Create account

7 Filter Delivery settings: All
Delivery

] Account name
settings

MCC

+ Add

Account settings Account Status Meonthly budget

95




4 CRM Configuration

4.1 Microsoft Dynamics 365 Configuration

4.1.1 Provisioning a Microsoft Dynamics 345 Trial Account

The configuration specified in this section will cover the provisioning of a trial account for Microsoft
Dynamics 365. If a trial or full account has already been provisioned, then skip to section 4.1.2

Note: if an existing Microsoft Online account is being used to sign up for a trial Microsoft Dynamics 365
account, then skip steps 1 to 11.

1. To create new trial version of Microsoft Online account, navigate to
https://signup.microsoft.com/get-started/signup?Offerld=bd569279-37{5-4f5¢-99d0-
425873bb9a4b&dI=DYN365 ENTERPRISE PLAN1&Culture=en-
us&Country=us&flight=AdminOnCustomization&ali=1&products=bd569279-37{5-4f5¢-99d0-
425873bb9a4b

2. Provide an email address and click Next:

You've selected Dynamics 365 Customer Engagement Plan Trial

@ Let's get you started

Enter your work or school email address, we'll check if you need to create a new
account for Dynamics 365 Customer Engagement Plan Trial

Email

[i
T

quired

2 ) Tell us about yourself

3) How you'll sign in

4 ) Confirmation details

3. Click Setup account to create new account.

You've selected Dynamics 365 Customer Engagement Plan Trial
@ Let's get you started

Looks like you need to create a new account. Let's get you started!
Continue as testjbtwo@yahoo.com. Mot you?

2 ) Tell us about yourself
3) How you'l signin

4 ) Confirmation details
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Provide all required details for the new account and click Next.

You've selected Dynamics 365 Customer Engagement Plan Trial
1) Let's get you started

@ Tell us about yourself

First name Middle name (Optional) Last name
Business phone number

Company name Company size

| Select ane from below v ‘

Country or Region

| United States

3) How youll signin

4 ) Confirmation details

Provide a valid mobile number where to send the verification code.

You've selected Dynamics 365 Customer Engagement Plan Trial
1) Let's get you started

@ Tell us about yourself

A text or phone call helps us make sure this is you
Enter a number that isn't VaIP or toll free.

(®) Text me
O call me

Country code Phone number

We don't save this phone number or use it for any other purpose.

3 ) How you'll sign in

4 ) Confirmation details

Upon receiving the verification code, enter the respective code and click Verify:

You've selected Dynamics 365 Customer Engagement Plan Trial
1) Llet's get you started

@ Tell us about yourself

A text or phone call helps us make sure this is you.
Enter a number that isn't VoIP or tol free.

We don't save this phone number or use it for any other purpose.

Enter your verification code

Didn't get it or need a new code? Try again.
Change my phone number
3) How youll signin

4 ) Confirmation details
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Once successfully verification, provide all required details for the new credentials, and click Next.

You've selected Dynamics 365 Customer Engagement Plan Trial
1) Let's get you started

2 ) Tell us about yourself

@ How you'll sign in

This username is what you'll use to sign in each time you use your apps. The
domain name is a suggestion. You can change your domain now, or later at any
time with your own custom domain.

Username Domain name

‘ rpidev ‘ @ |rpidevf .onmicrosoft.com | Save
Password

| <]

Confirm password

| °]

By selecting Next, you agree to our trial agreement
| understand that Microsoft may contact me about my trial.

[[J 1 would like information, tips, and offers about Solutions for Businesses and Qrganizations, and
other Microsoft products and services. Privacy Statement,

[ 1 would like Microsoft to share my information with select partners so | can receive relevant
information about their products and services. To learn more, view the Privacy Statement,

4 ) Confirmation details

Upon seeing the confirmation details, the trial account is ready to be used:

You've selected Dynamics 365 Customer Engagement Plan Trial
1) Let's get you started
2 ) Tell us about yourself
3 ) Howyou'll signin

@ Confirmation details
o

Thanks for signing up for Dy ics 365 Ci
Plan Trial

Your username is rpidev@rpidev20

We've sent a confirmation email to 1

Get Started Manage your subscription

98



9. Open the Confirmation email and click the “Start your trial” button:

B Microsoft

Your Dynamics 365 Customer Engagement Plan
trial is ready to use

Thanks for trying Dynamics 365 Customer Engagement Plan. Go to the Microsoft
365 admin center to set up your new service, assign licenses to users, and manage
your trial.

Start your trial >

During your trial, your first 31 days of Dynamics 365 Customer Engagement Plan
are free for up to 25 licenses.

To continue using Dynamics 365 Customer Engagement Plan after your trial ends or
add more licenses, buy a subscription before January 7, 2022.

More information

+ How to assign licenses.

* How to add users.

10. Provide your Microsoft Online account and click the “Next” button:

B Microsoft
Sign in

rpidevi

Mo account? Create one!

Can't access your account?

@.} Sign-in options

11. Enter your Microsoft Online password and click the “Next” button again.

12. Upon successful login with the Microsoft Online account, use the same email address to provision
new Microsoft Dynamics 365 trial account by navigating to:
https://trials.dynamics.com/Dynamics365/Signup/
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13. In the Marketing section, click Try for free.

Marketing

Discover how you can unify and enrich all your customer data to deliver unmatched customer experiences with a free CRM trial.

Dynamics 365 Marketing

Orchestrate personalized customer journeys
across every touchpoint to win more customers
and earn loyalty faster.

Try for free >

14. Enter your Microsoft Online email address and click the “Start your free trial” button.

a

Try Dynamics 365
Marketing free for 30
days

1 Dynamics 365 Marketing

Let's get started
Enter your email to start your free trial.

Please enter a work account for the best trial

i experience.
Orchestrate your customer journeys to
To continue with "testjbtwo@yzhoo.com’, setup a

strengthen relationships and earn customer new account,
loyalty faster. In this trial, you'll learn how to:

By signing up, you agree to the terms of service and
Microsoft Privacy Statement.

* Engage your target audience in real time.
* Win customers and earn their loyalty faster.
Start your free trial >
+ Create personalized customer experiences using Al.
* Build customer trust.

Use sample data or your own. No credit card
required or software to install.
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4.1.2 Configuring Microsoft Dynamics 365

15. Upon signing up for the trial account, or logging into an existing account, retrieve the Microsoft
Dynamics server URL by clicking on Settings, located on the bottom left corner:

@ Home

(® Recent v

Welcome, Harold

Pinned v
= Tumn prospects into business relationships

My Work

v

Get started

Dashboards

[

Tasks

Appointments

¢ B

Phone Calls

Create engaging emails

Customers

Use templates to get started quickly and then

&
Accounts customize each message with just a few easy clicks.

9 Contacts
) Segments
B subscription lists

Learn more
Marketing execution

= Build rich pages and forms
<1 Customer journeys

= Marketing emails
Sodial posts

B Set up an event with a registration page

<3 Gampaigns

n Marketing o

@ This is a shared trial environment and your coworkers will be able to see your activities and data.

Pinpoint your audience

Use the powerful segmentation engine to
assemble the perfect target audience.

Create segment

See all documents

A landing page is a customer touchpoint for one of your marketing initiatives.

Live events and webinars are often a vital sales and marketing channel.

B Create interactive customer journeys with triggers and signup
Add interactive features and decision points by including landing pages and triggers in the design.

Change area
Marketing
Events

" Settings

Training

E Settings

<

@ Try the new features, which enable you to deliver contextually relevant experiences in real time via your customers' preferred digital or physical channels. Leam more

Build an automated campaign

Create interactive customer journeys to engage
your target audience and nurture your prospects.

Create journey

Quota information

We're back

You can now view your quota and up-to date
usages in our revamped quota-tracking page.

16. From the Settings page, click the “admin center” link, located at the top of the page:

Settings overview

You can manage platform settings in the admin center = Learn more

O Search
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17. From the Admin Center default page, copy the value for “Environment URL” and paste it to the
“Server URL” textbox in the Microsoft Dynamics CRM channel configuration, within RPI.

The Server URL must be a valid fully qualified URL format e.g., https://< Environment URL:

‘adminpowerplatform.mi

=  Open environment £} settings [ Resources  "T' Convert to production ] Delete D History
& environments - N

Environments > Marketing Trial
L2 Analytics
1% Resources Details seeall Edit Access
@ Help + support
o L R iconment URL state

‘orgsas3sb7s.cims dynamics.com Ready Asia

£ Data integration

525 Apps

Version Updates

Resources

u Dynamics 365 apps.
Recent aperation Fullhistory B o
B e
et " 12/8/2021, 12640 PM
Flows
itiote by
bio

4.1.3 Enabling OAuth 2.0 for Existing Microsoft Dynamics CRM channels

OAuth 2.0 authentication is enabled by default when provisioning new Microsoft Dynamics CRM. To
resolve the error “You are using Ws-Trust authentication which has been deprecated and no longer
supported in your environment. Please use OAuth2.0 authentication” on an existing Microsoft Dynamics
CRM channel connector, please follow steps below:

18. Log in to https://portal.azure.com/ using your Microsoft Online credentials.

19. Click Azure Active Directory

n
= All resources

“| Resource groups
& App Services
“7> Function App

Bl sQl databases

T Azure Cosmos DB

KX virtual machines

{;’ Load balancers

= Storage accounts

> Virtual netwarks

> Azure Active Directory

e .
\_'3‘ Monitor
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20. On Properties tab, click Manage Security defaults

Home > Acme

!I' Acme | Properties
958 Azure Active Directory

€ Blsave X piscard

di External Identities
4. Roles and administrators Tenant properties
A Administrative units Name *
# Enterprise applications [aemd v
L8 Devices Country or region
Philippines
App registrations
Location

i

&

! Identity Governance Asia, United States, Europe datacenters

Application proxy Notification language

Custom security attributes [ englisn ]
Preview)
. Tenant ID
Licenses
“ [ 0167072c-4a0c-44ea-0323-3e5d2dab62ed ]
5 Azure AD Connect
Technical contact
k=l custom domain names | testjbtwo@yahoo.com \/|
@ Mobility (VDM and MAM)

Global privacy contact
password reset | v |

il company branding Privacy statement URL

2 User seftings [ |
il Properties

Access management for Azure resources
@ security 9

jb jb trpidev@rpidev2022.anmicrosoft.com) can manage access to all Azure subscriptions and management
Monitoring groups in this tenant, Learn more

( ves
D sign-in logs -

Manage Security defaults
Audit logs 9 iy,

21. In Manage Security default page, toggle “Enable Security defaults” to No. Click Save.

Enable Security defaults X

Security defaults is a set of basic identity security mechanisms
recammended by Microsoft. When enabled, these
recommendations will be automatically enforced in your
organization. Administrators and users will be better protected
from common identity related attacks.

Learn more

Enable Security defaults

Wwe'd love to understand why you're disabling Security defaults so
we can make improvements.

I:\ My organization is using Conditional Access
My organization is unable to use critical business applications

I:\ My organization is getting too many MFA challenges

[] other

Save
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4.2 Salesforce.com Configuration

This section describes how to create and configure Salesforce.com. Please follow the steps below:

1.

2.

In a web browser, navigate to https://developer.salesforce.com/ and click Sign Up.

PRODUCTS DOCS LEARN COMMUNITY BLOG COVID-19

o

G sample Galiery

Sample Gallery

Learm Web Components
Get hands-on with code in Spring 20 @
sample applications B e
Check It Out > .

G Developer Podcast

Community Resources & Tools

Upcoming Tvents
5

Complete the required details and click the Sign me up button.

@ I

Get your very own Developer Edition

platform

3. Check your email for a ‘verify account’ email, and click the link therein.

4. Complete the required fields to Change Your Password and click Change Password.
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Change Your Password

Enter a new password for [ ENRNNiERNRG_G_GGE

I Your password must have at least:

@ 8characters
@ 1letter
@ 1number

* New Password

Security Question

v Inwhat city were you born?

* Answer

— |

Change Password

After setup is complete, you will be redirected to a new Salesforce trial.

To locate the Security token please follow the following steps:
e Go to View profile

e Click Settings

e Collapse My Personal Information

e Click Reset My Security Token

e Check your Email and copy Security token

» seaensep

P Setup | Aome | ovectarager v

ﬂ Reset My Security Token

Reset Security Token

Q Quickfind

My Persanal Infermation

R r—— 181 e
sty

DISPLAY DENSITY

1y
(R o oraro o o s st s s i
L  Comty

Connertions

Grant Account Login Access st sy Toksa compact
Language 8 Time Zone OFTIONS
Login History Switchto Salestorce Classic @

Persanal Information A usemame
Reset My Security Token
Securty Centra

> Display & Layout

> Emal

> Chatter

> Calensr & Reminders

> Desktop Add-Ons

> Impot
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5 Email Service Provider Configuration

5.1 Data Management Email Results Mechanism

The Data Management (RPDM) Email Results Mechanism can be used to retrieve email results for the
following Email Service Providers (ESPs):

CheetahMail

Salesforce Marketing Cloud
SendGrid

Acoustic

SmartSource

A tailored RPDM project for each ESP can be found in the following deployment files location:
DeploymentFiles\DataManagement Macros\Channel Synch Loads

The project needs to be loaded into an instance of RPDM for the Mechanism to function.
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5.2 Amazon Pinpoint Email Configuration

This section describes how to create and configure Amazon Pinpoint Email project in Amazon Web Services (AWS).
Assuming you have already an Amazon Web Services account, please follow the steps below.

5.2.1 Creating new Amazon Pinpoint Email project

1. Log into your Amazon Web Services management console by navigating to
https://console.aws.amazon.com/iam/

2. Select IAM User option and provide your Account ID or account alias. Click Next.

@ Amazon Web Services Sign-ln - X +

« C @ signin.aws.amazoen.com/signin?redirect_uri=https%3A%2F3%2Fconsole.aws.amazon.com%2Fconsole%2Fhome%3H

aws

Signin
O Root user

Account owner that performs tasks requiring
unrestricted access. Learn more

@ 1aM user
User vithin an account that performs daily tasks
Learn more

Account ID (12 digits) or account alias

Next

By continuing, you agree to the AWS Customer
Agreement or other agreement for AWS services, and the
Privacy Notice. This site uses essential cookies. See our
Cookie Notice for more information.

New to AWS?

Create a new AWS account
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3. Provide your IAM username and password. Click Sign in.

adws

Sign in as IAM user

Account ID (12 digits) or account alias
iiinn

IAM user name

Password

] Remember this account

Sign in using root user email

Forgot password?

4. Once you have logged in successfully, you will be redirected to AWS management console. In the services
search box, look for Amazon Pinpoint. Click Amazon Pinpoint.

Services | Q pinp

@ Resource Groups & Tag |

Services

Features (1)

Blogs (104) @

Documentation (1)

Events (1)

Features

h feature

5. If you are using an existing Amazon Pinpoint project, proceed to section 5.2.2.
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6. You will now be redirected to Amazon Pinpoint management console. To create a new project, enter the
project name and click Create a project.

Get started

To get started with Amazon Pinpoint, create a project.

Project name

7. In the Configure features page, configure Email. Click Configure button.

Configure features

Choose a feature to add to your project. You can add more features later.

Project features
Messaging channels and respanse metrics

Email sMS Push notifications

your customers. Info Send SMS text messages from shared or reserved phone numbers. iato Send push ot « to users of your mabile apps. info

Configure Configure

Application analyties

Mobile app analytics Web app analytics

Track usage metrics for mebile zpplications. Info Track usage metrics for web-besed applications. Info

8. Select Enable the email channel for this project option. You may leave other settings as it is.
Click Save changes.

Identity details

Before you can use Amazon Pinpoint to send email, you have to verify an email identity. An identity can be either an
email address or a domain. When you verify a domain, you can send email from any email address on that domain.

Enable the email channel for this project

Identity type

© Email address Domain
Verify a single emil address. When you verify 2 new Verify an entire domain. When you verify a new domain,
address, we send you an email. You have to click the link we provide 2 set of DNS records. You have to add these
in this emzil to show that you awn the address. recards o the DNS canfiguration of the domain.

© Use an existing email address
Verify a new email address
Default sender address

Enabled for sending w

Friendly sender name - optional
A user-friendly name that is displayed to customers who receive your email. Info

Feedback forwarding

When you enable this option, Amazen Pinpoint sends bounce and complaint netifications to the identity you chose
above. You have to use a method of tracking bounces and complaints. If you disable feedback forwarding, you have
to create an Event Stream for bounce and complaint events.

& on

@ When you enable the email channel for a project, Amazon Pinpaint automatically

attaches an autherization policy named identity_policy_pinpoint to the email
identity you chose for this project.

Return to emaitsetings [N
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5.2.2 Enabling Amazon Pinpoint Email on existing project

1. To enable Amazon Pinpoint Email on existing Pinpoint project, select your Pinpoint project from the All
projects list, as shown in the image below.

Pinpoint All projects
All projects (4)
Q
Project name v Project ID
rpidev-test-pinpoint 4838bfa332d245cca2c01f6977c68dET
MyAmplifyAppRPINotif-dev f31699bcEbecdc13accb9edbee1d772f
test aws pinpoint f970131914064d44a98d675a1ed8d0a

2. Expand Settings menu from the left pane and click Email.

Pinpoint X

All projects

tets
P Analytics
Segments
Campaigns
Journeys
Test messaging
Motifications
¥ Settings
General settings
Email
SMS
Push notifications
Mobile app analytics
Web app analytics

Event stream
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3. Inthe Identities tab, click Edit.

Email

Email settings

0 messages sent
0% 10% 20%

Sending quota used

You've sent 0 emails (0% of your guota) o
24 hours.

Identities Open and click tracking

Identity details

Channel status

Mot enabled

4. In the Edit email page, select Enable the email channel for this project option. You may leave other settings
as itis. Click Save changes.

Edit email

Pinpoint All projects rpidev-test-pinpoint Settings Email
Edit email
Identity details

Before you can use Amazon Pinpoint to send email, you have te verify an email identity. An identity can be either an
email address or a domain. When you verify a domain, you can send email from any email address on that domain.

Enable the email channel for this project

Identity type

O Email address Domain
Verify a single email address. Whe you verify 2 new \eriy an entire dormain, Uhen you verify 3 new dormain,
adcress, we send you an email. You have to cick the lrk we provide a set of DNS records. You have o acd these
in this emil to shw thet you own the address. records ta the DNS configuration of the domsin.

© Use an existing email address
Verify a new email address
Default sender address

Enabled for sending v

Friendly sender name - optional

A user-friendly name d to customers who receive your email. Info

Feedback forwarding

When you enable this option, Amazon Pinpoint sends bounce and complaint notifications to the identity you chose
above. You have to use a methad of tracking bounces and complaints. If you disable feedback forwarding, you have
to ereate an Event Stream for bounce and complaint events.

© o

(® When you enable the email channel for 3 project, Amazen Pinpoint automatically View policy

attaches an authorization policy named identity_policy_pinpeint to the email

identity you chose for this project

[RP—— .. |
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5.2.3

5.2.4

Create Pinpoint import Segment ARN role

Please navigate and follow the steps provided the links below.

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles create for-service.html

https://docs.aws.amazon.com/pinpoint/latest/developerquide/permissions-import-
segment.html#permissions-import-segment-trustpolicy

The Pinpoint Segment ARN role name will be used in Redpoint Interaction (RPI) Amazon Pinpoint Email
connector. The role must have required permission to access the Amazon S3 bucket folder.

Segment role ARN | Amazon Resource Name (ARN) used to authorize Pinpoint to access Amazon 53 bucket folder

Configure Amazon Kinesis for Event Data Processing

This section describes how to create and configure Amazon Kinesis in Amazon Web Services (AWS).
Kinesis will be used to capture an event data for Pinpoint Email (and Pinpoint SMS if applicable). Assuming
you have already an Amazon Web Services account, please follow the steps below.

5.2.4.1 Provisioning a new Amazon Kinesis Data Streams

1. In Amazon Kinesis left pane menu, click Data streams.

Amazon Kinesis X Amazon Kinesis » Data streams

@ New an-demand mode for Kinesis data streams.
On-demand mode eliminates the requirement to manually provision and scale your data streams. With on-demand made, your data streams automatically scale their write capacity of up to 200 MiB/secand. Learn more [

Dashboard

Data streams (1) 1w PR e o s |

Q. Find data streams i @

y Consumers with v
Hame A4 Status ¥ Capacity mode ¥ Provisioned shards ¥ Dataretentionperiod ¥  Encryption

enhanced fan-out
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2. Click Create data stream to create new data stream.

3. Enter the name of the data stream and select Provisioned option.

Amazon Kinesis Data streams Create data stream

Create data stream

Data stream configuration

Data stream name

Enter name

Acceptable characters are uppercase and lowercase letters, numbers, underscores, hyphens and periods

Data stream capacity info

Capacity mode

On-demand O Provisioned

Use this mode when your data stream’s throughput Use provisioned mode when you can reliably estimate
requirements are unpredictable and variable. With on- throughput requirements of your data stream. With
demand mode, your data stream's capacity scales provisioned mode, your data stream's capacity is fixed.

automatically.

Provisioned shards
The total capacity of a stream is the sum of the capacities of its shards. Enter number of provisioned shards to see total data stream
capacity.

1

Minimum: 1, Maximum available: 199, Account quota limit: 200. Request shard quota increase E

Total data stream capacity
Shard capacity is determined by the number of provisioned shards. Each shard ingests up to 1 MiB/second and 1,000 records/second and
mits up to 2 MiB/second. If writes and reads exceed capacity, the application will receive throttles.

Write capacity Read capacity
Maximum Maximum
1 MiB/second and 1,000 records/second 2 MiB/second
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4.

Click Create data stream

The total capacity of a stream is the sum of the capacities of its shards. Enter number of provisioned shards to see total data stream
capacity.

1

‘ Shard estimator

Minimum: 1, Maximum available: 199, Account quota limit: 200. Request shard quota increase [A

Total data stream capacity
Shard capacity is determined by the number of provisioned shards. Each shard ingests up to 1 MiB/second and 1,000 records/second and
emits up to 2 MiB/second. If writes and reads exceed capacity, the application will receive throttles

Write capacity Read capacity
Maximum Maximum
1 MiB/second and 1,000 records/second 2 MiB/second

® Provisioned mode has a fixed-throughput pricing model. See Kinesis pricing for Provisioned mode [4

Data stream settings

You can edit the settings after the data stream has been created and is in the active status.

Setting Value Editable after creation
Capacity mode Provisionad ® Yes
Provisioned shards 1 ® Yes
Data retention period 1 day ® ves
Server-side encryption Disabled @ Yes
Monitoring enhanced metrics Disabled ® Yes
Tags - ® Yes

Cancel eate data stream
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5.

6.

7.

8.

In Amazon Kinesis left pane menu, click Delivery streams.

(@ Intraducing the new Kinesis Data Firehose consols experience

Amazon Kinesis x
We've designed the Kinesis Data Firehose console to make it easier to use. The changes include a new Layout for faster access to information. Let us know what you think.
Dashboard Amazon Kinesis > Delivery stream:
Data streams. Delivery streams (1)
Delivery streams
N Q
Analytics applications
Name 4  Stas ¥ Cesfio. v Souce ¥  Datatr. ¥  Destina.. ¥ Destination so
 Resources
What's new [ pinpoint-kinesis-firehose @ Active May 04, 2. Direct PUT Nt enabled Amazon 55 pinpoint-datastream-firehnse [2

Click Create delivery stream to create new delivery stream.

Services Q

Amazon Kinesis Delivery streams Create delivery stream

Create a delivery stream i«

» Amazon Kinesis Data Firehose: How it works

Choose source and destination

it has been created

Source  Info

Amazon Kinesis Data Streams v

Destination  Info

Amazon 53 v

Specify the source and the destination for your delivery stream. You cannot change the source and destination of your delivery stream once

Source settings

Kinesis data stream

arn:aws:kinesis:ap-southeast-1:656810741044:stream/pinpoint-kinesis-datast ‘ Browse ‘

Format: arn:aws kinesis:[Region]:[Accountld]:stream/[StreamName]

Choose Amazon kinesis Data Streams as your source and choose Amazon S3 as your destination.

In the Source settings, browse and choose the data stream you have previously created.

Choose Kingsis data stream

Kinesis data streams (1/1)
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9.

Enter the name of the delivery stream and leave other default options.

Delivery stream name

Delivery stream name

pinpoint-kinesis-firehose

Acceptable characters are uppercase and lowercase letters, numbers, underscares, hyphens, and periods

Transform and convert records - optional

Configure Kinesis Data Firehose to transform and convert your record data.

Transform source records with AWS Lambda  Info

Kinesis Data Firehose can invoke an AWS Lambda function to transform, filter, un-compress, convert and process your source data records.
The specified AWS Lambda function can also be used to provide dynamic partitioning keys for the incoming source data before its delivery
to the specified destination.

Data transformation

O Disabled
Enabled

Convert record format  Info

Data in Apache Parquet or Apache ORC format is typically mare efficient to query than JSON. Kinesis Data Firehose can convert your JSON
formatted source records using a schema from a table defined in AWS Glue [}. For records that aren't in JSON format, create a Lambda
function that converts them to JSON in the Transform source records with AWS Lambda section above.

Record format conversion
© Disabled
Enabled

10. In the destination settings, choose an Amazon S3 bucket folder. You will need to create an S3 bucket if it does not

exist. The event data will be written to the chosen bucket folder.

Choose a bucket in Amazon 53 x
Buckets (48) . c
Q pin X 1match 1
Hame (4 ¢ Region
pinpoint-datastream-frchase Asia Pacific (Singapore)
cancel

The bucket folder configured here will be used as Amazon S3 event bucket folder in Amazon Pinpoint Email
channel plugin configured in Redpoint Interaction.

Amazon 53 event bucket folder. [ ) AWS S3 Provider - pinpoint-datastream-firehose Amazon 53 bucket folder path configured as SMS event destination
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11. You may leave other default options. Click Create delivery stream.

Destination settings infe

Specify the destination settings for your delivery stream.

S3 bucket

s3://pinpoint-datastream-firehose ‘ Browse ‘ | Create [

Format: £3://bucket

Dynamic partitioning  Info

Dynamic partitioning enables you to create targeted data sets by partitioning streaming 53 data based on partitioning keys. You can
partition your source data with inline parsing and/or the specified AWS Lambda function. You can enable dynamic partitioning anly when
you create a new delivery stream. You cannot enable dynamic partitioning for an existing delivery stream. Enabling dynamic partitioning
incurs additional costs per GiB of partitioned data. For more information, see Kinesis Data Firehose pricing. [

© Disabled

Enabled

S3 bucket prefix - optional
By default, Kinesis Data Firehose appends the prefix "YYYY/MM/dd /HH" (in UTC) to the data it delivers to Amazaen S3. You can override this
default by specifying a custom prefix that includes expressions that are evaluated at runtime

@

A
You can repeat the same keys in your 53 bucket prefix. Maximum S3 bucket prefix characters: 1024

S3 bucket error output prefix - eptional

You can specify an S3 bucket error output prefix to be used in error conditions. This prefix can include expressions for Kinesis Data Firehose
to evaluate at runtime.

p Buffer hints, compression and encryption
The fields below are pre-populated with the recommended default values for 53. Pricing may vary depending on storage and request
costs.

v

Advanced settings

Server-side encryption disabled; error logging enabled; |1AM role KinesisFirehoseServiceRole-pinpoint-ap-southeast-1-1658400414244;
no tags.
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12. In the Settings menu of your Pinpoint Email project, click Event stream.

Pinpoint All projects rpidev-test-pinpoint Settings Event stream Edit event stream

Event stream settings
Services
Stream campaign response and app event data for long-term storage and additional analysis.

Stream to Amazon Kinesis
Stream events for email, SMS, push notifications and app analytics to Amazon Kinesis
Choose a stream type

Amazon Kinesis offers s that you can use to load and analyze streaming data. Cheose the type of stream you want to create. Info

Send events to an Amazon Kinesis Data Stream
Bulld applications that process your data streams In real-time
© Send events to an Amazon Kinesis Data Firehose stream
Transfer and load streaming data into Amazon 53, Amazon Redshift, or several other services.

pinpoint-kinesis-firehose v

You can create new streams on the Amazon Kinesis console [

1AM role

Choose an 1AM role that allows Amazon Pinpoint to send events to Amazen Kinesis. Info

© Use an existing role
Automatically create a role

PinpointSegmentimport v

Cancel m

13. In the Event stream settings, select Stream to Amazon Kinesis option.

14. Choose Send events to an Amazon Kinesis Data Firehose stream option and select your previously created data
stream

15. Finally, you can use existing or create new IAM role for the event stream.
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5.3 CheetahMail Account Configuration

This section shows how to setup your CheetahMail account to configure an RPI CheetahMail email channel.

1.

5.

To acquire a CheetahMail account you will need to contact CheetahMail support directly to obtain the
necessary credentials to setup an RPI CheetahMail email channel.

You will also need to request whitelisting of your IP address (i.e., the server where RPI is located). This is
needed for SFTP access, which will facilitate downloads of email delivery results.

If your account allows you to add custom fields, log into https://app.cheetahmail.com/cm/login.

Click the Admin button in the upper navigation bar of the CheetahMail application.

Fridan 31, 2014 17:54:06 | User: jerar|_redpoint | Account: CheetahMail Singapore

Affiliate: RedPoint

Community | Help | Admin | Logout

In the Admin screen, click Account Admin.

Admin

Admin

Admin

O Account Admin
Edit Client Defaults, Afiiliate Users and Affiliates

© Folder Admin

Create new folders for mailings, segments and campaigns
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6. Inthe Account Admin page, select Manage Fields. Add fields as stated in step 7.

7. If you cannot see Manage Fields on the Account Admin page, request CheetahMail support to add these
fields for you. CheetahMail only supports STRING, NUMBER, DECIMAL and DATE data types for custom

fields.

To create a generic custom field, you need to suffix the name of the data type to a series of numbers starting
from 1.

e.g., 'STRING1T’, ‘STRINGZ2’, ‘STRING3’ and so on, or ‘'NUMBER1’, ‘NUMBER2’, ‘NUMBERS3’ up to
‘NUMBER-N’.

Note: you can only request up to a total of 500 fields.

8. When results are read back from CheetahMail they are read via SFTP as part of the channel
synchronization task that runs periodically. Daily exports need to be configured in CheetahMail as below to
make sure the expected file is available:

Email Events Reported: Bounces, Bulk Mail Sends, Bulk Mail Unsubscriptions, Clicks and
Opens, Event Based Mail Sends, Issue ID File, Transactions

Loader Events Reported: Loader Events

Subscription Events Reported: Change of Address, Demographic Changes, Subscriptions,
Unsubscriptions

Delimiter: Comma Delimited
Compression: zip
Output Directories: /cmsg/fromcheetah/

The table below describes the CheetahMail RESTful service-based API calls that are utilized by the RPI CheetahMail
channel plugin.

API Service Usage Call Data sent Expected
name order data
Get a login cookie; this is used API
https://ebm.cheetahmail.com/api/loginl loginl to authenticate other API calls. 1 username Login cookie
and API
password

This is to ensure that we are
https://ebm.cheetahmail.com/api/ok1 okl properly passing the 2 Cookie "OK"
authentication cookie obtained
from login1 service, and to
check if the cookie does not
expire yet.

Creates new subscriber list.
https://ebm.cheetahmail.com/cgi-bin/api/setlist1 setlistl 3 Subscriber Subscriber list
list name ID

Check if the newly created
https://ebm.cheetahmail.com/cgi-bin/api/getlistl getlistl subscribers list is now 5 Subscriber "OK"
available for use. This is list ID
important for the whole email
sending process because
creating the subscribers list
from API takes 10 to 15
minutes before it will become
available. Without this service
to check subscriber list
availability, the sending
process will fail.

Creates new mailing and
https://app.cheetahmail.com/api/bulkmaill bulkmaill execute mailing for send. 5/8 Email content | Mailing id
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Upload subscriber’s data.

Customer

https://app.cheetahmail.com/cgi-bin/api/loadl load1 6 data "OK"
https://app.cheetahmail.com/cgi-bin/api/mailgol Set mailing subscribers list and Mailing id,
mailgol approve mailing for sent. 7 subscribers "OK"
list id
https://ebm.cheetahmail.com/api/setuserl setuserl Re-subscribe contact.
By request Email "OK"
address
https://ebm.cheetahmail.com/api/getuserl getuserl Check if contact exists in
CheetahMail. By request Email Contact
address demographics

5.3.1 Creating a Subscriber List

1. Inaweb browser, log into https://app.cheetahmail.com/cm/login.

Login

Username:

Supported Browsers

You will be prompted to enter your password in a later step.

Enter username

onnue E ﬁ;! §'
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Once you have successfully logged into the portal, you will be redirected to its main page.

CAMPAIGNS DATA SEGME! REPORTS FORMS

Welcome!
Choose Folder Welcome!
Default v u
Fall 2015:
Shortcuts

Recent Enhancemen

8 Create a new mailing
& Learn more
Create a new segment

!/:q See mailing reports

For assistance, please visit the Online Help secti
ﬁ See mailing calendar

a Load Data Marketing Forward Blog

Click the Admin tab.

Wed Aug 17, 2016 11:55:43 | User: jerarl_redpoint | Account: CheetahMail Singapore
Affiliate: RedPoint

Community | Help | Admin | Logout

Click Subscriber List.

Admin

Admin

Admin

© Account Admin
Edit Client Defaults, Affiiate Users and Affiiates

O Folder Admin
Create new folders for mailings, segments and campaigns.

© Subscriber Lists
View, create and edit Subscriber Lists by Affiliate

© Address Books

Manage Testers and Tester Groups in the Tester Address Book, and reporting addresses

© Mailbox Snapshots Activity
Review Mailbox Snapshots Activity

To create a Subscriber List, click Create New Subscriber List.

SEGMENT REPORTS

Admin > Subscriber Lists

Subscriber Lists

Create New Subscriber List

Subscriber List

00cd4019-3cbf-482c-8e40-a24788590475_0_Subscribers
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6. You will now be redirected to the Create New Subscriber List page. Enter a List Name (the only required
field).

—_— —
CAMPAIGNS DATA ‘ SEGMENT ‘ REPORTS |m

Admin > Subscriber Lists

Create New Subscriber List

List Name: [August List

List Description:

Alternate Description:

From: : e
Merge Priority:
Affiliates: Current Affiliate

Locked: ]

Save

7. Click Save to commit your changes.

8. Select the newly created Subscriber List. In the browser’s address bar, look for the ‘pid’ parameter. Take
note of its value, as you will use this to configure the channel’'s Subscriber list ID.

&= C f [ https://app.cheetahmail.com/cgi-bin/mailers/data_lists/edit.cgi?pid=2101686677&desired_aid=2093948340

RedPoint

CAMPAIGNS DATA SEGMENT REPORTS ' FORMS ]

Admin > Subscriber Lists

August_List: Edit Subscriber List

Field [ vatue
List Name: August List

List Description:

Alternate Description:

From: ¥ < 2
Merge Priority:
Affiliates: Current Affiliate

Locked:

5.3.2 Creating a Segment

1. Log in to the CheetahMail portal.

2. Click Segment > Segments.

Admin > Subscriber Lists Segments

August_LiSt: Edit Segment Download
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3. Click Create Segment.

Community | Help | Admin | Logout

Create Segment gHSERTHE - More Actions

4. Enter a unique segment name then click Create.

Create New Segment

Segment name: | Segment_Sample| [

5. The newly created segment should be displayed; otherwise select it from the list of segments.

€« C N & https//app.cheetahmail.com/cm/segments/targeting ?desired_aid=20939483408id=2101686185

RedPoint

CAMPAIGNS SEGMENT | REPORTS ” FORMS

Segment > SegmentList > Se
Segment_Sample (Unassigned)

© The segment cannot be mailed to until the subscription list condition has been defined.

Targeting

Tables -

Type: | Standard 4 "sunacnpuonnsnaomm

Elient Editable View

@ i Demographic

system
@ &3 insights
@ i Subscription

6. In the browser’s address bar, look for URL parameter ‘id’. Take note of its value, as you will use this to
configure the channel’'s Segment ID.

124



Click Subscription list is one of.

Segment_Sample (Unassigned)

Q The segment cannot be mailed to until the subscription list condition has been defined.

Targeting  REEEEEEEEEEEEE S

Tables -

Type: | Standard

Subscription list is one of

Client Editable View

£ ‘ Demographic

System

@ &3 Insights
# ¥

Subscription

Select the Subscriber List you want to associate with the segment, then click Done to commit your changes.

Subscription List - Choose List

Action: Include
Field: Subscription List
Operator: is one of v
Show All w 4 4 Page 1|of1 |
August_List (2101686677) a
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5.4 SendGrid Account Configuration

This section describes how to set up a SendGrid account to configure an RPI SendGrid email channel.
5.4.1 Setting up an Account

1. To acquire a SendGrid account, you will need to sign up for either a free or a paid account. If
you wish to sign up for a paid account, navigate to http://sendgrid.com/transactional-
email/pricing. To sign up for a free SendGrid account, navigate to http://sendgrid.com.

2. Atthe SendGrid home page, hover over the Pricing tab and click Get Started for Free.

Send Shipping Notifications \Vith Confidence

Partner with the email service trusted by developers and marketers
for ime-savings, scalability, and delivery expertise.

Seo Plans & Pricing Start For Free

3. A SendGrid sign up form will be displayed. Fill in the required details and click Create Account.

wwwwww

Let's Get Started

Sign up for free. No credit card required.

Email Address *

Use email address as username

Password * <@

Must have more than 8 characters, including at least 1letter and number

™

I'm not a robot
reCAPTCHA

Privacy -Terms

| accept the Terms of Service and have read the Services Privacy Policy

4. Once you have created your account successfully, you will be emailed by SendGrid support to
activate your account.

5. Once you have activated your account successfully, you may log into the SendGrid portal.
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M oy Hello Gener ! Here's your recent email activity. B
57
26¢ '
Important Next Steps
The table below describes the SendGrid RESTful service-based API calls utilized by the RPI
SendGrid channel plugin.
API HTTP Data Usage
VERB
api_user=your_sendgrid_ | This endpoint allows
username&api_key=your_ | you to send email.
POST sendgrid_password&to=d

estination@example.com

https://sendgrid.com/api/mail.send.json &toname=Destination&su
bject=Example_Subject&t
ext=testingtextbody&from
=info@domain.com
api_user=your_sendgrid_ | View your SendGrid
username&api_key=your_ | Profile.

https://sendgrid.com/api/profile.get.json POST sendgrid_password
api_user=your_sendgrid_ | Delete entries in the
username&api_key=your_ | Unsubscribes list.

https://sendgrid.com/api/unsubscribes.delet | POST sendgrid_password&email

e.json =emailToDelete@domain.
com
api_user=your_sendgrid_ | Retrieve entries in
username&api_key=your_ | the Unsubscribes

https://sendgrid.com/api/unsubscribes.get.j | POST list.

son

sendgrid_password&date
=1

For more details about SendGrid APIs, please see https://sendgrid.com/docs/



https://sendgrid.com/docs/

5.4.2 Setting up an API key for SendGrid Web API v3

An API key and API key ID are required to configure a SendGrid email channel to use the SendGrid
Web API v3.

1. In abrowser, navigate to https://sendgrid.com/login and sign in.
2. Click Settings > API Keys.

3. Inthe API Keys section, click Create API Key and select General API Key.

Create API Key

ACTION

4. Enter the name of the API Key, select API Key Permission and click Save.

Create API Key

APl Key Name *

API Key Permissions* ,

Full Access
o ?ﬂ Allows the API key to access GET, PATCH, PUT, DELETE, and POST endpoints for all parts of your account, excluding
billing and Email Address Validation

Restricted Access

&

Customize levels of access for all parts of your account, excluding billing and Email Address Validation.

Billing Access

&

Allows the API key to access billing endpoints for the account. (This is especially useful for Enterprise or Partner

customers looking for more advanced account management.)
creats &VIew

5. Copy the APl Key and store it in a safe place to avoid your account being compromised.

Note that a SendGrid account must have the following minimum required permissions when used
with RPI:

e APl Keys - Read Access

e Mail Send - Full Access
e Category - Full Access
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e  Email Activity - Read Access
e  Suppressions - Full Access
e Tracking - Full Access
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5.5 Acoustic Account Configuration

This section shows how to set up an Acoustic account for use with RPI.

1. To create an Acoustic account, please navigate to http://www.acoustic.com/.

2. Click Contact Us.

Reach out.

Let us know what you want to achieve

and we’ll help you get there.

CONTACT US

3. Call a sales representative or complete and submit the form.

Let’s talk

Send us your contact info and a sales
expert will follow up as soon as

possible.

FIRST NAME* LAST NAME*

COMPANY EMAIL* PHONE NUMBER*

COMPANY* COUNTRY OR REGION v

aLcaccocioaT A clinERT

Already an Acoustic Customer? To
expedite your request, please submit a
support case at the new Acoustic Help
Center. To submit a support case, you will
first need to create an Acoustic ID.

For enterprise support, visit our support
portal or call

+1866-820-5136 (US)

+44 808-169-2385 (UK)

4. Once you have credentials, navigate to https://goacoustic.com.

130



http://www.acoustic.com/
http://www.silverpop.com/
https://goacoustic.com/
http://www.silverpop.com/

5. In your My Acoustic page, select your subscription.

Hello, RedPoint

Subscriptions

PS_RedPoint Global: Transa...
Acoustic Campaign

6. Create a Regular Database and store it in a Shared folder. Click Next.

acoustic PS_RedPoint Global: Transact (tr...
cA Create database / list
o
e
Steps: o 2
Q Name Add Fields

What type of database or list would you like to create?

(@) Regular

Seed List

Suppression List

(i
B () Test List
B
=

Database or List Name

Where would you like your database or list to be saved?

‘Shan’ed || Select |

Create a Flexible or Restricted database

(@) Flexible Database

/obile App
atabase field(s) tt

lessages, CRM and strongly recommended for UBX customers.
you want to sync by when adding or updating contacts.

Restricted Database

Requires that you ct a Unique Identifier(s) now. The field that you select as your Unigue Identifier is required when adding or updating
contacts. ly the Unique Identifier is Email, but can be other fields.
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7.

8.

Add RPContactID and ChannelExecutionID fields and click the Create button.

Steps: o e
Name Add Fields
Field Name
I |
Field Type
[ | Creres |
Database / List Fields
Email Type System No
Opted Out Date System No
CRM Lead Source System No
Last Modified Date System No
Opt Out Details System No
Opt In Date System No
CREATED_FROM System No
Delete Edit ChannelExecutionlD Text No
Delete Edit RPContactlD Text No

Create an Automated Message Group.

hbases, contact lists, and queries can b

Automation thin a group share the same contact sd

Programs

Automated messages Automate message

Automated message groups

Scoring
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9. Associate the Transact database as the group’s Contact Source.

Create a Group of Automated Messages

Details

Name

RPI Doc

Notes

Contact Source

*Note:Only shared databases, contact lists, and queries can be assigned to a group of automated message®:
automated message within a group share the same contact source.

10. Set the Event Trigger to Transact XML.

Event Trigger
(") OptIn Date
(") Custom Event Date
‘ v
.;:': ) Calendar Date
| I=
MDY
|:| Send new contacts all previously delivered mailings
.;:: ) Recurring Mailings
._:__ ) None
(Specific dates will be required for all scheduled mailings)
) Transact (No dates will bm’\
XML / N
e —— Iy
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. Set the Tracking Level to Unique.

Completion Date (Optional)

E]
MIDIYY
Tracking Level
(Automated Messages)
njw Unique
'i‘ Aggregate
() Open Only
() No Tracking

Save & Activate | Save Draft | | Cancel

. Click Save & Activate.

Group of Automated Messages Summary
<<Back to: View All Groups
Group Name RPI Doc
ID 33109381
Notes none
Contact Source RPIDevDoc
Status Active
Event Trigger Transact
Tracking Level Unique
Completion Date none Edit
Cancel

Note that the Group ID is required when configuring the RPI Acoustic channel.
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13. In the Email menu, create an Email Campaign.

Email

Email campaigns

Drafts

Test and send

Scheduled and sent

Sent archive

14. Select the Blank layout.

Browse Layouts

— — Blank Layout

E - A clean slate from which to start
=

Blank Layout Newsletter - Moderate Newsletter - Complex

Xxx% = =
= = —
Welcome - Simple Welcome - Moderate Sale - Simple

15. Configure the email settings as described below:

Subject Line
%%RBP|_Subject%%

Address Settings

Contacts

Email Settings
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Subject Line

Default | Personalized

e | rorn Name %9%RPI_FromName%%
Contacts From Address %%RPI_FromAddress%%
Ermail Settings Reply-to Address %%RPI_FromAddress%%
el s Select Contact Source
Address Settings Contact Source: RPIDevDoc (Change)
Contacts

Owner: transact@redpoint.net
Email Settings

Seed List(s):

Suppression List(s):

Send Time Disabled

Optimization:

Set the Contact Source property to the Transact database.
Set Subject Line to ‘%%RPI_Subject%%’.
Set the personalized From Name to %%RPI_FromName%%

Set the personalized From Address to %%RPI_FromAddress%%.
Set “Click to view in Browser” to off

Subiject Line
Address Settings
Contacts

Email Settings

Template Location
Message Encoding

Tracking Level

Private

Browse

Unicode: utf-8

-6- Unique .;:j_j:;. Aggregate .;:j_j:;. Opens Only

() No tracking

Insert 'Click to View in Browser' link at top of this email

o
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16. Set the email body as follows:

e Inthe HTML tab, set the body text to %%RPI_HTML%%.

Email details

U et || mportHTML | FPREAREEES

BSouce « » o M Q3 E X GBEIME QB

‘.Format-HFont-H Size-HA- B-HB I U 8 % = 3= e g = = = EI‘EI

%6%RPI_ HTML%%

e Inthe Text Only tab, set the body text to %%RPI_TEXT%%

Email details
FSCACREAES

3

%3RPTI TEXT%Y

e Save the email to persist the settings. Then configure the mailing body to automate send mailing by
clicking the Automate button.

Test Options ~ ( p Review and send
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e Select the Assign Mailing to Existing Group... radio button. Save the mailing as Active.

() Setup as Autoresponder Based on Trigger Event: If user or contact performs trigger event, THEN send this
email.

. Assign Email to Existing Group of Automated Messages: Only groups that share the same contact source will
appear in the dropdown.

RPI Doc

Group Event Trigger

Transact

. Start sending to all contacts at scheduled start

from start date/time

Note:STO will override throttling.

Upon assignment, save email as

Active hd

17. Configure the sending IP address in the Org Admin section
e Click on Settings > Administration > Security Settings > Access Restrictions.
Settings
User profile
User management

Administration

Activity reports
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v Access Restrictions

Note: All changes you make in the Access Restrictions take effect immediately no save required).

General Restrictions
Requires HTTPS: [v] Requires all users to access Campaign through an HTTPS connection. This option is more secure but can siow down access.

Allow Multi-account Sign-on: [#] Allows an Org Admin o configure an account sa another user can link into it
IP Access Restrictions

Users:  Youcan limit the access of users in this organization to the IP addresses you specify below. Restrictions added hers for Ul and APl access can be overridden by
user IP restrictions on a per user basis. To enable IP restrictions, add one or more IPs below and set the allowed access.

to AP requests that use jsessionid authentication. If you are using Ofuth

Applications:  IP accass restrictions only angA si
authentication to call our APls, OAuth credentials are used to restrict access instead of IP addresses.

Your current IP adcress | I
If you activate IP restrictions by checking any IP address in the Allow Ul Access column and you don't also check this IP address, you may lock yoursef out of the orgarization.

8 8 i & U
Allow Ul Allow API Allow FTP )
Type  IPAddress =K = =l Actions
= %] ] [m] T Delete
o [ O 1] Delete
i = = ) = D

e Add new IP Address
e Check Allow Ul Access
e Check Allow API Access

18. Optionally configure an unsubscribe landing page:

e Click on Settings > Organization Settings > Opt Out/Suppression Settings.

=] Opt Out/Suppression Settings
Enable Crpantanon Suppression List: Yes
Organfzation Suppression List: MASTER SUPPRESSION LIST
Organization Suppression Opt Out Handling: Add Opt Quts
Allow farwards to be sent to suppressed contacts: No

Opt Out Link Required to Send: Yes
Custom Opt Out URLs: htto://www.pagesD1.net/ps_redpoinmtglobaltransact/RPI_Unsubscrbe/
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5.6 Instiller Account Configuration

This section shows how to setup your Instiller account to configure the RPI Instiller email channel plugin. Please
follow the steps below:

5.6.1 Account Provisioning and Signing In
Note: Provisioning an Instiller account requires liaison with an Instiller representative.

This section describes how to login to the Instiller portal. Please follow the steps below:

1. In aweb browser, log onto the provisioned Instiller portal using the URL provided by your Instiller
representative. At the login page, enter your username and password.

incgliller

Email Address *

Password *

2. Having successfully logged into the portal, you will be redirected to the main page of the portal as shown
below.

‘@‘ Reputation Monitor Search for help...

RedPoint

Your Success is the Point

Home Lists Forms Templates Campaigns Automation

Dashboard

Home / Dashboard

5.6.2 Field Maps Configuration

1. Inthe main portal page, show the Lists tab.

Home Lists Forms Templates Campaigns Automation

Dashboard

Lists Dashboard

2. Click Field Maps in the Related Features section.
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%, Related Features
Field Maps

User Tags

Field Name Labels

Realtime Block List

3. Inthe Field Maps section, click New Field Map.

4+ New Field Map

= Options

@ Help
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4. Inthe New Field Map section, supply the required fields. In this case, you must supply values for Name and
API Identifier. Do not change the default value of First Row Headings and Field Delimiter.

New Field Map

Lists / Field Maps / Mew Field Map

Details

@ After saving the basic details of your Field Map you will then be able to select the required columns.

Name *

AP Identifier ]

First Row Headings @ No- Process first row of file v
Field Delimiter Comma separated v

€SV Columns
@ Add columns into the Field Map and set the correct order using the arrows at the end of each row.
4 User Profile ~ = Custom Fields ~ & Tags D Placeholder

Type Column Length Notes

Email Address 75 Chars Valid email zddress format required L

LR <or.- |
v Save Changes [INGRNNIE ]

In the CSV Columns section, you must create custom fields with the following names:

rpi_extendeddata
rpi_dynamicassets

CSV Columns
@ Add columns into the Field Map and set the correct order using the arrows at the end of each row.
8 User Profile ~ = Custom Fields « o Tags © Placeholder
Type Column Length Notes
1 Email Address 75 Chars Valid email address format required AV
2 rpi_extendeddata - Gawv
3 rpi_dynamicassets - Bawv

Click Save Changes to create the new Field Mapping. Take note of the API Identifier, as you will use its
value as the Field mappings identifier when configuring the RPI Instiller channel plugin.
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5.6.3 Setting Up the Time Zone

1.

2.

In the main portal page, click Account Settings.

M My Details

B Manage Logins
Account Settings

B LogOut

In the Account Settings section, set the appropriate time zone.

Account Settings

Home / RedPoint / AccountSettings / Settings
Settings Branding >

General
@ These settings apply to the entire account. To manage Logins and to assign specific permissions for individuals click here
Client Account ID 285

Time Zone Australia/Perth -

Created at 15:13 on 04/03/2016 by adi@instiller.co.uk
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5.7 SparkPost Account Configuration

5.7.1 Account Provisioning and Signing In
Note: Provisioning an Elite SparkPost account requires liaison with a SparkPost representative.
This section describes how to login to the SparkPost portal. Please follow the steps below:

1. Inaweb browser, log into your provisioned SparkPost portal using the URL provided by your
SparkPost representative. At the login page, enter your username and password.

SPARKPéST

LogIn
Email or Username
Password

Forgot your password?

Keep me logged in

Don't have an account? Sign up Single Sign-On

2. Once you have successfully logged in, you will be redirected to the main portal page.

SPARKPOST

R Dashboard

Signals Analytics

Events Your Usage Report

Content

Today
Recipients

Alerts
10 25000

EEMETD Used  Daily Limit

Naed ta send more’

This Month

112 100,000 300,000

Used Included Meonthly limit
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5.7.2 API Key Provisioning

1. Inthe main portal page, click Configuration and then API Keys.

SPARKPOST

Dashboard
Signals Analytics
Events

Content
Recipients

Alerts

Configuration
Webhooks
IP Pools
API Keys

SMTP Settings

Sending Domains

Tracking Domains

2. Click Create API Key.

Create API Key

3. Supply an API Key Name and the appropriate API permissions. Click Create API Key to create a new API key.
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< APIKeys

Create API Key

API Key Name

Subaccount
None

This assignment is permanent. Leava blank to assion to master account.

API Permissions

Al
@ Select
Metrics: Read-only Send via SMTP Account: Read
Events Search: Read-only Reciplent Lists: Read/Write Account: Read/Write
Event Webhooks: Read-only Tracking Domains: Read-only Subaccounts: Read/Write
Event Wabhooks: Read/Writa Tracking Domains: Read/Write Subaccounts: Read
Templates: Read-only Sanding Domains: Read/write 1P Pools: Read/Write
Templates: Read/Write Inbound Domains: Read/Write 1P Pools: Read
Templates: Praview Suppression Lists: Read/Writs AB Testing: Read/Writs
Transmissions: Read-only Relay Webhooks: Read-onty Engagement Recancy: Read/wirite
Transmissions: Read/Write Relay Webhooks: Read/Wril Data Privacy: Read/Wiite
Allowed IPs

Leaving the field blank will allow access by valid API ksys from any IP address.

Create API Key

Copy the API Key value and store it safely.

0 New APl Key
MMake sure to copy your AP key now. You won't be able to see it again!

37e52b0!

Copy
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5.7.3 Sending and Tracking Domain Configuration

1. To configure a Sending Domain, in the main portal page, click Configuration and then Sending
Domains.

SPARKPOS

Dashboard

Signals Analytics

Events

Content

Recipients

Alerts

Configuration
Webhooks
IP Poals
API Keys

SMTP Settings

Sending Domains

Tracking Domains

Subaccounts

2. Click New Domain and supply a valid sending domain.

Add a Domain

3. Test the sending domain and make sure that validation is successful.

SPF Text Record DKIM Record

4. To configure a Tracking Domain, in the main portal page, click Configuration and then Tracking
Domains.
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5.

# Dashboard

il Signals Analytics

Events

Content
2% Recipients
A Alerts

{1 Configuration

Webhooks
IP Pools
APl Keys

SMTP Settings

Sending Domains

Tracking Domains

Subaccounts

Click New Domain and supply a valid tracking domain.

Create Tracking Domain
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5.8 Responsys Account Configuration

5.8.1 Creating the Folder

1. In aweb browser, log into the Responsys portal at https://interact2.responsys.net/suite/c.

2. Once you have successfully logged in, you will be redirected to the main page of the portal, as shown below.

= ORACLE Responsys A m 3 th W ()
]
V]
]
V]
=
Recent Actity Upcoming Schedu
e v LR
B 5
e B, e
B =
= Upa. B -
B =
e

3. Atthe portal navigation menu, click Folders.

Home
Campaigns
Programs

=

Content

Data

Insight

Forms

Tools

Account
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4,

5.

7.

Once the Folder page is displayed, click New folder.

= ORACLE Responsys

Folders
New folder  Import

Folders: | All Folders v Contents: All Types v

ICampaign_Templates
IMasterData
IMasterFilters
IMasterSQLQueries

Using the Shift and Ctrl keys as needed, click on the names of folders to see their contents. Click " for icon descriptions and more.

A = 3

Enter the desired folder name, then click Create. You will be redirected to the list of Folders.

= ORACLE Responsys

Folders - Create Folder

Enter the new folder name:

[RP1_DevoA |
Names cannot be longer than 100 characters and can include only these characters:
A-Za-z0-9space!-=@_[]1{}

Check the list to verify if the folder was successfully created.

>

= ORACLE Responsys

Folders

Using the Shift and Ctrl keys as needed, click on the names of folders to see their contents. Click "i" for icon descriptions and more.

New folder Import

Folders: | All Folders v Contents: | All Types M
Monstate

Nashas

OPTIMOVE

OPTIMOVE_SENT

rebeltesting

Remarketing

RPI_DevOA

RWT

Sasha-delstion

Stackla

Standard_Warmup
steve-test-folder-1
Swrve

TAISTech
Usermind-test
Wyng

z_ComprehensiveAccouniTesting

Add to favorites  Export  Copy Rename Delete | Refresh

Take note of the folder name as you will use it when creating the profile list.
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5.8.2 Creating the Profile List

1. Onthe left side of the portal, click Data > Manage List.

= ORACLE Responsys A = 2 th = \ @ >

Manage Lists

2017_rpi_devga_list Change List: | 2017_rpi_devaa_list Bl Create New List

|8 List Information

List Health Las

File Load:[none]

View: Email | Mobile | Print Last refresh: 5 ' & Rename
Deliverable Undeliverable Total Change Schem
Create App Channel List
Opt-In 23 (92%) 0(0%) 23 (92%) reate App Chanr
Opt-Out 8 0(0%) 2(8%)
== - - I = " Des Brar
25 (100%) SIO) |25 integration and testing
purpos... More
Filters || Segment Groups || Seed Groups || Profile Extensions
Folder: | Select All M Created by: | Select Al [~ reser (S0
Page 1 of1 No data to display C Se Gr
Name. Folder Created by

2. Click Create New List.

= ORACLE Responsys () 2 th w

2017_rpi_devqa_list

Change List: | 2017_rpi_devga_list i Create New List

3. Enter the desired profile list name and select the folder as created previously. Click Save.

Create list
Define the name and location of the List.

Save Cancel

Name: rpi_demo_list
Names cannot be longer than 100 characters and can include only thg
A-Za-z0-9space!-=@ _[]{}

Folder: RPI_DevQA v |

Description:

4. When an alert message appears, this confirms that the profile list was successfully created.
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Create list
Successful

| Done || Change Schema || Load From File

List: "rpi_demo_list" was successfully created.

5. You need to take note of the profile list name as you will use this to configure the Profile list property at the
RPI Responsys channel.
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5.8.3 Creating the Content Folder

1. On the left side of the Responsys portal, click Content > Manage Content.

Search for: | Enter file name, author or tags [ Exact Match i
Create New Folder All Content
Favorites & Maximize
© Recent [

All Content
abn ) Name ~ Las. Las.. A
BC
Bluesun Please select a folder.
campaigns
Certona
Christian Septem

2. Click Create New Folder.

= ORACLE Responsys

Manage Content

Search for: |Emerfi|e name, author or tags

Create New Folder

Favorites

All Content

Maximize

0 Recent
¥ |27 All Content

abn O
BC

Bluesun

camnaians

Name -

Enter the desired content folder name and press the Enter key to commit your changes.

Create New Folder
Favorites
© Recent
* |7 All Content
[untitied Folder 1 |
7 abn
7BC

7 Bluesun

All Content

Maximize

Name ~

Take note of the content folder name
Responsys channel.

as you will use this to configure the Root folder property at the RPI
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5.8.4 Creating the Link Table

1. Atthe Responsys control menu, click Campaigns > Create Link Table.

Home

Campaigns

Manage Campaigns
Create Campaign
Create from Template
Launch Split Run

View Calendar

View Active Campaigns

Create Link Table

Programs

2. Click Populate Fields Manually.

= ORACLE Responsys

Create Link Table

Create Link Table
Select the method to create a new link table.

Create Link Table

Extract from Documents

Extract from Campaigns

Populate Fields Manually

Upload Delimited Text File
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Select the folder and enter the desired link table name. Once you have finished, click Create.

= ORACLE Responsys

Create Link Table
Specify the valid name and location of the new link table.

1. Select the folder to hold the new link table
RPI_DevQA v
2. Enter a name for the new link table -OR-
RPI_LINK_TABLE DEMO
Names can include only these characters and have length less than 100 characters:
A-Za-z0-9space!l-=@_.[1{}

Take note of the link table name as you will use this to configure the Link table in Responsys channel plugin.
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5.8.5 Adding links into the Link Table

To be able to track link clicks in an email campaign, you need to add links into the existing Link Table.
1. Atthe Responsys control menu, click Folders.
2. Select the folder where the link table is located.

3. Set the content filter to Link Tables

ORACLE Responsys

Folders

Using the Shift and Ctrl keys as needed, click on the names of folders to see their contents. Click "i" for icon deq

New folder Import

Folders: | All Folders v Contents: | Link Tables v
OPTIMOVE -~ RPI_DevQA
OPTIMOVE_SENT S Rrel Link [+

rebeltesting
Remarketing
RPI_DevQA

RWT
Sasha-deletion
Skyword

Stackla
Standard_Warmup

=zz| RPI_LINK TABLE DEMO ¥

4. Click the down arrow on the left side of the link table, then click View and Edit Data.

Contents: | Link Tables v

RPI_DevQA
S RrPI Link [«
“EZ| RPI_LINK TABLE DEMO [+

View and Edit Data

Move or Rename
Copy
Delete

Download
Upload

Find Record

Record Count
View History
Properties

5. Click New Record at the link table page.
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RPI_DevQA / RPI_LINK_TABLE_DEMO responsys’

Showing: All | Pick View Columns | | Download |
[Delete]  [New Record| [Upload] 2]
[ Select All] [ Clear All ] Page 1 [ 100 ] lines per page Record Count = 0 Charset: | Western European (1SO-8859-1) ¥

LINK_NAME LINK_URL LINK_CATEGORY EXTERNAL_TRACKING CREATED_DATE_ MODIFIED_DATE_ IOS_LINK_URL ANDROID_LINK_URL

Enter the link name and URL, then click Save when finished. Click Done to see the list of URLs added.

|
RPI_DevQA / RPI_LINK_TABLE_DEMO responsys’
L2
Record 1/ 1
LINK_NAME home_page
http://www.redpoint.net
LINK_URL
LINK_CATEGORY None ¥
EXTERNAL_TRACKING | Disable Tracking

CREATED_DATE_
MODIFIED_DATE_

To add a URL parameter (e.g., “Gender”), use e.g., “http://www.Redpoint.net?gender=${Gender}’

${Gender} denotes a Responsys Personalization Language element, which facilitates the link’s population
with the recipient’s gender.
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5.8.6 Creating an Export Event Data Feed Job

1. Atthe Responsys control menu, click Data > Connect.

2. Click Create Job > Export Event Data Feed.

= ORACLE Responsys A = 2 th W= Q, @ .

Connect

All Jobs || Completed Jobs || Groups

Group Name: | Select All 1~ Job Type: | Select All [~ Schedule Type: | Select All

Page 1|0f1 & Displaying 1 - 11 of 11

i@ Import List Data

—— i Import Supplemental Table Data
Job ID  Group Name Job Type Run... Next Run Pri ﬂ Import Profile Extension Data
17... xstest Export List Data 201| 4@l Export Data
5= Event Data Feed - Push Export Feed Data 2017-09-14 07... 201 s’ Export Event Data Feed
115... Event Data Feed - SMS Export Feed Data 2017-09-14 07... 201/# Create Group
115... Event Data Feed - Email Export Feed Data 2017-09-14 07... 2017-09-14 0...  Recurring Active
114 responsys_test_3 cleanup Import Supplemental Data On-demand  Active
114._ responsys_test_1 cleanup Import Supplemental Data Recurring Inac...
106... fr_daily_import Import List Data On-demand  Active

3. Select the type of events for the export job then click Next.

= ORACLE Responsys )

= Event Data Feed - Email

Source
Target File Event Types

Select event types for this job. Each event type can only be used in one active job at a time. Those in gray
are already requested by another active Export Job,

Options 4 i Contact Interaction Events for Email -
Schedule

4
Activate & Save s

¥ Failed

| Bounced
I Clicked
| Opened
| Converted
| Complained
! Skipped
4 (] Contact Permission Events for Email
+| Opted In
+| Opted Out
4 () Contact Interaction Events for SMS
Clicked
Converted
Failed
Delivered
Received
Sent
Skipped
MO Forward Sent

MO Forward Failed
4 (] Contact Permission Events for SMS

Opted In
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4. Set the file specifications as below. Take note of the File Location Server, Username, and Path as you will
use these to configure the FTP Credentials at the RPI Responsys channel. Click Next.

L2
LS

= ORACLE" Responsys )

& Event Data Feed - Email

r~File Specifications
Source :
Target File Character set of file: Unicode (UTF-8) v
Options Fields are delimited by: Comma v
Schedule Fields are enclosed by: I v
Activate & Save Insert column header as first v
line:
Encryption/compression: Compress file
Compress and encrypt file with PGP/GPG key: Select or Impo e

® Do not encrypt or compress file
Additional Ready File at completion of download:
Do not create
Create empty file

® Create file with record count
File extension: | done

r~File Location

Responsys File Server

Server: files.responsys.net
Username: demo_scp
Path: download, _data_feeds/email ¥

r~Additional File Location

® Not Selected
Responsys File Server

rAdditional File Location

® Not Selected
Responsys File Server

5. Select the naotification option for export job activity. Click Next.

= ORACLE Responsys

* Event Data Feed - Email

'/ Notify by email after each failed or successful job run

Source ' Notify by email only after a failed job run
Target File ® Do not notify

Options
Schedule
Activate & Save
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6. Setthe frequency of the export job. Click Next.

= ORACLE Responsys

* Event Data Feed - Email

Frequency of daily feed file export: 6 times a day ¥

Source

Target File
Options
Schedule
Activate & Save

7. Set the export job name. Make sure Activate is selected. Click Save.

= OIRACL.E Responsys

s- Event Data Feed - Email

@ Activate

Source
Target File

Options N 3 E D Feed - Email
Schedule ame: vent Data Feed - Emai

Deactivate

Activate & Save Description:

5.8.7 Obtain SSH2 Private and Public Keys

SSH2 private and public keys are used to authenticate users of Responsys’ SFTP service. You need to contact your
Responsys administrator if you wish to provision an SFTP account.
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5.9 Salesforce Marketing Cloud (SFMC) Email Account Configuration

5.9.1 Provision an SFMC Core Account

1. Request core account with:
a. "Sender Authentication Package" (SAP)
b. "Automated Interaction Management" (AIM)
c. FTP user and password
Request disabling of the default headers and footers for the account
Request to enable "Extract Tracking"
Request to enable "Secure Link Wrapping"
Confirm that the back-end Business Rule called "Enhanced Sender Profiles" is enabled
Set Core Account password and provide to Operations for documenting in Master Passwords spreadsheet

ogA~LDN

Post-Provisioning Steps

Set up RPI user for the channel configuration from Administration -> Users

Administration

Overview Account ~ Security ~

Users

= NHPTV System User

[ save

@ Cancel
& General Settings

Name

Reply Email Address
Notification Email Address
Username

External Key

Time Zone

Culture Code
Enabled
API User

& User Permissions

Applications ~

NHPTV System User

rpi@redpoint.net

rpi@redpoint net

nhptv_rpi_usr
a2299d66-4f29-4666-bc94-96e38212d6d0
(GMT-05:00) Eastern Time (US & Canada) *

Note: * Indicates Daylight Saving Observance
English (United States)
%

T4

| Add Users to Account
¥ Administrative Data Management
Allow user to Approve emails
Remove Access to Lists
Remove Ability to Send Emails
Remove Access to Modify Profile Attributes

IManage Data Extension Data and Retention Policy

Remove Access to Interactions

View Tracking Only

Removes access to the 3sixty application
| Grantthe user access to the web senvices

Remove Access to Delete Lists

Remove Access to Templates

& Marketing Cloud Permissions and Roles

Select Applications for user: #) Email ¥ Automation Studio

Marketing Cloud Marketing Cloud Channel
Manager

Specify Marketing Cloud Roles
for user:

® Marketing Cloud Administrator

Marketing Cloud Content Editor/Publisher Warketing Cloud Security Administrator

Marketing Cloud Viewer
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2. Update Company Information from Administration -> Account Settings: (this defines the information that will
be put into the merge fields in RPI)

Example: 53072074 792 AN
= Company Information

Company Name ' New Hampshire Public Television

Street | 268 MastRoad
City Durham

State | NH

Zip/Postal Code 03824

Country (Optional) @ US

5.9.3 Configuring PGP Encryption for Events Data Extract

These sections describe the steps required to configure PGP encryption for the events data extract.
5.9.3.1 Creating Data Extract Activity

This section describes how to create Data Extract Activity from SFMC automation studio, which is used to pull email
campaign event data from within RPI. Please follow the steps below:

1. Open the web browser and login to your SFMC account.

2. In Salesforce Marketing Cloud main page, hover over Journey Builder menu and click Automation Studio

= I~ Q & It b

Web Analytics Journey Content Audlence Elnstain
Studlo Bullder Bullder Bullder Bullder B
16 et Automation Studio 3

simc-  Behavioral Triggers

sfmc-eosfmc 2 RPI_52_96 c53 e...
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3.

In Automation Studio main page, click Activities tab.

. Automation Studio Overview  Activities

Activities

Q Search Data Extract

> [E) sEnDEman
> [E) IMPORT FILE
> ) rFLeTransFER
[~ =7 Dara ExTRACH

= All Data Extract

> @ sqLquery
> & FumEr

> @ scrier

To create new Data Extract activity, click the Create Activity button located at the upper right corner of the

Activities tab.

ReaPoint Glabsl *

0 .

Select Data Extract activity and click Next.

Create New Activity

Activity Types (7)  search Q

Send Email Import File
u: acthvity to Inltlate an emall Usi ctivity to use the Information
m = Vou can send the emall In an ide file to update ber

autornation alone, or put It In sequence Iist or data extenslon. You provid
with nth

Data Extract
E Use ths activity to create a file of
Information for you to use outside of the

application. This activity can also be used

SQL Query
Usi ctivity to retrl
Informatlor
your criterla and Include that
Information

ta extension
matches

Script
Use this activity to accompll:

you would use sery
Script In an emall or landing page.

Cancel

File Transfer
activity to upload a file to or

file fromatr a
speclfy. The file tra

Filter

Use this activity to apply
data filter to a sub
create a group of subscrl

Next
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6. Inthe Properties tab, provide values for the required text fields in the Data Extract activity.

Create New Data Extract Activity

File Naming Patte RPI_EVENT_EXTRACT_SFMC_Channel_DE zip

Extract Type” @ Tracking Extract

a. Name* - Descriptive name of the Data Extract activity

b. Description - Additional information about the Data Extract activity

c. File Naming Pattern* - A file name used when generating the exported email campaign event data.
The file name has the following naming pattern:
RPI_EVENT_EXTRACT_<Channel Name>.zip
The <Channel Name> suffix should match the Salesforce Marketing Cloud channel name configured in
RPI. If one or more spaces in the channel name itself, it should be replaced by
(1) underscore character when providing the file name. For example, if channel name is SFMC Email
DE, file name must be set to RPI_EVENT_EXTRACT_SFMC_Email_DE.zip

d. Extract Type* - Must always be set to Tracking Extract.

7. Click Next. In Configuration tab, configure the following.

a. Rolling Range* — Value must be set to 30 Days

b. Other settings must remain with their default values. Click Next.

Create New Data Extract Activity

(GMT-06-00) Cantral Standard Tima
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Finally, in the Summary tab, click Finish to create the Data Extract activity.

a 3 Extra
-
[ @ @
El NFIGURAT
Properties Extract Fields
SPMC Channal DE Roliing Range: 30 Days
Sampla SFMC Channl DE to extract amall campaign evant
aata
Default
Defautt
Faiza
Tracking Extract g
Faise
Faisa
Faise
Faiso
Faise
Faise v

5.9.3.2 Copying Data Extract Activity ID

This section describes how to capture and copy the Data Extract Activity ID created in SFMC automation studio and
used as a Tracking extract activity ID within the SFMC channel configuration settings in RPI. Please follow the steps

below:

1.

2.

Hover over and click the Data Extract activity created in the prior section, from Data Extract Activities list.

NAME EXTERNAL KEY DATE CREATED DATE MODIFIED 4

SFMC Channel DE 11BEE2DE-630E-41B0-A93F-355AF9D5BDA3 07/26/2021 1:08 PM 07/26/2021 1:08 PM

In the address bar of your web browser, copy the Data Extract activity id that can be found in the link as
shown below:

£ Automation Studio - Marketing X +

< C O (S https://mc.s11.exacttarget.com/cloud/#app/Automation Studio/AutomationStudioFuel3/%23ActivityModal/7 3 /NI R =or T f0R ek e r i fs el L
&) Import bookmarks... @ Getting Started Undo
. Automation Studio Overview  Activities
Cut
B Copy
Activities
Edit Data Extract Act
Q| search Data Extract Delete
@ 9 9 Select Al
> SEND EMAIL PROPERTIES CONFIGURATION SUMMARY S——
> IMPORT FILE
> FILE TRANSFER q Edlt 3
Properties o2 Extract Fields
- EAEaLEr Name SFMC Channel DE Date Range Rolling Range: 30 Days
» All Data Extract External Key 11BEE2DE-630E-41B0-A98F-355AFIDSBDAB. Account IDs
Description Sample SFMC Channel DE to extract emall campalgn event Attributes

Typically, the URL will have the following format:

https://mc.s11.exacttarget.com/cloud/#app/Automation%20Studio/AutomationStudioFuel3/%23ActivityModal
/73/11bee2de-630e-41b0-a98f-355af9d5bda8

The text highlighted in yellow is the assigned Data Extract activity ID.
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3. Paste the value into Tracking extract activity ID field in your SFMC channel configuration settings.

Tracking extract activity 10: 11beeZde-630e-41 DO—a%f—SSEadedea&l D of tracking ¢

5.9.3.3 Creadting File Transfer Activity

This section describes how to create the File Transfer Activity within SFMC automation studio, which is used to
initiate the file move from the Safehouse. Please follow the steps below:

1. Open the web browser and login to your SFMC account.

2. On Salesforce Marketing Cloud main page, hover over on Journey Builder menu and click Automation
Studio

- ~ Q @ m g

Web Analytics Journey Content Audlence Elnsteln
Studlo Bullder Bulider Bullder Bullder B
18 MON Automation Studio F

sfmc- Behavioral Triggers Automation Studio

sfmc-eosfmc 2 RPI_52_96_c53_e...

3. To create new File Transfer activity, click Create Activity located at the upper right corner of the Activities
tab.

ReEroant Ciobal

4. Select File Transfer activity and click Next.

Create New Activity

Activity Types (7)  search Q

Import File File Transfer

Use this a se Use this activity to upload a file to or
download a file from a transfer location
that you specify. The file transfer activit...

SQL Query
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5.

In Properties tab, provide the required text field values for the File Transfer activity

Create New File Transfer Activity

PROPERTIES CONFIGURATION SUMMARY
Name: SFMC_Channel_DE Description escription here
External Key SFMC_Channel_DE
Flle Action® @

Manage File

nd In the Marketing Cloud's

@ Move a File From Safehouse
Transfer fle(s) from t
) storage location to a seles P locatlon

a. Name* - Descriptive name of the File Transfer activity
b. Description - Additional information about the File Transfer activity

c. External Key* - Uniquely identifiable key name used to run File Transfer activity via RPI.
NOTE: Spaces in key name are not allowed.

d. File Action* - Must always be set to Move a File From Safehouse.
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6. Click Next. In Configuration tab, configure the following.

a. File Naming Pattern* - A file name used when the exported file generated from a safe house to the
destination SFTP folder. The file name has the following naming pattern:
RPI_EVENT_EXTRACT_<Channel Name>.zip
The <Channel Name> suffix should match the Salesforce Marketing Cloud channel name configured in
RPI. If one or more spaces in the channel name itself, it should be replaced by () underscore
character when providing the file name.

For example, if channel name is SFMC Email DE, file name must be set to
RPI_EVENT_EXTRACT_SFMC_Email_DE.zip

b. Destination* - The SFTP export destination folder where the file is saved.
c. Transfer Settings* - Must always be set to Encrypt File and PGP.

d. Customer Public Key — Customer’s PGP public encryption key.

eate New File Transfer Activity

RP1_SFMC Test3 ~

o e |
7. Click Next. In the Summary tab, click Finish to create the File Transfer Activity.
& —o ©
Properties Configuration

8. The External Key in File Transfer activity will be used as File transfer activity name in SFMC channel
configuration in RPI as shown below:

File transfer activity name: SFMC_Channe\_DEI The name of file transfer activity configured in Salesforce Marketing Cloud
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5.9.4 Configuring PGP Encryption for Data Extension Extracts

These sections describe the steps required to configure PGP encryption for the data extracts used to create the data
extension.

5.9.4.1 Creating File Transfer Activity

This section describes how to create the File Transfer Activity within SFMC automation studio, which will be used to
decrypt the file after landing in the SFMC FTP Import folder. Please follow the steps below:

9. Open the web browser and login to your SFMC account.

10. On Salesforce Marketing Cloud main page, hover over on Journey Builder menu and click Automation
Studio

== > Q & 3 ~

Web Analytlcs Journey Content Audlence Elnstaln
Studlo Bullde Bulider Bullde Bullde B

18 MON E

Automation Studio

sfmc- Behavioral Triggers Automation Studio

sfmc-eosfmc 2 RPI_52_96_c53_e...

11. To create new File Transfer activity, click Create Activity located at the upper right corner of the Activities
tab.

ReaPoant Global v

12. Select File Transfer activity and click Next.

Create New Activity

Activity Types (7)  search Q

Send Email Import File File Transfer

! Use Usa this activity to upload a file to or
download a file from a transfer location
that you speclfy. The file transfer activit

Filter
Use this actlvity to apply the loglc of a

Data Extract
Use this activity t
Information
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13. In Properties tab, provide the required text field values for the File Transfer activity

Edit File Transfer Activity
PROPERTIES CONFIGURATION SUMMARY
Mame* RPI_Test_FTA Description Add description here
External Key RPI_Test_FTA

Manage File
for decrypt a file found in the Marketing Cloud's
FTP directory

Unzip a

L3  Enhanc

secure file

a. Name* - Descriptive name of the File Transfer activity
b. Description - Additional information about the File Transfer activity

c. External Key* - Uniquely identifiable key name used to run File Transfer activity via RPI.
NOTE: Spaces in key name are not allowed.

d. File Action* - Must always be set to Manage File
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14. Click Next. In Configuration tab, configure the following.

a. File Naming Pattern* - this is used to find the PGP file created by RPI. It must have the following
format: <external-key-name>_%9%Y ear%%%%Month%%%%Day%%.txt.pgp

For example, if the external key configured in step 13c is called “RPI_Test FTA”, the file name
convention would be RPI_Test_FTA_%%Year%%%%Month%%%%Day%%.txt.pgp

%%Year%% = wildcard for year the file was created
%%Month%% = wildcard for month the file was created
%%Day%% = wildcard for day the file was created

b. Source File Location* - leave it as ExactTarget Enhanced FTP

c. File Management Actions — enable the Decrypt file option

d. Customer Public Key — Customer’s PGP public encryption key

Edit File Transfer Activity
PROPERTIES CONFIGURATION IMMAR
Manage File
le N o RPI_Test_FTA_% %Year% % %% Month%% %% Day per Use local time zone setting @
File Location ExactTarget Enhanced FTP

Unzip compressed file
+ Decrypt file

Customer Private Key Marketing Cloud Key =

Skip if last transfer occurred less than the following number of hours ago:
Fail the transfer if file is alder than the following number of hours:

System buffer (hours):
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15. Click Next. In the Summary tab, click Finish to create the File Transfer Activity.

m
o

ransfer Activity

PROPERTIES
Properties
Name

External Key

Description

File Action

CONFIGURATION SUMMARY
Edit Configuration Edit
RPI_Test_FTA File Naming Pattern  RPI_Test_FTA_%%Year% %% %Month% %% %Day%%.txt.pgp
RPI_Test_FTA
Source File Location  ExactTarget Enhanced FTP
File Management Decrypt file
Manage File Actions

Customer Private Key ~ Marketing Cloud Key

16. The External Key in File Transfer activity will be used as File transfer activity name in SFMC channel

configuration

in RPI as shown below:

File Encryption Options

Encrypt exported file: If set, the exported file will be encrypted

Encrypticn type: Pretty Good Privacy (PGP) “ | The type of encryption that will be used to encrypt the file

Encryption public key: [ Public Key - ET public key.txt The public key used to encrypt exported file

File transfer activity name: RPI|_Test_FTA The name of file transfer activity configured in Salesforce Marketing Cloud
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5.9.5 Enabling OAuth Authentication for SFMC

1. Open the web browser and login to your SFMC account.

2. From the Settings menu, click Setup

Feedback . RedPoint Global « 9 jhessie.gabitanan@red... ¥
I 2 TSl = -

Setup

Cloud Preferences

Hide Tips

Salesforce Help & Training
Trust

Logout

3. On Setup tab, expand Apps under Platform Tools group setting. Click Installed Packages.

. Setup

Quick Find Installed Packages
All Packages
Setup Home 2 items - Sorted by Package Name
Setup Assistant
PACKAGE NAME DESCRIPTION
Administration API
> Users # AP New Test clientld authentication

+ Data Management
FTP Accounts
File Locations
Key Management

Parameter Management
Platform Tools
v Apps

Salesforce Integration

Installed Packages

4. To create new OAuth package, Click the “New” button.

nstalled Packages
-~ All Packages
2 items ~ Sorted by Package Name

PACKAGE NAME DESCRIFTION INSTALL DATE

173



5. Provide the name and description of the new OAuth package. Click “Save” button:

New Package Details

Description

6. Below is an example of the Details Summary for a newly created OAuth package.

DETAILS ACCESS

API Integration

Client Id Client Secret Integra
DGz FIBl ] iy Server-

Authentication Base URI @
B BN S0 el St el Bl et N g Al BEE T ]

Scope
Access: Offline Access
Email: Read, Write, Send
Documents and Images: Read, Write
Automations Read, Write, Execute
Audiences: Read, Write
List and Subscribers Read, Write
WMarketing Cloud Connect Read, Write
Data Exdensions: Read, Write
File Locations: Read, Write
Tracking Events: Read, Write
Callbacks: Read, Delete, Update, Create

Summary

Name Description

APl New Test clientld authentication

Type @ Status Source Account Package Id

Custom In Development RedPoint Global 617da2d0-35c8-4670-808c-49dbaaafc9ad
Components

tion Type @
o-Server

REST Base URI @ SOAP Base URL @
(LN I AT RN O W ] & hitgs:¥mogplidhy Izt

JWT Signing Secret
Xwia YHEQDE CTTEEE=hauSISuRy

Ikag seap matelingcloudapis cond' Gl

a

7. Modify the default scope of the OAuth package by clicking the “Edit” button:

Add Component

Edit
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8. In the Edit dialog, select the appropriate API permissions for the OAuth package. Click the “Save” button:

Edit

Set Server-to-Server Properties

Scope
CHANMNELS
Email oTT Push SMS Social
+| Read Read Read Read Read
v Write Send Write Write Write
v Send Send Send Publish
Post
Web
Read
Write
Publish
ASSETS

Documents and ~ Saved Content

Images Read

+ Read Write

+| Wrte

AUTOMATION

Automations Joumeys

v Read Read

v | Write Write

+ | Execute Execute

Activate/Stop

Cancel Save

9. Below are the default OAuth scopes, required by Redpoint Interaction:

Scope
Access: Offline Access
Email: Read, Write, Send
Documents and Images: Read, Write
Automations: Read, Write, Execute
Audiences: Read, Write
List and Subscribers: Read, Write
Marketing Cloud Connect: Read, Write
Data Extensions: Read, Write
File Locations: Read, Write
Tracking Events: Read, Write
Callbacks: Read, Delete, Update, Create

10. Within the configuration of the SFMC Email and Data Transfer channels, enable “Use OAuth authentication”
and enter the Client Id and Client secret values, as shown on the Details Summary page in the SFMC portal.

Use DAuth authentication: If set, DAuth authentication used to connect Salesforce Marketing Cloud service

Client 1D: Client ID used to connect Salesforce Marketing Cloud service

Client secret: Client secret used to connect Salesforce Marketing Cloud service
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5.10 DotDigital Account Configuration
5.10.1 Creating a Free DotDigital Account

This section describes how create a free DotDigital account (if required). Please follow the steps
below:

1. Browse to the DotDigital website: https://www.dotDigital.com/.

2. To acquire a free trial account, click Free Trial.
3. Complete the form and click Submit.

4.  An email will be sent to your email inbox for verification.

5.10.2 Create APl user

This section describes how to create an API user to connect to the DotDigital service. Please follow
the steps below:

1. Open the DotDigital portal at https://login.dotdigital.com/

2. Click the lower leftmost icon, then choose Access.

Account

Access

Exporis

Recycle bin

Domain names
Channel management
Insight data

What we're working on

@
- [* Logout

3. Go to the API users tab, then click New User.
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https://www.dotmailer.com/
https://www.dotmailer.com/
https://login.dotdigital.com/

Dashboard Campaigns ~ Automation ~ Contacts ~ Reporting ~

Access

Access | APl usersj Transactional emall users

@ Your API endpoint is https://r3-api.dotmailer.com.

To start using the API you'll need to create an APl managed user. You can see the APl methods

| Newuser | [ Delete [JESEY Q

No API users found

4. Complete the form, and press Save when done.

Dashboard Campaigns ~ Automation ~ Contacts ~ Reporting ~

Manage users

details

Email address * apluser-92c82132a97d@apiconnector.com
Description API user to connect to the DotMailer service
Password eeescenee
Confirm pass scssessee

Status ® Enabled

Disabled
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5.10.3 Setting Up External Dynamic Content

This section describes how to set up a public facing URL to use for RPI dynamic content. Please follow the steps
below:

1. In Windows Explorer, open the RPI deployment files folder. Go to the Plugin Services folder.
2. Copy the DotDigitalEdcService folder, then paste it into the ‘C:\inetpub’ folder.

3. OpenliS.

4. Right-click Sites, the select Add Web Site.

5. Complete the details as shown below. You may need to use another port number if port 80 is
already in use.

Add Website ? X

I DotMaiIerEchervice{ I‘ DotMailerEdcService l Select...

Content Directory

Physical path:
|C:\inetpub\DotMaiIerEchervice I

ass-through authentication

Connect as... Test Settings...
Binding
Type: IP address:
http v |All Unassigned
Host name:

| [] Add to Hosts file

Example: www.contoso.com or marketing.contoso.com

Start Website immediately

6. Press OK to save the new website.
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5.10.4 Configure External Content Shared Folder

This section describes how to configure an external content shared folder for use by DotDigital.
Please follow the steps below:

1. Login to RPI Server Workbench.

2. In the Configuration tab, locate the DotmailerExternalDynamicContentSharedFolderPath setting and
specify a shared folder path.

3. Save your change.
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5.11 Listrak Account Configuration

This section describes how to create configure Listrak for use with RPI. Please follow the steps below:

1. Log into the Listrak portal at https://admin.listrak.com/Account/Login.aspx.

2. Navigate to Manage > Integrations

| nteg ratlons Integrations

3. Inthe New Integration form, Complete the following details:

Integration Name

Integration Type: set to ‘API: Email’

Access Levels: check List, Contact and Message

Add your machine IP address to the IP Address Whitelist
Copy the Client ID and Client Secret to a text file

Mew Integration

4. Save your changes.
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5.12 Mailchimp Account Configuration

5.12.1 Create a Mailchimp Account

This section describes how create an account in Mailchimp. Please follow the steps below:

1. Visit the Mailchimp sign-up page by navigating to https://login.mailchimp.com/signup in a web
browser.

2. Provide your email address, username, and password. Click Get Started.

Get started with a free
account

Username

Password ® Show

3. A confirmation message will be displayed. Check your mail inbox for the account activation email to
complete your account setup.

4. Open the account activation email and click Activate Account.

€

We're glad you're here,
Amelia

R

(Just confirming you're you.)
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5. In the Confirmation screen, check the I'm not a robot checkbox, and click Confirm Signup.

Confirm you're human

Since you've made it this far, we want to assume you're a real, live
human. But we need to be super sure you aren't a robot.

I'm Not A Robot
e

5.12.2 Provision a New API Key

This section describes how to create an API user to connect to Mailchimp service. Please follow the steps below:
1. Inaweb browser, navigate to https://login.mailchimp.com/ to log in.

2. Enter username and password and click the Login button.

3. Under account profile, navigate to Account > Extras and select API Keys from the dropdown list.

o A" rommel v
reats WY RedPoint Global

Motifications >

Profile

Connected Sites

Account I
Lag Out
Privacy and T
Accgunt Extras Menu
Overview Settings ¥ Billing ~ Integrations  Transactional
Rewards
Forever Free plan
APl keys

Subscribers

4. Click the Create a key button to create the new API key.

182


https://login.mailchimp.com/

5.12.3 Configuring the Service URL

This section describes how to setup the service URL in the RPI Mailchimp channel configuration via, if the MailChimp
account was provision outside the United States region. Please follow the steps below.

1. When creating new MailChimp channel, the default service URL is https://us7.api.mailchimp.com/3.0/ as
shown below.

Service Credentials
Service URL: hitps.//us7.api.mailchimp.com/3.0/
Lsername:

Password:

2. You must change the first three characters that appear in the host name of the service URL to the last three
characters that appear in the API key.

Senvice Credentials
[Service URL https:f@apl maillchimp.com/3.0/
Username:
Password
APl key
b2d! -91f
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5.12.4 Re-subscribe Contacts

This section describes how to re-subscribe contact(s) via RPI when using Mailchimp. Please follow the steps below:

1. Inthe MailChimp channel configuration interface, click Choose contacts to re-subscribe to this channel.

Re-subscnbe contacts: " Choose contacts to re-subscribe to this channel

2. Add one or more email addresses and click OK.
3. If re-subscription was successful, a confirmation email will be sent to your email inbox.

4. Open the confirmation email, and click the Yes, subscribe me to this list button.

Please Confirm Subscription

Yes, subscribe me to this list

If you received this email by mistake, simply delete it. You won't be subscribed if you don't
click the confirmation link above
For questions about this list, please contact

rommel. bue@redpoiniglobal com

mailchimp
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5.13 Cordial Account Configuration

5.13.1 Sign Into Cordial Portal

This section describes how to sign into the Cordial portal. Please follow the steps below:

1. In aweb browser, navigate to https://admin.cordial.io/#login.

2. Signin by providing your Cordial credentials. Click Log me in.

Welcome

& H

42 1] 37

4166 o 0 oo

Email Performance Today

(]
3
33
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5.13.2 Provision New API key

1. Inthe Cordial portal, navigate to Administration > API Keys. You can find this option by clicking
on your username.

@ = devi@redpointglobal.com logged into Redpoint Global POC

£ Account: Redpoint Global POC & dev@redpointglobal.com

Account & Passwaord
Redpoint Global POC

Logout
£¥ Administration
Uszers

Roles and Permissions

APl Keys

Account Settings

Account Transports

Marketplace

2. Click New to add a new API key.

APl Keys swm -

e R RTON | dev@redpoinglobat.com
. Eine e E— | dev@redpointgiobatcom
Gulla_Test P TTOC PR TSCE N Y= Sy o dev@redpeintglobal.com

Showing 1223 of 3 encres revi - o

3. Provide a name for the API key and one or more the IP addresses that can access the API key.
Click Generate Key.

AP| Key

Create New APl Key

* APl key name
IP whitelist 5 x
Description:

IP Address:

+ IP Address

[CEY | Cancel

4. The API key will be used in Redpoint Interaction when setting up the Cordial channel.
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Service Credentials
Service URL: https:/fapi.cordial.io

APl key.

API service URL used to connect to Cordial service

API Key used when connecting to Cordial

5.13.3 Enable Google Cloud services

clicking on your username.

dev@redpointglobal.com logged into Redpoint Global POC

£ Account: Redpoint Global POC & dev@redpointglobal.com

Account & Password

Redpoint Global POC v
Logout

£+ Administration
Users

Roles and Permissions
APl Keys
Account Settings

Account Transports

Marketplace

In the Cordial portal, navigate to Administration > Marketplace. You can find this option by

-

2. Look for Google Cloud and click Enable.

£) Google Cloud

rpi-dev-test

RPI development

UPLOAD FILE Q

Learn more

@ Test Connection

Cancel Delete bucket “

3. Provide valid entries of Google Cloud service and click Save.
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5.14 LuxSci Account Configuration

5.14.1 Create API Integration

1. In aweb browser, navigate to https://luxsci.com/perl/member/members.pl.

2. Log into your account as an account administrator.
3. Navigate to "Account Administration".

4. Open "Account Settings > API".

Account Administration

Administration Home

W Account Setup Wizards
Account Seftings
General Settings

Security
B2 Email

[ DKIM

7 Default Tags

5. Click "Add an API Integration”.
a. Enter a name for the Integration
b. Select a “scope”
c. Click “Create Integration”

Add an API Integration

Name: MName for your APl Integration. This is just for your reference.
rpidev-user
Scope: Scope of this Integration

User (explicit login) w
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5.14.2

11.

12.

13.

14,

15.

16.

17.

18.

Retrieve API Integration Keys

In a web browser, navigate to https://luxsci.com/perl/member/members.pl.

Log into your account as an account administrator.

Navigate to "Account Administration".

Open "Account Settings > API".

Locate the API Integration.

Click on the Pencil icon to view/edit the API Integration details.

Under Access Controls, ensure the following settings are checked:
View Reports

Read access

Write access

SMTP/API Templates

Sending

Suppression

~0ooooT®

EDIT API INTEGRATION *

API Name:
QA

Secret Key: Show Key
Public Token: dynapuwl+i9t
API Host: rest.luxsci.com

Enable? YES v

S User (explicit login) ~

Access Confrols:  User-Level Command Access
User General.
[ single Sign-on
View Reports
User Settings:
Read access
B write access

[ change passwords

Email

[ Forwarding

[ Auto-Responders
SMTP/AP| Templates

& Sending

Suppression

Save the API Host, Public Token, and Secret Key, as you will need this to configure the LuxSci
channel in RPI.

NOTE: The default endpoint host for LuxSci is rest.luxsci.com, which is shared resource for pooling of
email activity by multiple LuxSci clients. However, if you are using a dedicated server, your host name
may be different. The above screenshot will provide the host name to configure in the RPI channel.

189


https://luxsci.com/perl/member/members.pl

5.14.3 Enable Event Tracking

19. In a web browser, navigate to https://luxsci.com/perl/member/members.pl.

20. Log into your account as an account administrator.
21. Navigate to "Account Administration".
22. Open "Account Settings > Email Settings".

23. Toggle the following settings to “ON”
a. Bounce Processing
b. Open Tracking
c. URL Click Tracking

& LUXSCI®

Workspaces  Account ~  Email ~  Apps ~  Hep v Logout

You have not yet enabled two-factor authentication
=3 Update Your Settings
Administrative logins need extra protection

1
im
[ ]

ACCOUNT ADMINIS TRATION ACCOUNT SETTINGS - EMAIL

@ Administration Home Save Changes
% Account Setup Wizards

Account Settings Default WebMail Signature Q_ Show Default Signature Options
General Settings

Security HIPAA Certification Seals in WebMail GFF  Hide the LuxSci HIPAA-Cerffication Seal from end users

Email Forwarding & Filtering Which users are permitted to configure user email forwarding & filtering settings?
Email Suppression
> Restriction Level Normal Users Domain Administrators ~ Account Administrators.
[r Email DKIM
v v v

€ Default Tags s
B APl orr <] v v

oFF (] (=] v

Bounce Processing @) Enable bounce processing of al email sent by all users. More detals.

1 Note: when this feature is enabled, bounces will no longer return to the sender. Instead, they will be ingested by the delivery status fracking system and show up i

Open Tracking m Enable email open tracking for all HTML email messages sent (via SMTP, WebMail, and AP1) from this account. More details.

URL Click Tracking m Enable URL click tracking for all HTML email messages sent {via SMTP, WebMail, and AP} from this account. More details-
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5.14.4

24,

25.

26.

27.

28.

Enable SMTP Header Tracking

In a web browser, navigate to https://luxsci.com/perl/member/members.pl.

Log into your account as an account administrator.
Navigate to "Account Administration".
Open "Account Settings > Email Settings".

In the SMTP Header Tracking setting, set the following values:
a. Header 1. chid
b. Header 2: leave blank
c. Header 3: leave blank

Note: be sure to update both columns with the same value.  This will tag the outbound
sends with the channelexecutionid_offertemplateintanceid value and allow the event data to
be tracked back to a specific send.

SMTP Header Tracking Track the contents of up to three specific email headers from sent email messages for the purpeses of fing-grainad email reporting and tracking.

LIFErL chid chid

Header 2

Header 3

NOTE: Starting with RPI v6.6, header values can be configured within the LuxSci channel. The
values configured in the channel must match the values configured in the SMTP Header
Tracking section.
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5.15 Paubox Account Configuration

5.15.1 Retrieve the Host URL

1. Onyour web browser, navigate to https://docs.paubox.com/docs/paubox_email_api/introduction/

2. Under Base URL section, copy the shown URL, eg https://api.paubox.net/vl. This URL will be used to
configure the Host in the Paubox channel configuration within RPI.

Introduction

These are the raw API docs if you want to get creative on your own. If you're unsure where to start, visit our Quick

Start Guide to get setup.

Base URL

https://api.paubox.net/vl/<USERMAME>

5.15.2 Retrieve APl Username and API Key

1. Onyour web browser and navigate to https://www.paubox.com/ and login into your account.

2. Under “Paubox Email API” click on the “Settings” link:

Paubox Email API
Statistics
Mail Log
Settings

Quick Start Guide

3. The Settings page will display the verified domains and corresponding Endpoint Username. On the right
side of your configured domain, click Domain Settings setup icon:

(=)

Domain Settings

4. Under “API Keys” section, the existing keys will display with only an API Key prefix. Click “New API Key” to
generate a new API Key to copy and use within the Paubox channel configuration.
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5.16 Amazon Simple Email Service (SES) Account Configuration

This section describes on how to configure Amazon SES and assumes the AWS access keys have been obtained,
which include the access key ID and secret key.

5.16.1 How to set up configuration set

Amazon SES configuration set allows event publishing to track email activities

1. On your web browser, login to AWS console service portal https://console.aws.amazon.com/

2. Navigate to Amazon Simple Email Service:

aws

Services ¥

Amazon SES X AmazonSES > Account dashboard
Account dashboard Account dashboard
Reputation matrics
¥ Configuration Your Amazon SES account is in the sandbox in Asia Pacific (Singapore)

Verifed i In a sandbox environment, you can use all of the features offered by Amazon SES; however, certain sending limits and restrictions apply. When you'r
erified identities .
submit a request for production access. Learn more [4

Configuration sets

Dedicated IPs

Email templates Sending limits info

Suppression list New

Cross-account notifications New Daily sending quota Maximum send rate

200 emails per 24-hour period 1 email per second

Use the classic console Learn more about monitoring your Amazon SES sending quotas [4

3. Click Configuration > Configuration sets in left navigation bar:

'?1\‘_'\’-5 Services ¥
Amazon SES X

Account dashboard

Reputation metrics

¥ Configuration
Verified identities
Configuration sets
Dedicated IPs
Email templates

Suppression list New
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4. Click the “Create set” button to enter the configuration:

Amazon SES Configuration: Configuration sets

Configuration sets

Organize, track, and configure segments of your email sending program through configuration sets.
Specify which sending events to publish and where to publish them by adding event destinations.

All sets (4) info

Configuration sets are groups of rules you can apply to the messages you send.

5. Enter the Configuration set name and click the “Create set” button:

Amazon SES Configuration: Configuration sets Create set

Create set

A configuration set is a group of rules you can apply to the messages you send through Amazon SES.
General details

Configuration set name

DemoCenfigurationSet|

64 character limit. Only letters, numbers, underscores, and dashes are permitted.
Sending IP pool Info
When you send email using this configuration (config) set, messages will be sent from the dedicated IPs in the assigned pool.

default v

Tracking options Info
Use your own redirect domain to handle open and click tracking for this configuration set. To enable tracking, you must add an event
destination.

Use a custom redirect domain

» Advanced delivery options

194



Once redirected to the created configuration set, click on the “Event destinations” tab:

Amazon SES Configuration: Configuration sets DemoConfigurationSet
DemoConfigurationSet Delete | | Disable sending
Overview Event destinations

General details info

Sending status Sending IP pool Custom redirect domain
@ Enabled default -

Configuration set name Transport Layer Security (TLS)

DemoCeonfigurationSet Optional

Click Add destination:

Amazon SES Configuration: Configuration sets DemoConfigurationSet
DemoConfigurationSet Detete | [ Disable sending
Overview Event destinations

All destinations (0) info

Q @
Name 'y Destination v Event types v Event publishing v

No destinations

No destinations to display for this configuration set.

Add destination
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8. Select the following event types and click Next:

Select event types

Email sending events are metrics relating to your sending activity that you can measure using Amazon SES. Choose which
types of sending events you'd like Amazon SES to publish to your event destination.

Sending and delivery
Sends

The call was successful and Amazon SES will attempt to deliver the message to the recipient's mail server.

3

[ Rendering failures
The message wasn't sent because of a template rendering issue.

Rejects.
Amazon SES accepted the message, but determined that it contained a virus and didn't attempt to deliver it to the recipient’s mail

server.

i
Amazon SES successfully delivered the message to the recipient's mail server.

Hard bounces
The recipient's mail server permanently rejected the message.

Complaints
The message was successfully delivered to the recipient’s mail server, but the recipient marked it as spam

a

Delivery delays
The message couldn't be delivered to the recipient’s mail server because a temporary issue occurred.

a

Subscriptions
The email was successfully delivered to the recipient. The recipient updated the subscription preferences by clicking List-Unsubscribe
header or via the Unsubscribe webpage linked to the email footer.

Open and click tracking Info
Measure subscriber engagement by tracking open and click events for messages sent using this configuration set.

Opens
Clicks

Tracking options
To use a custom redirect domain, you must edit your tracking options at the configuration set level.

Cancel Next

9. Select the “Amazon SNS” destination type and enter and event destination name and then click
the “Create SNS topic” button:

Specify destination
An event destination is an AWS service to which email sending events can be published. Choosing the appropriate destination
depends on the level of detail you want to capture and how you want to receive the data.
Destination options
Destination type Info
Amazon Amazon Kinesis Amazen Pinpoint O Amazon SNS

CloudWatch Data Firehose

Name

DemoEventDestination|

Name can include letters (A-Z), numbers (0-9), dashes (-), and hyphens (—). No spaces.

Event publishing
‘Amazon SES will publish the selected events to this event destination.

Enabled

Amazon Simple Notification Service (SNS) topic

In Amazon SN, a topic is a logical access point that acts as a communication channel

SNS topic
Amazon SES will notify the selected topic when a message produces any of the chosen event types.

Cancel
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10. Enter Topic name and click “Create topic” button:

Create SNS topic X

The topic name you specify will be used to create Amazon Resource Name (ARN), a
unique identifier for your Amazon SNS topic.

Topic name

| DemuTopicNamr:{ |

256 character limit. Only letters, numbers, underscores, and dashes are permitted.

Display name - optional
A display name is required if you intend to receive notifications through SM5.

100 character limit.
cance' m

11. Select the newly created AWS SNS topic and click the “Next” button:

Specify destination
An event destination is an AWS service to which email sending events can be published. Choosing the appropriate destination
depends on the level of detail you want to capture and how you want to receive the data.

Destination options

Destination type Info

() Amazon (' Amazon Kinesis ' Amazon Pinpoint © Amazon SNS

CloudWatch Data Firehose

Name

DemoEventDestination

Name can include letters (A-2), numbers (0-9), dashes (-}, and hyphens (—). No spaces

Event publishing
‘Amazon SES will publish the selected events to this event destination

Enabled

Amazon Simple Notification Service (SNS) topic

In Amazon SNS, a topic is a logical access point that acts as a communication channel

SNS topic
Amazon SES will natify the selected topic when a message produces any of the chosen event types.

DemacTopicName v ‘
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12. Review your event destination and click the “Add destination” button:

Review

Step 1: Select event types

Event types

Sending and delivery

Sends, Rendering failures, Rejects, Deliveries, Hard bounces, Complaints, Delivery delays, Subscriptions, Opens, Clicks

Step 2: Specify event destination

Destination options

Destination type

Amazon SNS

Name

DemoEventDestination

Event publishing
Enabled

Amazon Simple Notification Service (SNS) topic

SNS topic

DemoTopicName

Cancel Pre:

us Add destination

13. When redirected to the newly created event destination, hover over Destination Type and click on
the “Amazon SNS” link:

Amazon SES Configuration: Configuration sets DemoConfigurationSet DemoEventDestination

DemoEventDestination

Summary for DemoEventDestination

Name Destination type Event publishing
DemoEventDestination Amazon SNS [ ® Enabled

Event types

Event types

Hard bounces, Clicks, Complaints, Deliveries, Delivery delays, Opens, Rejects, Rendering failures, Sends, Subscriptions

Amazon Simple Notification Service (SNS) topic

SNS topic

DemoTopicName
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14. Click on the newly created topic name:

Amazon SNS Topics

Topcs 9 e one |

Q 1 @

Name ry Type v ARN v

arn:aws:sns:ap-southeast-

DemoTopicName Standard 1:656810741044:DemoTopicName

15. In the Subscriptions panel, click the “Create subscription” button:

Amazon SNS Topics DemoTopicName

DemOToplcName ‘ Edit || Delete H Publish message ‘
Details

Name Display name

DemoTopicName -

ARN Topic owner

arn:aws:sns:ap-southeast- 656810741044
1:656810741044:DemoTopicName

Type

Standard

Subscriptions Access policy Delivery retry policy (HTTP/S) Delivery status logging
Encryption Tags

Subscriptions (0)

Create subscription

16. Select HTTPS as the protocol and enter the endpoint to the Amazon SES Callback Service
server:

AmazonSNS > Subscriptions » Create subscription

Create subscription

Details

Topic ARN
Q amniawsisns:ap-southeast-1:656810741044:DemoTopicName X

Protocol
The type of endpoint to subscribe

HTTPS v

Endpoint
‘A web server that can receive notifications from Amazon SNS.

| htps://www.example.com /callbackservicd

Enable raw message delivery

@ After your subscription is created, you must confirm it. info
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17. Click the “Create Subscription” button, which will redirect the page to the Subscriptions screen.
The status for that subscription will show as “Pending confirmation”.  This subscription will need
to be confirmed before AWS will begin posting the event.

Amazon SNS Topics

Details

ARN

arniaws:sns:ap-southeast-

4dab-9c7e-80955c743635

Endpoint

Topic

DemoTopicName

https://www.example.com/callbackservice

DemoTopicName Subscription: 27423039-257b-4da6-9c7e-80955c743635

Status

Subscription: 27423039-257b-4da6-9¢7e-80955c¢743635

@ Pending confirmation

1:656810741044:DemoTopicName:27423039-257b-

Protocol
HTTPS

Disabled

Raw message delivery

18. To confirm the subscription, open a separate browser tab and navigate to AWS SES callback
service configured for this instance, formatted as: http://<server name>/status/<RPI Client ID>.
Under the “EmailMetricsLocationStatus” section, copy the “AWS Subscribe URL” to another
browser tab, which will confirm the subscription for the AWS SNS Topic event publishing.

5.16.2 Amazon SES Performance Limitations

During outbound fulfillment, the number of recipients sent per request will depend on the offer purpose

type:
Email Offer Purpose Recipients per Batch Number Of API Call
Type API Calls Completion Time
Marketing 1 1 350 milliseconds
Operational 50 1 350 milliseconds
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6 SMS Provider Configuration

6.1 Amazon Pinpoint SMS Configuration

This section describes how to create and configure Amazon Pinpoint SMS project in Amazon Web Services (AWS).
Assuming you have already an Amazon Web Services account, please follow the steps below.

6.1.1 Creating new Amazon Pinpoint SMS project

1. Log into to your Amazon Web Services management console by navigating to
https://console.aws.amazon.com/iam/

2. Select IAM User option and provide your Account ID or account alias. Click Next.

@ Amazon Web Services Sign-ln - X +

2F%2Fconsole.aws.amazon.com%2Fconsale%2Fhome%3H

dws

& c @ signin.aws.amazon.com/signin?redirect_uri=https%e3

Signin

O Root user
Account owner that performs tasks requiting
unrestricted access. Learn more

® 1AM user
User uithin an account that performs daily tasks.
Learn more

Account ID (12 digits) or account alias

Next

By continuing, you agree to the AWS Customer
Agreement or other agreement for AWS services, and the
Privacy Notice. This site uses essential cookies. See our
Gookie Notice for more information.

Create a new AWS account
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3. Provide your IAM username and password. Click Sign in.

adws

Sign in as IAM user

Account ID (12 digits) or account alias
iiinn

IAM user name

Password

] Remember this account

Sign in using root user email

Forgot password?

4. Once you have logged in successfully, you will be redirected to AWS management console. In the services
search box, look for Amazon Pinpoint. Click Amazon Pinpoint.

Services | Q pinp

@ Resource Groups & Tag |

Services

Features (1)

Blogs (104) @

Documentation (1)

Events (1)

Features

h feature

5. If you are using an existing Amazon Pinpoint project, proceed to step #9.
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6. You will now be redirected to Amazon Pinpoint management console. To create new project, enter the
project name and click Create a project.

Get started

To get started with Amazon Pinpoint, create a project.

Project name

7. In the Configure features page, configure SMS. Click Configure button.

Configure features

Choose a feature to add to your project. You can add more features later.
Project features
Messaging channals and respanse metrics

Email sMS Push notifications
Send personalized e, 10 your customers. nfo Send SMS text me

ges from shared ox reserved phone

Send push

15 10 users of your mabile apps. info

Configure Configure Configure

Application analyties

Mobile app analytics Web app analytics

Track usage metrics for mebile zpplications. Info Track usage metrics for web-besed applications. Info

8. Select Enable the SMS channel for this project option. You may leave other settings as it is.
Click Save changes.

Pinpoint All projects tets Configure features Set up SMS

Set up SMS
General settings

Enable the SMS channel for this project

¥ Account-level settings

The settings in this section apply to all SMS messages that you send from your AWS account, including messages that you send using other AWS
services.
Default message type
The type of messages you plan to send from this project. Info
Transactional
Time-sensitive content, such as one-time passcodes.
© Promotional
Non-critical content, such as marketing messages.
Account spending limit
The maximum amount of money, in USD, that you want to spend sending SMS messages each month. The limit for accounts in the sandbax is 1($1.00). Info
20

The spend limit that you specify can't include decimals. The minimum value is 0, and the maximum value is 20.

(Optional) Account sender ID

The identity that appears on recipients' devices when they receive this message. Support varies by country or region. Info

Your sender ID can contain up to 11 alphanumeric or hyphen (-) characters. It has to contain at least one letter, and it can't consist only of numbers. It has to start and end with
with an alphanumeric character. Some countries and regions may have additional restrictions.

» Advanced configurations - optional
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6.1.2 Enabling Amazon Pinpoint SMS on existing project

1. To enable Amazon Pinpoint SMS on existing Pinpoint project, select your Pinpoint project from the All
projects list, as shown in the image below.

Pinpoint All projects
All projects (4)
Q
Project name v Project ID
rpidev-test-pinpoint 4838bfa332d245cca2c01f6977c68dET
MyAmplifyAppRPINotif-dev f31699bcbbecdcl3accbedbee1d772f
test aws pinpoint f970131914064d44a98d675a1ed8d0a

2. Expand Settings menu from the left pane and click SMS.

a_\ﬁ'_s 52 Services Q

(D Before you can send email, you have to verify an em:
on the Settings > Email page.

Pinpoint

All projects

Pinpoint All projects MyAmplifyAppRPINotif-de

MyAmplifyAppRPINOtf- MyAmplifyAppRPINotif-dev

dev
P Analyt . . .
rEe Application analytics info
Segments
Campaigns
Journeys Last 30 days

Test messaging
Notifications
¥ Settings

General settings
Email
SMS
Push notifications
Mobile app analytics
Web app analytics

Event stream
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3.

In the Edit SMS general settings, select Enable the SMS channel for this project option. You may leave
other settings as it is. Click Save changes.

Edit SMS

General settings

Enable the SMS channel for this project

w Account-level settings

The settings in this section apply to all SMS messages that you send from your AWS account, including messages that you send using other AWS
services.
Default message type
The type of messages you plan to send from this project. Info
Transactional
Time-sensitive content, such as one-time passcodes.

O Promotional
Mon-critical content, such as marketing messages.

Account spending limit
The maximum ameount of money, in USD, that you want to spend sending SMS messages each month. The limit for accounts in the sandbox is 1 ($1.00). Info

20

The spend limit that you specify can't include decimals. The minimum value is 0, and the maxkimum value is 20.

(Optional) Account sender 1D

The identity that appears on recipients' devices when they recsive this message. Support varies by country or region. Info

Your sender 1D can contain up to 11 alphanumeric or hyphen (-} characters. It has to contain at least one letter, and it can't consist only of numbers. It has to start and end with
with an alphanumeric character. Some countries and regions may have additional restrictions.
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6.1.3

6.1.4

Create Pinpoint import Segment ARN role

Please navigate and follow the steps provided the links below.

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles create for-service.html

https://docs.aws.amazon.com/pinpoint/latest/developerquide/permissions-import-
segment.html#permissions-import-segment-trustpolicy

The Pinpoint Segment ARN role name will be used in Redpoint Interaction (RPI) Amazon Pinpoint Email
connector. The role must have required permission to access the Amazon S3 bucket folder.

Segment role ARN | Amazon Resource Name (ARN) used to authorize Pinpoint to access Amazon 53 bucket folder

Configure Amazon Kinesis for Event Data Processing

This section describes how to create and configure Amazon Kinesis in Amazon Web Services (AWS).
Kinesis will be used to capture an event data for Pinpoint SMS (and Pinpoint Email if applicable). Assuming
you have already an Amazon Web Services account, please follow the steps below.

6.1.4.1 Provisioning a new Amazon Kinesis Data Streams

1. In Amazon Kinesis left pane menu, click Data streams.

Amazon Kinesis X Amazon Kinesis » Data streams

@ New an-demand mode for Kinesis data streams.
On-demand mode eliminates the requirement to manually provision and scale your data streams. With on-demand made, your data streams automatically scale their write capacity of up to 200 MiB/secand. Learn more [

Dashboard

Data streams (1) 1w PR e o s |

Q. Find data streams i @

y Consumers with v
Hame A4 Status ¥ Capacity mode ¥ Provisioned shards ¥ Dataretentionperiod ¥  Encryption

enhanced fan-out
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2. Click Create data stream to create new data stream.

3. Enter the name of the data stream and select Provisioned option.

Amazon Kinesis Data streams Create data stream

Create data stream

Data stream configuration

Data stream name

Enter name

Acceptable characters are uppercase and lowercase letters, numbers, underscores, hyphens and periods

Data stream capacity info

Capacity mode

On-demand O Provisioned

Use this mode when your data stream’s throughput Use provisioned mode when you can reliably estimate
requirements are unpredictable and variable. With on- throughput requirements of your data stream. With
demand mode, your data stream's capacity scales provisioned mode, your data stream's capacity is fixed.

automatically.

Provisioned shards
The total capacity of a stream is the sum of the capacities of its shards. Enter number of provisioned shards to see total data stream
capacity.

1

Minimum: 1, Maximum available: 199, Account quota limit: 200. Request shard quota increase E

Total data stream capacity
Shard capacity is determined by the number of provisioned shards. Each shard ingests up to 1 MiB/second and 1,000 records/second and
mits up to 2 MiB/second. If writes and reads exceed capacity, the application will receive throttles.

Write capacity Read capacity
Maximum Maximum
1 MiB/second and 1,000 records/second 2 MiB/second
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4,

Click Create data stream

The total capacity of a stream is the sum of the capacities of its shards. Enter number of provisioned shards to see total data stream
capacity.

1

‘ Shard estimator

Minimum: 1, Maximum available: 199, Account quota limit: 200. Request shard quota increase [A

Total data stream capacity
Shard capacity is determined by the number of provisioned shards. Each shard ingests up to 1 MiB/second and 1,000 records/second and
emits up to 2 MiB/second. If writes and reads exceed capacity, the application will receive throttles

Write capacity Read capacity
Maximum Maximum
1 MiB/second and 1,000 records/second 2 MiB/second

® Provisioned mode has a fixed-throughput pricing model. See Kinesis pricing for Provisioned mode [4

Data stream settings

You can edit the settings after the data stream has been created and is in the active status.

Setting Value Editable after creation
Capacity mode Provisionad ® Yes
Provisioned shards 1 ® Yes
Data retention period 1 day ® ves
Server-side encryption Disabled @ Yes
Monitoring enhanced metrics Disabled ® Yes
Tags - ® Yes

Cancel eate data stream
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5.

6.

7.

8.

In Amazon Kinesis left pane menu, click Delivery streams.

Amazon Kinesis

Dashboard

Data streams

Delivery streams
Analytics applications
v Resources

what's new [

I © introducing the new Kinesis Data Firehose console experience

We've designed the Kinesis Data Firehose console to make it easier to use. The changes include a new Layout for faster access to information. Let us know what you think.

Amazon Kinesis > Delivery stream

Delivery streams () ¢ [ cruss sty |

pinpont-kiness firchose @ active MapO4 2.  Oirect PUT Notenabled  Amazonss  pinpontdatastream firchase B3

Click Create delivery stream to create new delivery stream.

Amazon Kinesis Delivery streams Create delivery stream

Create a delivery stream i«

Services Q

» Amazon Kinesis Data Firehose: How it works

Choose source and destination

Specify the source and the destination for your delivery stream. You cannot change the source and destination of your delivery stream once
it has been created

Source  Info

Amazon Kinesis Data Streams v

Destination  Info

Amazon 53 v

Source settings

Kinesis data stream

arn:aws:kinesis:ap-southeast-1:656810741044:stream/pinpoint-kinesis-datast ‘ Browse ‘ ‘ Create [

Format: arn:aws kinesis:[Region]:[Accountld]:stream/[StreamName]

Choose Amazon kinesis Data Streams as your source and choose Amazon S3 as your destination.

In the Source settings, browse and choose the data stream you have previously created.

Choose Kingsis data stream

Kinesis data streams (1/1)
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9. Enter the name of the delivery stream and leave other default options.

Delivery stream name

Delivery stream name

pinpoint-kinesis-firehose

Acceptable characters are uppercase and lowercase letters, numbers, underscares, hyphens, and periods

Transform and convert records - optional

Configure Kinesis Data Firehose to transform and convert your record data.

Transform source records with AWS Lambda  Info

Kinesis Data Firehose can invoke an AWS Lambda function to transform, filter, un-compress, convert and process your source data records.
The specified AWS Lambda function can also be used to provide dynamic partitioning keys for the incoming source data before its delivery
to the specified destination.

Data transformation

O Disabled
Enabled

Convert record format  Info

Data in Apache Parquet or Apache ORC format is typically mare efficient to query than JSON. Kinesis Data Firehose can convert your JSON
formatted source records using a schema from a table defined in AWS Glue [}. For records that aren't in JSON format, create a Lambda
function that converts them to JSON in the Transform source records with AWS Lambda section above.

Record format conversion
© Disabled
Enabled

10. In the destination settings, choose an Amazon S3 bucket folder. You will need to create an S3 bucket if it does

not exist. The event data will be written to the chosen bucket folder.

Choose a bucket in Amazon 53

Buckets (48]

Q pin X | 1match

Name (2 v Region

pinpoint-datastream-firehase Asia Pacific (Singapare)

Cancel

The bucket folder configured here will be used as Amazon S3 event bucket folder in Amazon Pinpoint Email

channel plugin configured in Redpoint Interaction.

Amazon 53 event bucket folder. [ ) AWS S3 Provider - pinpoint-datastream-firehose Amazon 53 bucket folder path configured as SMS event destination
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11. You may leave other default options. Click Create delivery stream.

Destination settings infe

Specify the destination settings for your delivery stream.

S3 bucket

s3://pinpoint-datastream-firehose ‘ Browse ‘ | Create [

Format: £3://bucket

Dynamic partitioning  Info

Dynamic partitioning enables you to create targeted data sets by partitioning streaming 53 data based on partitioning keys. You can
partition your source data with inline parsing and/or the specified AWS Lambda function. You can enable dynamic partitioning anly when
you create a new delivery stream. You cannot enable dynamic partitioning for an existing delivery stream. Enabling dynamic partitioning
incurs additional costs per GiB of partitioned data. For more information, see Kinesis Data Firehose pricing. [

© Disabled

Enabled

S3 bucket prefix - optional
By default, Kinesis Data Firehose appends the prefix "YYYY/MM/dd /HH" (in UTC) to the data it delivers to Amazaen S3. You can override this
default by specifying a custom prefix that includes expressions that are evaluated at runtime

@

A
You can repeat the same keys in your 53 bucket prefix. Maximum S3 bucket prefix characters: 1024

S3 bucket error output prefix - eptional

You can specify an S3 bucket error output prefix to be used in error conditions. This prefix can include expressions for Kinesis Data Firehose
to evaluate at runtime.

p Buffer hints, compression and encryption
The fields below are pre-populated with the recommended default values for 53. Pricing may vary depending on storage and request
costs.

v

Advanced settings

Server-side encryption disabled; error logging enabled; |1AM role KinesisFirehoseServiceRole-pinpoint-ap-southeast-1-1658400414244;
no tags.
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12. In the Settings menu of your Pinpoint Email project, click Event stream.

Pinpoint All projects rpidev-test-pinpoint Settings Event stream Edit event stream

Event stream settings
Services
Stream campaign response and app event data for long-term storage and additional analysis.

Stream to Amazon Kinesis
Stream events for email, SMS, push notifications and app analytics to Amazon Kinesis
Choose a stream type

Amazon Kinesis offers s that you can use to load and analyze streaming data. Cheose the type of stream you want to create. Info

Send events to an Amazon Kinesis Data Stream
Bulld applications that process your data streams In real-time
© Send events to an Amazon Kinesis Data Firehose stream
Transfer and load streaming data into Amazon 53, Amazon Redshift, or several other services.

pinpoint-kinesis-firehose v

You can create new streams on the Amazon Kinesis console [

1AM role

Choose an 1AM role that allows Amazon Pinpoint to send events to Amazen Kinesis. Info

© Use an existing role
Automatically create a role

PinpointSegmentimport v

Cancel m

13. In the Event stream settings, select Stream to Amazon Kinesis option.

14. Choose Send events to an Amazon Kinesis Data Firehose stream option and select your previously created data
stream

15. Finally, you can use existing or create new IAM role for the event stream.
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6.2 Twilio Account Configuration

This section describes how to get a Twilio account SID, authorization token and number.

6.2.1 Getting an Account SID and Authorization Token

An account SID and an authorization token are both required when integrating Twilio with RPI. Please follow these
steps to obtain them.

1.

4,

5.

Sign up for a Twilio account and log in at https://www.twilio.com.

Once your account has been verified and has a phone number, click Dashboard. The Account SID is already
displayed.

Click ‘Show’ under the ‘Auth Token’ to show the authorization token
@ twilio
My first Twilio... TRIAL

N
L
Dashboard © Learn the basics of Twilio How does Twilio Work?

@) Billing . o )
T My first Twilio project Dashboard
Settings Project Info
Upgrade
TRIAL BALANCE TRIAL NUM BER
$14.50 +12¢

REFERRAL PROGRAM
Refer your network to Twilio — give $10, get $10. =P Ree Ny Ery N o)
ACCOUNT SID
ACSb! o
AUTH TOKEN
Hide 6301 o

The account SID and authorization token can also be retrieved by going to the Account Settings page.

L 7 8
Settings

Subaccounts

Your live API credentials will be shown as displayed. Click the Lock button to show the authorization token.

213


https://www.twilio.com/

6.

Add an extra layer of protection to Twilio accounts.
Once you enable 2FA, all users accessing this account must enter verification codes sent on the channel they prefer.

To enable 2FA for yourself, go to User Settings

(®) DISABLED Do notrec

ONCE PER COMPUTER  Trust

EVERY LOG-IN eIl always ask for & verification code

API Credentials

LIVE Credentials Learn about REST AP| Credentials 2 TEST Credentials
ACCOUNT SID TEST ACCOUNT SID
AC9b! AC41

Used to exercise the REST AP| Used to exercise the REST AP
AUTH TOKEN TEST AUTHTOKEN

© 6 ©a

Request a Secondary Token

Keep this somewhere and secure

Keep this somewhere safe and secure

You can also view the credentials of the subaccounts by going to the Subaccounts page

My first Twillo... TRIAL v Sattings /

dashboard

Subaccounts

Billing

Subaccounts in Twilia are just accounts that are “owned” by anather

unt. Using a subat

ment each of your customers’ use of Twilio and it separate from all the re:

of eact mer indepe

Seftings Note: € ill be 30 days after closure

Subsccounts

, allowing you to easily manage the activity and resources
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6.2.2 Getting a Twilio number

Follow these steps to obtain a Twilio number.

1.

Sign up for a Twilio account and log in. https://www.twilio.com.

Initially, your account will be associated with an existing phone number. You can choose to release your initial
number and buy a new one if you upgrade your account.

. Dashboard © Learn the basics of Twilio How does Twilio Work
My first Twilio project Dashboard
Settings Project Info
Upgrade

Get a Trial Number

. Welcome!

Refer your network to
We've customized your onboarding guide to match what

you've told us. To get started, get a trial phone number.
AC9b5ad48f567888

Upgrade Project o &

Phone Numbe

Active Numbers

Manage Numbers

Active Numbers

hitps://dema twilio.com/ welcome,/voice/

. - Viice
[ =]
S ; = https://dema twilio.com/welcome/ sms/ reply.

Messaging

(national)
(beta)
(hosted)

Buy additional numbers for your account by going to the Dashboard and hovering over ‘Need more numbers?’
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My first Twili

. TRIAL v Phone Numbers /

W phone Numbers Buy a Number

Manage Numbers

COUNTRY 3 Philippines (+

Buy a Number
Verified Caller IDs @ Not find

the number? We can often get the number for you

Port & Host

MATCH TO v
Regulatory First part of number

Compliance

Tools — —

CAPABILITIES  (8) ANY Fax O sms

Usage

Getting Started

Show Advanced Search
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6.3 Vibes Account Configuration
6.3.1 Vibes Configuration

This section assumes that a Vibes account has already been provided with a username and password,
and that a short code or long code have been provisioned to send SMS messages within RPI.

6.3.1.1 Acquiring the message code

1. Open a web browser and login to the Vibes portal: https://cm.vibescm.com/app
2. Navigate to Campaign Manager

3. Copy the message code located on the top right corner of the portal and paste it to the “Message
Code” textbox within the Vibes channel configuration in RPI:

H » st i Waller Manager Analyri
‘\nbes Dashboard Campaign Manager Wallet Manage Analytics Redpoint T — (2]
Mobile Database Incentives Campaigns Messages Default Messages Message Code ®E 16824003076
ubs 5 Subscribers Custam Fislds Uploads v Test Groups
Seach =3 rpidev -
rpidev 0 0
s
Nov 25 — Dec 1, 2021
— - - - ——t 0
0
0
0
NOV 26 NOV 27 NOV 28 NOV 29 NOV 30 DEC 01
Subscriptions by: campaign = carmier Recent Broadcasts +New
No Broadcasts
Scheduled Broadcasts
No Broadcasts

6.3.2 Vibes Performance Limitations

The Vibes API can only support up to 100 SMS subscribers per API call. Each send API request will take
approximately 10 milliseconds to complete. For example, if the audience is targeting 1000 SMS
recipients, the offer fulfillment step will make 10 total requests, for a total of approximately 100
milliseconds to complete the send.
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7 External Content Provider Configuration

7.1 Drupal

This section shows how to configure Drupal CMS v7.x for Redpoint Interaction to support the Drupal External Content
Provider (ECP) plugin.

7.1.1 Service Module Installation

1. In aweb browser, log into the Drupal content management system.

User login

Username *

Password *

* (Create new account
+ Request new password

Log in

2. Atthe toolbar, click Modules.

# Dashboard Content ' Structure Appearance People ' Modules Configuration  Reports  Help

3. Scroll down and locate the Services module (if currently installed; if not, please continue to the
next step).
4. Inthe Modules page, click Install new module.

Download additional contributed modules to extend Drupal's functionality.

Regularly review and install available updates to maintain a secure and current site.

+ Install new module

~ CORE
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5. Inthe Install from URL textbox, enter the following ftp URL: http://ftp.drupal.org/files/projects/services-7.x-

3.7.zip
Click Install:

Installing modules and themes requires FTP access to your serve

You can find modules and themes on drupal.org. The following fild

Install from a URL
http:/fftp.drupal.org/files/projects/senices-7.x-3.7.zip

For example: http://ftp. drupal . org/files /projects /name.tar.gz

Or

Upload a module or theme archive to install

Choose File | Mo file chosen

For example: name.tar.gz from your local computer

Install

6. Verify that the installation completes successfully.

0 Installation was completed successfully.

services
+ Installed services successfully
Next steps

+ Install another module
+ Enable newly added modules
» Administration pages

7. Click Enable newly added modules to be redirected to the Modules page.

8. Install the following modules by following the same procedure as documented in steps 4 to7:
e Ctools — http://ftp.drupal.org/files/projects/ctools-7.x-1.4.zip
e OAuth — http://ftp.drupal.org/files/projects/oauth-7.x-3.2.zip

e Libraries — http://ftp.drupal.org/files/projects/libraries-7.x-2.2.zip

Once you have successfully installed the aforementioned modules, double check the following items to see
if their status is enabled:

e Services
o  OAuth Authentication
e REST Server
e Chaos tools
e OAuth
e Libraries
10. Click Save configuration.
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7.1.2 Creating a Service Endpoint

1. Atthe toolbar, click Structure> Services.

Il Dashboard Content m Appearance People Modules Configuration Reports Help

2. Onthe Manage Services page, click Add to add a new service endpoint.

Services are collections of methods available to remote applications. They are defined in modules, and may

All enabled services and methods are shown. Click on any method to view information or test.

+ Add + Import

Storage Enabled Search
- All- v - All- v
sort by Order
Enabled, name ¥ Up v Apply Reset
NAME STORAGE

There are no endpoints to display.

Click Add to add new service endpoint.

In the Machine-readable name textbox, enter rpi_test.

Select Server option REST.

Enter rpi_test for the Path. This serves as the Service name in the RPI Drupal ECP plugin.
Select Session authentication.

Click Save.

© No ok

Machine-readable name of the endpoint *
rpi_test

The endpoint name can only consist of lowercase letters, underscores, al

Server *
REST v

Select a the server that should be used to handle requests to this endpoi

Path to endpeint *
rpi_test|

Debug mode enabled

Useful for developers. Do not enable on production environments

Authentication
#| Session authentication
OAuth authentication

Choose which authentication schemes that should be used with your end

Save
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9. On the Services page, the newly added Service endpoint named rpi_test will be displayed.

NAME STORAGE OFERATIONS

10. Click Edit Resources.
11. Select the file and user resources.
12. Click Save.

RESOURCE

} comment

+ » file

node

-

-

system

-

taxonomy_term

-

taxonomy_vocabulary

L } user

Save

13. On the Service tab, click Server.

14. Under Response formatters, select the json option.
15. Select application/x-www-form-urlencoded and multipart/form-data options for request parsing.
16. Click Save.
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7.1.3 Creating Content Type

1. Atthe toolbar click, Structure.
2. Click Content type.
3. At the list of content types, make sure you are editing the Basic page. Click Manage fields.
4. Enter the name of the field in Add new field textbox (in this example we will be using an Image content
type; set its field type to Image).
5. Click Save.
3NoW row weignts
MACHINE
LABEL FIELD TYPE WIDGET OPERATIONS
NAME
&+ Title title Node module element
Text area with a .
+ Body body Long text and summary edit  delete
summary
+
Add new field fisld images (4 | Image v Cimage v
Images Type of data to store. Form element to edit the data.
Label
+
S0 e - Select an existing field - v - Select a widget - v
Field to share Form element to edit the data.
Label
Save

6. Atthe Images field settings, set the upload destination to Public files.

7. Click Save field settings. The basic page settings for the Image field will be displayed.
Set the File directory to images. Note: this will serve as a root folder once you load the root folders in the
Drupal ECP

File directory
images

Optional subdirectory within the upload destination where files will be stored

8. Click Save settings.
9. Click Add content.

# Dashboard Content  Structure

Add content | Find content

10. Click Basic page. This enables us to create a new file within the Drupal ECP by attaching an image file to
the content.

11. Enter the title of the file and choose image file.

12. Click Save.

13. On the toolbar, Click Configuration.

# Dashboard Content  Structure  Appearance People Modules m Reports Help
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14. Click File system.

MEDIA

File system
Tell Drupal where to store uploaded files and how they are accessed.

Image styles

Configure styles that can be used for resizing or adjusting images on
display.

Image toolkit
Choose which image toolkit to use if you have installed optional toolkits.

15. Take note of the value of the Public file system path (this serves as the Public folder at the RPI Drupal ECP
plugin).

Public file system path

sites/defaultffiles

A local file system path where public files will be stored. This directory
directory and be accessible over the web.
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7.2 Umbraco

This section describes how to deploy the extension library on an existing Umbraco content management system
(CMS) v7.15.2 web application.

1. Inthe Redpoint Interaction Deployment Files, locate and open the Plugins Services\Umbraco\bin folder.

2. Locate and copy the following libraries:

RedPoint.UmbracoService7.dll
RedPoint.Plugins.Localization.dll
RedPoint.Shared.Localization.dll

3. Paste the files into the Umbraco CMS bin directory e.g. ..\wwwUmbraco752\bin\
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7.3 Google Drive

7.3.1 Creating and Configuring a Google Project

This section describes how to create and configure a new Google project. Please follow the steps below:

1. Inaweb browser, log into the Google API console (https://code.google.com/apis/console) using a Gmail
account.

2. Ifthis is your first time accessing the Google Developer Console, create a new project by clicking the Create
Project button. If not, skip this step.

= Google
Manage resources CREATE PROJECT W DELETE

= Filtertree

3. Enter the name of the project and click the Create button.

= Google

New Project

You have 24 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

[ Project name *

1ig4 L

Project |1D: rpiga-278408. It cannot be changed later. EDIT

Location *
1 Ne organization BROWSE

Parent organization or folder

CREATE CANCEL

4. Once you have successfully created the project, double-click the Project Name.

= Google 2 1DICA v

DASHBOARD ACTIVITY RECOMMENDATIONS

(i) How Google Cloud is helping during COVID-19 Learn more

8# Project info

Project name
piQA

Project ID

Pig

Project number
834

ADD PEOPLE TO THIS PROJECT

—) Go to project settings
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7.3.2 Enabling the Google Drive API

This section describes how to enable the Google Drive API. Please follow the steps below:

1.

2.

3.

From Google Project’s dashboard click Go to APIs overview > Library

= GoogleAPls o mpioa + Q  Search for APIs and Services

DASHBOARD ACTIVITY RECOMMENDATIONS

@  How Google Cloud is helping during COVID-19 Learn more

2@ Projectinfo H API APIs

Project name

pigA

Requests (requests/sec)

Project ID
"piga
Project number
8340

ADD PEOPLE TO THIS PROJECT
—> Go to project settings
415 0 a5
@ Requests: 0100
& Resources

- Goto APls overview
This project has no resources

= Google APls s rpicA =
API APIs & Services

<  Dashboard

it Library

In the API Library, search for Google Drive.

= Google APIs §» rpioA v

& Search O, google drive
Filter by 5 results

CATEGORY Google Drive API
Analytics (1) L ceede

Big data (2)

The Google Drive API allows clients to access resources from Google Drive

Once Google Drive has been found, click Google Drive APl and Enable.
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= Google/ o oA - @  Searchfor AP
< APILibrary
Google Drive API
Google
The Google Drive AP allows clients to access resaurces from Google
Drive
ENABLE TRY THIS API 17
Type Overview
APIS & services
The Google Drive API allows clients to access resources from Google Drive.
Last updated
210719, 8:35 AM Abolt Google
Boogle's mission is to organize the world's information and make it universally accessible and useful. Through
products and platforms like Search, Maps, Gmall, Andreid, Google Play, Chrome and YouTube, Geogle plays @
meaningful ol in the daily lives of bilions of people.
Service name
drive. googleapls.corn Tutorials and documentation
Learn more [

7.3.3 Provisioning New API Credentials

This section describes how to provision the Google Drive API to be utilized in Redpoint Interaction’s Google Drive
external content provider.

1. From Google Project’s dashboard click Go to APIs overview > Credentials.

Google APls 8o rpica «

API APIs & Services Credentials [ + CREATE CREDENTIALS W DELETE ]
» .
Rerashtoand Create credentials to access your enabled APls. Learn more

W Library
Remember to configure the OAuth consent screen with informati

o Credentials

iv OAuth consent screen API Keys

Domain verification D Name Creation date

Sp  Pageusage agreements No APl keys to display

2. Click Create Credentials and choose API Key.

= Google APIs 2 micA « Q Searc|
API APIs & Services Credentials + CREATECREDENTIALS W DELETE
N — APl key
v Fehnoard Create credentials to ac'  identifies your project using a simple API key to check quota and access
# Library OAuth client ID

Remembert Requests user consent so your app can access the user's data
©Ox  Credentials .
Service account
e OAuth consent screen AP Keys Enables server-to-server, app-level authentication using robot accounts

Domain verification D Name Help me choose
Asks a few questions to help you decide which type of credential to use

Sy Page usage agreements No APl keys to displa

3. Take note of your newly created API key.
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API key created

Use this key in your application by passing it with the key=API_KEY parameter.

Your APl key
Alz ¢ I3

Restrict your key to prevent unauthorized use in production.

CLOSE RESTRICT KEY

Return to the Credentials tab, click Create credentials and choose OAuth client ID.

Credentials + CREATE CREDENTIALS @ DELETE
APl key
Create credentials to ac  |dentifies your project using a simple API key to check quota and access

OAuth client ID
Remembert Requests user consent so your app can access the user's data

Service account
Enables server-to-server, app-level authentication using robot accounts

API Keys

O Name Help me choose

0O . Asks a few questions to help you decide which type of credential to use
AP key 1

Click New Credentials, then select OAuth client ID.

Note: If you are unsure whether OAuth 2.0 is appropriate for your project, select Help me choose and follow the
instructions to pick the right credentials.

Select the appropriate application type for your project and enter any additional information required. Application
types are described in more detail in the following sections.

If this is your first time creating a client ID, you can also configure your consent screen by clicking Consent
Screen. (The following procedure explains how to set up the Consent screen.) You will not be prompted to
configure the consent screen after you do it the first time.

= Google o piaA v @, Search for APls and Service: - @ a

RPI APIs & Services €< Create OAuth client ID

A client 1D is used to identify & single 300 10 Google’s QALY serw
multpe platforms, each will need Its own client ID. See Sefting u
Information.

To create h cllent D, you must first ame soreen CONFIGURE CONSENT SCREEN
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Google APIs 8o mpica « Q|

API APIs & Services OAuth consent screen

< Dashboard Choose how you want to configure and register your app, including your

target users. You can only associate one app with your praject.
W Library

©r  Credentials User Type
O Internal @

B OAuth consent screen

Only available to users within your organization. You will not need to
Dol teabon submit your app for verification.

So  Pageusage agreements @® External @

Available to any user with a Google Account.

CREATE

API APIs & Services OAuth consent screen

«»  Dashboard

Before your users authenticate, this consent screen will allow them to choose
m Library whether they want to grant access to their private data, as well as give themn a link
to your terms of service and privacy policy. This page configures the consent
screen for all applications in this project.
O Credentials
Verification status
OAuth consent screen Mot published

Application name

Domain verification The name of the app asking for consent

rpiQA

2-3 Page usage agreements

Application logo
Animage on the consent screen that will help users recognize your app

Local file for upload Erowse

Support email
Shown on the consent screen for user support

red. -

9. Click Create to create client ID.
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Google APls g» mpioA » Q  se

API APIs & Services & Create OAuth client ID

»,
< Dashboard A client ID is used to identify a single app to Google's OAuth servers. If you app runs on
. multiple platforms, each will need its own client ID. See Setting up 0OAuth 2.0 for more
i Library information
or Credentials pplic type®

[ Web application -
¥ OAuthconsent screen Learn more about QAUth client types
Domain verification Name *

‘Web client 1

Sp  Pageusage agreements The name of your GAuth 2.0 client. This name is only used to identify the client in the

«console and will not be shown to end users

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

=+ ADD URI

CREATE CANCEL

OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &
Services

o OAuth is limited to 100 sensitive scope logins until the 0Auth
consent screen is verified. This may require a verification process
that can take several days.

Your Client ID
834827 aoufnfop1bmegoqamaqve .apps.gc 'O

Your Client Secret
aSyier n}

10. To delete a client ID, go to the Credentials page, check the box next to the ID, and then click Delete.
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Google APIs o rpicA v

APls & Services
Dashboard

Laary

Credentisls

oau

Asent screen

Goman verficaton

Page usage sgreemer

Credentials

Create credentials to sccess your enabled APYs. Le.

AP Keys
O teme
O A spike

+ CREATE CREDENTIALS

OAuth 2.0 Client IDs

o reme

O webclenty

Service Accounts

O ems

Q

None

Search for APIs and Ser

Web application

Usage with all services (last 30 dayz) @

Usage with st senvices (13t 20 days) @
0 /&

L] /s W%

Manage service accounts
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7.4 Microsoft OneDrive

This section describes how to configure Microsoft OneDrive for use by RPI.

1. In aweb browser, logon to the Microsoft Live Management Site
(https://account.live.com/developers/applications/create).

Application Registration Portal

B® Microsoft
Sign in

|E\*1a'| phone, or Skype

No account? Create one!
Sign in with a security key (3)

Sign-in options

2. Following a successful log on, enter the Application name (Redpoint Interaction) and click the Create application
button.

New Application Registration

Name

Application name must be unique, non-empty and contain at most 90 characters.

Clicking the button below means that you agree to the Microsoft Account services terms of use:

Terms of use
Create application Cancel

3. Following successful creation of the application, add a valid Redirect URL and click the Save button.

Properties

Name

| redpoint2020]

Application Id
0D0000004CIDBAGC

Application Secrets

wwjbh] Version 0 Current

Platforms
| oa patom |

@ Allow Implict Flow

suing o this app
o s (WT)

Redirect URLs @
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4. To check the values of Client ID and Client Secret, log into Microsoft Azure using your credentials.

5. Go to Azure Active Directory > App registrations and click on Register an Application.

P Search resources, services, and docs (G+/)

App registrations

EEI Ar.v‘p rcgéi‘sfraliuns

istration T Got feadback?

name or Application ID to filter these results

0 ouervew

A Getting started Thare are no applications here.
X Diagnose and saive problems
Manage

& users

B Grouss

& Roles and administrators
i Enterprise applications
O Devices

# App registrations

6. Enter the application’s NOMe, select the desired option in Supported account types, select the Web option and
specify a Redirect URL. click the Register button.

All services > App registrations > Register an application

Register an application

A\ This application will not be associated with any directory and will be subject to limitations. You should not create production apps
outside of a directory.

* Name

The user-facing display name for this application (this can be changed later).

oned| e

Supported account types

‘Who can use this application or access this API?

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

@ Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microscft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

‘We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v | [ ttps//www.redpointglobal.com v

By proceeding, you agree to the Microsoft Platform Policies ]!

7. Copy the Application (Client) ID. Go to Certificates and Secret.
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m A )

sraticns > onedriveRP2020

[ oeete

" _ @ Gota secand? We would love n Micrasoft identy clats Bizure AD for developer), =

D

& Quickstart

Application (dient) 1D Redirect U

# Integration assistant (praview) PP =8 -
Object ID 830 Apphcation ID URS

Manage Di ry (tenant) 10 : fact

= g B

D authentication

() Welcome o the e e mpecusd A egistrations. Lok s e I charge rom A egitrtions R esscy?

Certificates & secrets
11t Token configuration
@ AP permissions Call APIs Documentation
@ Expose an 4P|

B Owners

W wanifest

Support + Troubleshooting
Build more powerful apps with rich user and business data
from Microsoft services and your own company's data

5o

& Troubleshooting

B newsupport request

click on New Client Secret

All services > App registrations > onedriveRP2020 | Certificates & secrets
onedriveRP2020 | Certificates & secrets

« | Credentials enable confidential appli
scheme). For 2 higher level of assurance, we recommend using a certificate (instead of 2 client secret) as a credential.

H overview
& Quickstart Certificates
# Integration assistant (preview) Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
Manage Upload ces
Thumbprint start date Expires
& Branding
3 Authentication No certificates have been added for this application.

Certificates & secrets

Token configuration

Client secrets
AP| permissions

B ¢

Expose an AP
New client secret

Description Expires Value

Owners

Manifest

No client secrets have been created for this application.
support + Troubleshoating

& Troubleshooting

A New support request

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

tions ta identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

9. Enter description, select expiry fime, and click Add.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

New client secret

Description Expires Value

| onedriverp 12/31/2299 Px_yOGQtq2_w~n0ON_8n3R-d09~1Dr2SiOB
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7.5 Concreteb

7.5.1 PHP Server Installation

This document outlines how to setup Concrete5.3.2 for integration with the RPI Concrete5 external content provider
plugin. Please follow the steps below:

1. Install XAMPP if there is no PHP server has yet to be set up. Otherwise, skip this step. You can download
the installer from https://www.apachefriends.org/index.html

XAMPP Apache + MySQL + PHP + Perl

What is XAMPP? Why use XAMPP?

XAMPP is the most popular PHP development environment » The most popular PHP dev package
« For Windows, Mac OS X & Linux

« Easy installation and configuration
« Completely free of charge

XAMPP is a completely free, easy to install Apache distribution containing MySQL, PHP,
and Perl. The XAMPP open source package has been set up to be incredibly easy to

install and to use

Download 28 XAMPP for Windows A XAMPP for Linux & XAVPP for 08 X
Ciick here for other versions V563 (PHP 56.3) V563 (PHP 56 3) V563 (PHP 56 3)

2. Launch the XAMPP Control Panel from the Start Menu.

£ xAMPP Control Panel ¥3.2.1 [ Compiled: May 7th 2013 ]

XAMPP Control Panel v3.2.1

_Shiil\iiutizs Module PID(s) Port{s)  Actions wl
_I Apache Start | Adrrirn | Config | Logs | B Shell
_I My SaL Start | Adrrirn | Config | Logs | | Explarer |
J FileZilla Start | Adrrirn | Config | Logs | = Semwvices |
J Mercury Start | Adrmin | Config | Logs | & Help
_I Tormcat BO0 8005, 8080, 50443 Slop | Adrmin | Config | Logs | 1 Quit |

12:19:45 Pl [Apache] Problem detected! ;I

12:19:45 P [Apache] Port 443 in use by "Unable to open process” with PID 41

12:19:45 P [Apache] Apache WILL NOT start without the configured ports freel

12:19:45 P [Apache] You need to uninstall/disable/freconfigure the blocking application
12:19:45 Pi [Apache] or reconfigure Apache and the Control Panel to listen on a different port
1201945 Pl [Tarcat] Java is already running on port 50051

121945 Pl [Tarcat] |s Tomeat already running?

1201945 P [main] Starting Check-Timer

1201945 P [main] Control Panel Ready

-

[ 4

3. Start Apache and MySQL. You may encounter some errors regarding port numbers. To solve them, follow
the steps below:
a) For an Apache problem, open the httpd.conf file by clicking the Config button.
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B3 XAMPP Control Panel ¥3.2.1 [ Compiled: May 7th 2013 ] H[=] E3

XAMPP Control Panel v3.2.1 - comg_|
[eanaes ) Netstat |

Service Module PID{s) Portis)  Actions

_I Apache Start | Adrmin Apache Iijl'utt|:u:|.u:unf]
| wmyseL Sta | Advin | Col peche tutudsmmmoont
| Fitezina stan | _Admin | _cor B st
J Mercury Start | Adrmin ﬁ <Browse> [Apache]

| Tomeat G0 G005 B0ED,5443  Stop | Admin | o pecs {,’j:;iwmm]

12:30:34 P [Apache] Status change detected: running

12:30:35 P [Apache] Status change detected: stopped

12:30:35 P [Apache] Error: Apache shutdown unexpectedly.

12:30:35 PM [Apache] This may be due to a blocked port, missing dependencies,
12:30:35 Ph [Apache] improper privileges, a crash, or a shutdown by another method
12:30:35 Ph [Apache] Press the Logs button to view error logs and check

12:30:35 PM [Apache] the Windows Event Yiewsr for more clues

12:30:35 P [Apache] If you need mare help, copy and past this

12:30:35 PR [Apache] entire log window on the forums J

DT EETETE

[ Y

b) Find all instances of port 80 and replace them with your desired port number.

T L LT P T Y

&
#Listen 12.34.56.78:80
‘IListen 80|

F

serverdame Tocalhost:80|

c) Open the httpd-ssl.conf file using the Config button. Find all instances of port 443 and replace them with
your desired SSL port number.

F = L4drnadrua Hi

Listan 443

TR

<virtualHost _default_:EE-

# General setup for the wirtual host
DocumentRoot ”C:fxam?pfhtdncs

Serverhame www. example. com :

serveradmin admin@example. com

ErrorLog "C:/xamppsapache/1ogs/error. log”
TransferLog "C:/xamppsapaches1ogssaccess. Tog"

1 Module PID{s) Portis) Actions
5008
Apache 4575 8097, 8099 Stop |

My SCIL 5228 3306

Open a web browser and browse to: http://localhost:<port number>. You should see the following page:
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XAMPP

English f Deutsch f Francais f Mederlands f Polski f Italiano f Morweagian £ Espafiol f i f Portugués (Brasil f B2EEE

5. Click English and you will be taken to the following page:

F (5] xamer 18,3 x

€& - C [ localhost: 8099 fampp/indesx.php

XAMPP for Windows

XAMPP
1.8.3 )
[PH Welcome to XAMPP for Windows!

lveicome] congratulations:

You have successfully installed XAMPP on this system!

Now you can start using Apache and Co. You should first try »Status« on the left navigation to make sure everything works fine
For OpenSSL support please use the test certificate with httns:#/127.0.0.1 or htps:/flocalhost

Good luck, Kay Vogslgesang + Kai 'Oswald' Ssidler

Install applications on XAMPP using BitNami

Apache Friends and BitNami are cooperating to make dozens of open source applications available on XAMPF, for free. Bithami-packaged applications inclut
XAMPP page for details on the currently available apps

SHEme|o

6. Click phpMyAdmin under Tools from the left-hand menu. You will be taken to the following page:

e 122003 1| < N —

€& - C [ localhost:809%/phpmyadmin/#PMAURL-0: indesx. php ?db=8&table =8 server =1&target=&lang=en&collation_conmection=utfémb4_general_ci&token=hc1fal625639a28750d485eb71

phpMyAdmin |“B&

LB (i Databases [] SOL (4 Status =- Users [id Export =} Import * Settings U Replication | Variables

Charsets (% Engines

Recent Favorites

[ Mew atd <
) edeol
| infarmation_scherma = Sewver connection collation @ utfBmb4_general_ci v * Server 127.0
e - + Sewertype
3 = Sewer versio
| performance_schema L « Protocol vers
| phprayadrin 5 o User root@l
| test - Seer chars:
3 swobath & Language @ English v

) Theme: | pmahemme ¥

« Font size: 82% v

Apacher2.4.1
Database ci
bBads3bl e
« PHP extensi

&7 More settings

= ersion infor

7. Click New. Type the database name in the right-hand panel. In the screenshot below, the database name is
rpConcrete. Click Create.
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php

HBOE | Databases L[ SOL [, Status =5 Users [& Export = lmport | 4
Recent  Favorites
|_ ONEW
+ | cdcal Databases
.L_ | infarmation_schema
T
+- ) mysol & Create database @

| perfarmance_schema .
-4 P - |rpConcrete Caollation v Create

+1 | phpmyadmin

+-3 test : - )
(N ., Mote: Enabling the database statistics here might cause heavy traffic between the web se
+1 | webauth

7.5.2 Concrete5 Installation
1. Download Concrete5.6.3.2 from: http://www.concrete5.org/get-started. Choose Version 5.6.3.2.

Version 5.6.3.2 Which Version To Use?

© Release Notes

@ Legacy Yersions @ Learn More

2. Extract the Concrete5 zip file and move it to C:\xampp\htdocs.

)v| .~ Computer ~ Local Disk (C:}) ~ xampp ~ htdocs -

Organize ¥ 5 Open  Includeinlibrary +  Sharewith +  Mew folder

¢ Favorites Mame ~ Date modified Tvpe Size
B Deskiop . concreke! 014 File Falder
& Downloads | Forbidden 11/20/2014 12:15PM  File folder
5l Recent Places | img 114202014 12:15PM  File Folder
) . restricted 11/20{2014 12:15PM  File folder
ﬁ_Lihraries xampp 11/20/2014 1:11 PM File Falder
i I:oc%lments |5 apache_ph 3/30/2013 7129 PM GIF image 3KB
%‘ Pi:ts:res | @& apache_ph 3/30/2013 7:29 FPM PMi image ZKB
B Videos |5 apache_pbz 3/30/2013 7129 PM GIF image 3KB
|®a apache_phz 3/30/2013 7:29 FPM PMi image ZKB
78 Computer |5 apache_pb2z_ani 3/30{2013 7:29 PM GIF image 3IKE
G applications 4j4jz014 10:40 PM Chrome HTML Docu. .. ZKBE
& Network ¢ | bitnami 4/79/2013 3:27 PM Cascading Style Sh... 3KB
E Favican 3/30/2013 7129 PM Ican SKEB
G indes 3/30/2013 7:29 FPM Chrome HTML Docu. .. 1 KB
| index.php 3/30/2013 7129 PM PHP File 1KE

3. Get the Slim Framework for Concrete5 from the “DeploymentFiles\Plugins Services\Concrete5” directory of
the Redpoint Interaction Deployment file”. Extract the zip file.
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4,

1liprary ¥ share with Burn
>
Mame
] index.php

In C:\xampp\htdocs, create a new folder. In the screenshot below, it's named c5app.

| RedPointInteractionC55ervices.php
E slim-concreteS-master.zip

Mew Tolder

Date medified

11/19/2014 7:18 PM

11/19/2014 7

10/27/2014 5:06 PM

Type

PHP File
PHP File
WinRAR ZIP archive

M

Size

10 KB
TKB
106 KB

Mame | Diate modified | Type | Size
. c5app 11f20/2014 2:07 PM File folder
. concretes.6,.3.2 11/20/2014 1:23 PM File folder
. forbidden 11/20/2014 12:15PM  File folder
L img 11/20f2014 12:15PM  File folder
. restricted 11/20/2014 12:15PM  File folder
| xampp 11/20/2014 1:11 PM File folder
%= apache_pb 313002013 7129 PM GIF image 3KE
B apache_ph 3/30/2013 7:29 PM PNG image ZKEB
% apache_pbz 3/30{2013 7129 PM GIF image 3KB
B apache_pbz 3/30/2013 7129 PM PMG image ZKE
5| apache_pbZ_ani 313002013 7129 PM GIF image 3KE
G applications 4/4/2014 10:40 PM Chrome HTML Daocu... ZKE
4% | bitnami 4/29(2013 3:27 PM Cascading Style Sh... 3KB
D Favicon 313002013 7129 PM Icon 3KE
G index 313002013 7129 PM Chrome HTML Docu, .. 1KE
| indes.php 3{30/2013 7:29 PM PHP File 1KE

Move the Concrete5.6.3.2 folder inside c5app. Rename it to Concrete5.

7|

. = Computer » Local Disk (C:) = xampp = htdocs » cSapp -

* Includeinlibrary ~  Sharewith = Mew Folder

rites Marne = Date modified Twpe
skkop . Concretes 11/20{2014 1:23 PM File folder
mnloads

Back in the extracted Concrete5 zip file, copy the Slim folder and index.php file to the c5app folder.

. = Computer - Local Disk {C:) = Users - mparian = Downloads - slim-concreteS-master = slim-concreteS-master =

4 Open Sharewith +  New Folder
s Mame = Date modified Type Size
top . Caoncretes 11§20/2014 1:44 PM  File folder
nloads File Folder
it Pl
it Flaces | tests 11/20/2014 1:44 PM File Folder
- | htaccess 112042014 1:44 PM HTACCESS File 1KB
Iments . index.php 014 1:44 PM PHP File

C
res

| |LICENSE
| phpuniit, <l disk
|| README.mmd

11/2002014 1:44 PM File:
11/20(2014 1:44 PM DIST File
11/20(2014 1:44 PM MD File
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7| .~ Computer = Local Disk{C:) = xampp = htdocs - cSapp -

* Includeinlibrary *  Sharewith »+  New folder

rites Mame = Date madified

skkop | Concretes 11/20/2014 1:23 PM
wnloads . Slim 11202014 2:14 PM
zent Places | |index.php 11/20/2014 1:44 PM
‘ies

7. Inthe extracted Concrete5 zip file, copy the Concrete5\Middleware folder to the c5app\Concrete5 folder in
XAMPP.

)v| ~ Computer = Local Disk (C:) + xampp ~ htdocs = cSapp + ConcreteS = * 23 [ searth concretes

& v ,y0Open Incudeinlbrary =  Sharewith v  New folder

vries Narhe | pate modified | ype | ste |
Destio LB Concretes
Donrloads b concrets

eev‘ ~ Computer - Local Disk (C:} = Users = nparian ~ Downibads + slim-concreteS-master « slm-concreteS-master « ConcreteS -

Recent Places config

. contralers  Organize v Open  Incudeinlibrary v Sharewith = Mew folder
araries

= A
Documents /7 Faverites Name Date modfied Type Size
elements -
Fusic B Deskiop Middleware 11/20/2014 1:44PM  Fle Folder
Pictures b fles & Dowrloads
Videos helpers "4 Recent Places
Jobs
mputer ™ A braries
Janguoges f Documents
o Music
stwork braries
=] Pictures
b mai B videos
. models % Computer
packages

8. Copy the RedpointinteractionC5Services.php file from the “DeploymentFiles\Plugins Services\Concrete5”
directory of the Redpoint Interaction Deployment files to the Middleware folder under c5app. Also, replace
the index.php in c5app with the index.php file that came with the RedpointinteractionC5Services.php file.

|| Concretes.php 11/20/2014 1:44 PM PHP File 3KB
|| ConcreteSBasicAuth.php 11/20/2014 1:44 PM PHP File G KR

B =drointinter: . : M PHP File

Mame

| index.php
| RedPointInteractionC55ervices.php

9. Open the Concrete5.php file and edit the DIR_BASE definition. Make sure it matches the directory you have
set up.

private function _bootConcrete()

/* Bet the

define('D

base path to Concreteb imstallation

E', 'C:/zammn/htdogs/c

'y: f// '"/path/tofconcrete5');

10. Browse to http://localhost:<port>/<foldername/<concrete5folder>. The following page will be
shown:
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€« C' [ localhost: 8099/cSapp/concretes;

\\‘!’l

Install concreteb

Version 5632

Language | English (United States) v

Choose Language

11. Choose English as the language and click the Choose Language button. In the next screen, click Continue
to Installation.
12. Complete the following information. Use the database you created earlier. Click Install concreteb.

Install concreteb

Wersion 56532

Site Information Database Information
Mame Your Site: RedPaointCs Serer localhost
Administrator Information MySOL Usamame: oot
Email Address:  email@address com MySGEL Passward:
Passwnr: | seeesseeeees Datahase MName rpConcretes|
Confirrn Passwrd: | seeesseesees

Sample Content

Empty Site
Install only items reguired for concreteS to run. This will create a blank site

Sample Content with Elog
O A great starting point for an attractive website with a blog

concreteh veterans can choose "Empty Site,” but otherwise we recomrmend starting with sorme sample corntent

Install concreteb

“arsion 5.6.3.2

Creating database tables.

Troubleshooting

Installation should not take more than an hour. If you get stuck in installation with the message “Installing
Dashboard”, resolve the issue with the following steps:

¢ In XAMPP’s Control Panel, click the Config button for Apache and open the php.ini file.
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13.

e Look for the variable: max_execution_time and set its value to higher than 30. (e.g.
max_execution_time=180)
e You may set also the following variables to allow large file sizes:
o max_input_vars = 1000000
o upload_max_filesize = 1000M
o post_max-size = 1000M
Then remove “” or “;” preceding such variables. You will also need to restart Apache.
¢ In XAMPP’s Control Panel, click the Config button for MySQL and open the my.ini file.
e Locate the lines of text below:
# The MySQL server
[mysqld]
port= 3306
e Add the text below after the ‘port’ line:
lower_case_table_names =2
default-storage-engine=MyISAM
e Drop the database you have created then recreate it.
e  Go back to step #10 of this guide.

After the installation, browse to: http://localhost:<port>/<sitename>/index.php. A log-in dialog will
be displayed. Type ‘admin’ in the username and your previously-selected password.

Authentication Required %

The server htbp:filocalhost: 5099 requires & username and
passward, The server savs: ConcreteS APT,

User Mame: |

Password:

Log In Cancel
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Welcome to Slim!

Congratulations! Your Slim application is running. If this is your first
time using Slim, start with this "Hello YWorld" Tutorial.

You have access to the Concrete5 AFI for the site named
RedPeintC5. You have alse logged on as admin via the
Concrete5 Basic HTTP auth plugin for Slim.

Get Started

1. The application code is in | index.php
2. Read the online documentation
3. Follow @slimphp an Twitter

Slim Framewerk Community

Support Forum and Knowledyge Base

“isit the Slim support forurm and knowledge base to read
announcements, chat with fellow Slim users, ask guestions, help
others, ar show off your codl Slim Framewaork apps.

Twitter
Fallow @slimphp on Twitter to receive the very latest news and
updates about the framewaork.

7.5.3 Concrete5 Management

To browse to a Concrete5 instance, navigate to: http://localhost:[port]/[sitename]/Concrete5. (e.g.,
http://localhost:8099/c5app/Concreteb/). You will see the page below:

RedPointCs

Home About Seaich Dlog

Sidebar

Click on Dashboard at the upper right to bring up the Dashboard Panel.
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http://localhost:[port]/%5bsitename%5d/Concrete5
http://localhost:8099/c5app/Concrete5/

Dashboard

COMPOSER
# Wirite
W Drafts

MEMBERS

& Search Users
@ User Groups
@& Attributes

= Group Sets

WORKFLOW
£ Workflow List
X Waiting for Me

SITEMAP

A Full Sitemap
A Flat View

Q Page Search

REPORTS
all Statistics

= Form Results

Surveys
© Logs

STACKS & BLOCKS

i Stacks

B Block & Stack Permissions
# Block Types

News - Learn about your site and concrete5.
System & Settings - Secure and setup your site.
Extend concrete5 — Install, update or download more themes and add-ons.

FILES

Ed File Manager

& Attributes
& File Sets

PAGES & THEMES

A Themes
B Page Types
@& Attributes

# Single Pages

Click File Manager under Files to view the files uploaded to Concrete5.

File Manager

Keywords

™ With Selected

[J Thumbnail

Type

JPEG

JPEG

JPEG

JPEG

JPEG

JPEG

JPEG

JPEG

VIEWING 1 TO 8 (8 TOTAL)

#PerPage 10 v

Title

sh_thumbnail.jpg

northern_az_lake_powell_house_boats.jpg

eurcpe_spain_grenada_alhambra.jpg

eurcpe_valencia_hemispheric.jpg

eurcpe_rotterdam_port.jpg

eurcpe_germany_munich_arch.jpg

eurcpe_england_stonehenge.jpg

england_village. jpg

Search

Choose File

Added »

1172002014 at 7:47 AM

11/20/2014 at 7:47 AM

1172002014 at 7:47 AM

11/20/2014 at 7:47 AM

1172002014 at 7:47 AM

11/20/2014 at 7:47 AM

1172002014 at 7:47 AM

11/20/2014 at 7:47 AM

No file chosen

Upload File

Mo file chosen

Active

11/20/2014 at 7:47 AM

11/20/2014 at 7:47 AM
11/20/2014 at 7:47 AM
11/20/2014 at 7:47 AM
11/20/2014 at 7:47 AM
11/20/2014 at 7:47 AM
11/20/2014 at 7:47 AM

11/20/2014 at 7:47 AM

v ? X

Advanced Search ¥

Uplaad Muifiple

Size

14.85 KB

22166 KB
313.29KB
256.52 KB
199.01 KB
22386 KB
280.13 KB

32531KB

To upload a single file, click Choose File. After selection, click the Upload File button. To upload multiple files at the

same time, click Upload Multiple and a new dialog box will appear.
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Add Files
Upload Multiple Add Incoming Add Remote Files

Upload Multiple Files Upload Max: 2M. Post Max: 8M

Upload Queue o Add Files

Cancel Start Uploads

P2

Folders are called Sets in Concrete5. In the Dashboard dialog, click File Sets under Files.
File Sets WA

Keywords Type | Public Sets ¥ Search

No file sets found. Add File Set

To create a Set, click the Add File Set button. Then type the Set name and click Add.

Add Set vax

Name | Travel Photos|

New file set added successfully.

File Sets WD e

Keywords Type | Public Sets ¥ Search

VIEWING 1 TO 1 (1 TOTAL) Add File Set

& Travel Photos

To assign a file into a set, go back to the File Manager. Click on the file and choose Sets from the drop-down menu.
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File Manager

Keywords In Set(s)
" With Selected v Che
Thumbnail Type  Title ]
-
: © 9% JPEG sh_thumbnail jpg 1
.t .
+ View
= w JPEG northemn_a] # Edit 1
B Properties
w JPEG europe_s 1
- pe_sp ) Replace
w JPEG  europe_val 5 copy 1
= sets

 JPEG ELII'DpE\_I'Dt ?a Access & Permissions

i JPEG  europe_ge iy Dslets 1

RN

+ JPEG  eurcpe_england_stonehenge jpg 1

In the Sets Window, the set(s) where the file will be assigned to and click Update.

r

Sets

Travel Documents

| Travel Photos

Add to New Set

¥ Make set public

Update

To view files in a specific set, click the In Set(s) textbox and select the Set from the choices.
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File Manager v? x
Advanced Search v
Keywords In Set(s) || #PerPage | 10 v Search
Travel Documents
Travel Photos PN
** With Selected v psen Upload File Upload Multiple
Other
[J  Thumbnail Type Title Files in no sets Active Size
@ % w JPEG sh_thumbnail jpg 11/20/2014 at 7:47 AM 11/20/2014 at 7-47 AM 1483 KB
|| wemm i JPEG northemn_az_lake_powell_house_boals jpg 1112012014 at 7-47 AM 1172002014 at 747 AM 22166 KB
[ MEEEW ¢ JPEG europe_spain_grenada_alhambra.jpg 11/20/2014 at 7:47 AM 117202014 at 7:47 AM 313.29KB
[ mmesm & JPEG europe_valencia_hemispheric jpg 1112012014 at 7-47 AM 1172002014 at 747 AM 256 52 KB
@ i JPEG europe_rotterdam_port.jpg 11/20/2014 at 7:47 AM 117202014 at 7:47 AM 199.01 KB
| =pmamm & JPEG europe_germany_munich_arch jpg 1112012014 at 7-47 AM 1172002014 at 747 AM 22386 KB
[ Shim: 55 JPEG europe_england_stonehenge.jpg 11/20/2014 at 7:47 AM 117202014 at 7:47 AM 280.13 KB
[ mESEM 5 JPEG england_village jpg 11/20/2014 at 7:47 AM 11/20/2014 at 7-47 AM 32531 KB
File Manager vy? %
Advanced Search ¥
Keywords In Set{s) ||Trave\ Photos x | ‘ #PerPage 10 v Search
* With Selected v Choose File | No file chosen Upload File | [UNGEREYITTE
[  Thumbnail Type Title Added = Active Size
[[] e=eeswmm ¢ JPEG northern_az_lake_powell_house_boats.jpg 11/20/2014 at 7:4T AM 11/20/2014 at 7:47 AM 221.66 KB
(] E w JPEG sh_thumbnail jpg 11/20/2014 at 7:47 AM 11/20/2014 at 7:47 AM 14.89 KB
[ MEEEM v JPEG europe_spain_grenada_alhambra jpg 11/20/2014 at 7:47 AM 11/20/2014 at 7:47 AM 31329 KB

VIEWING 1 TO 3 (3 TOTAL)

7.5.4 Concrete5 Users and Groups
To create a new Concrete5 user, open the Dashboard. Under Members click Search Users. In the Search User
dialog, click the Add User button. Complete the information in the Add User dialog.

247



Add User TR

User Information

Username * Password *

Email Address * User Avatar
Choose File | No file chosen
Language

English (United States) v

Registration Data

| would like to receive private messages.

| Yes
Send me email notifications when | receive a private message.
¥ Yes
Groups

Administrators

To create a User Group, open the Dashboard. Under Members click User Groups. In the Groups dialog, click the Add
Group button. Complete the information in the Add User dialog.

Add Group TR

Name

Description

Group Expiration Options

Automatically remove users from this group

at a specific date and time v

To assign a user to a group, open the Dashboard. Under Members, click Search Users and select the user you want
to assign to a group. In the View User dialog, click Edit User.
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View User v 7?ohkx

Edit User Deactivate User Sign In as User Delete User Account

Basic Details

foofighters
nathan. parian@yahoo.com

Account created on 11/25/2014 at 8:21 AM. Last logged in from IP: 0.0.0.0.

User Attributes

| would like to receive private messages. Yes

Send me email notifications when | receive a private Yes

message.

Groups

Administrators 11/25/2014 at 8:21:41 AM

In the Edit User dialog, click the Add Group button.

Edit User TGN

User Information

Usemame * Email Address * User Avatar

|foofighters| nathan.parian@yahoo.com Cheose File | Mo file chosen

Change Password (Leave these fields blank to keep the same password)

Password Password (Confirm)

Default Language

English (United States) v

Groups Add Group

[ Administrators

Back Update User

Other Information (Click field name to edit)

I would like to receive private
P Yes B8
messages.

Send me email notifications when |
X ; Yes &
receive a private message.

Select the group to add in the Add Groups dialog.
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Add Groups

Q

VIEWING 1 TO 2 (2 TOTAL)

& Administrators

& Fighters - We have stamina and endurance

The newly selected group should now be listed in the Edit User dialog. Click the Update User button.

Groups Add Group

|« Administrators
|#| Fighters

Back Update User

7.5.5 Concreteb System & Settings > Allowed File Types

To add a file type/extension, open the Dashboard. Click System & Settings. In the Permissions & Access section,
click Allowed File Types. Type your file extension(s) and hit the Save button. Only files with the declared extensions
will be allowed. Separate extensions with commas. Periods and spaces will be ignored.

5

Allowed File Types v ? kX
Only files with the following extensions will be allowed. Separate extensions with commas. Periods
and spaces will be ignored.

flv, jpg. gif, jpeg. ico. docx, xla, png, psd, swf, doc. txt. xls, xlsx, csv, pdf, tiff, rtf, mda,

mov, wmv, mpeg, mpg, wav, 3gp, avi,. mdv, mp4, mp3, qt. ppt. pptx. kml, xml, svg, webm,
0gg. ogv, bmp

Save
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7.6 Magento
7.6.1 Setting up XAMPP and Magento Admin Panel

1. Magento requires that XAMPP be installed. Download it at

https://www.apachefriends.org/index.html

Follow the XAMPP installation instructions.

At Select Components, select only the following and click Next:
e  MySQL

e PHP (By default, this is already selected)

e phpMyAdmin

(B setp T (=[&3] = ]

Select Components

Select the components you want to install; clear the components you do not want to install. Click
Next when you are ready to continue.

pache
MySQL
[] FilezZila FTP Server
[7] Mercury Mail Server
[T] Tomcat

= [#] Program Languages
[¥] PHP
[F] Perl

= [¥] Program Languages
phpMyAdmin
[] webalizer
[] Fake Sendmail

XAMPP Installer

[ < Back ][ Next > ][ Cancel

Run the XAMPP Control Panel.

Click the Start button for Apache and MySQL. It should look like the image below
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L

XAMPP Control Panel v3.2.1
o
Service Module PID(s) Port(s) Actions Wit

2 <
E‘ Apache 1192 443, 8008 l Stop H Admin || Config H Logs |
[X] MysaL 2276 3306 [ Stop | | Admin | [ Config | [ Logs | | . Explorer |
[zl FileZilla I Start || Admin [I Config || Logs | I = Servicesl
|i] Mercury ‘ Start | | Admin l [ Config ] l Logs I & Help
E Tomcat I Stat | | Admin l [ Config l I Logs I

7:13:20 PM [main] All prerequisites found A

7:13:20 PM [main] Initializing Modules

7:13:20 PM [main] The Mercury module is disabled

7:13:20 PM [main] The Tomcat module is disabled

7:13:20 PM [main] Starting Check-Timer

7:13:20 PM [main] Control Panel Ready

7:13:27 PM [Apache] Attempting to start Apache app...

7:13:27 PM [Apache] Status change detected: running =

7:13:32 PM [mysql] Attempting to start MySQL app...

7:13:33 PM [mysql] Status change detected: running

v

2. Create the Magento database in MySQL prior to installing Magento. Click MySQL Admin button
in the XAMPP control panel, doing redirects to phpMyAdmin (the MySQL database warehouse).

phpMyAdmin |~ BEhekShiiss
NARBOO S ) Databases [ SQL (§, Status =7 Users [ Export (5} Import J* Settings Il Replication 4| Variables = Charsets (4 Engines

| (Recent tables) ]

e
(#r 1 information_schema ,
) magento B Server connection collation @ - | ulfBmbé_general_ci v + Server mysql wampserver (127.0.0.1 via TCP/IP)
(-0 mysal « Server type: MySQL.
85 pertornce schena « Server version: 5.6.17 - MySQL Community Server (GPL)
Ehj;’;( - « Protocol version: 10

« User. root@localhost
« Server charset: UTF-8 Unicode (utf8)

& Language @ - | English v

@ Theme: | pahomme + Web server

- Fontsize:| 82% v|

« Apachel2.4.9 (Win64) PHP/5.5.12
« Database client version: libmysql - mysgind 5.0.11-dev - 20120503 - Sid
bi%ad53b11c9a57efdb1057292d73b928b8c5c 77 §

« PHP extension: mysqli @

« Version information: 4.1.14, latest stable version: 4.3.2
+ Documentation

- Wiki

« Official Homepage

- Contribute

- Get support

- List of changes

# More settings

[ A newer version of phpMyAdmin is available and you should consider upgrading. The newest version is 4.3.2. released on 2014-12-12.

@ Your configuration file contains settings (oot with no password) that correspond to the default MySQL privileged account. Your MySQL server is running with this default, is open to intrusion, and you really.
should fix this security hole by setting a password for user ‘root'.

3. Browse to https://www.apachefriends.org/add-ons.html , choose Magento and download the
Windows platform installer. This is a Community Edition of Magento.

4. Unpack/unzip the Magento installer.

5. Add the magento folder from the Magento zip file to the XAMPP htdocs folder
(C:\Xampp\htdocs).

6. Browse to http://127.0.0.1/magento/ (the Magento web-based installation wizard).
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7. Follow the instructions.

8. In the installation procedure’s Configuration section, type root in the User Name field and leave
the User Password blank. Click continue

9. Upon completion of the setup, the encryption key will be provided.

10. Click the Go to Backend button to go the Magento Admin Panel. Use the username and
password you created during installation to log in.

({)) Magento

User Name: Password:

Log in to Admin Panel ‘

[ \

Fo

ot your password?

\ Magento is a trademark of Magento Inc. Copyright ©® 2014 Magento Inc.

11. After logging in, the default Dashboard will be displayed.

Magento' Admin Panel Logged nssredpoinuser | Tuesday, Decermber 16, 2014

| Dasnboara  Sales = Cawmlog = Mobile =~ Cusiomers  Promotions =~ Newsleer ~CMS | Reporis  System

& {{base_url} is not recommended to use in a production environment to declare the Base Unsecure URL / Base Secure URL. Itis highly recommended to change this value in your Magento configuration

@ One ormore of the Cache Types are invalidated: Blocks HTML output. Cik here to go to Cache hanagement and refresh cache fypes

@ Latest Message: Magento Communty Editon 1.91 is avaiablel Read

@ One or more of the Indexes are not up to date: Product Prces, Catalog Search Index, Stock Status. Cick here to 9o fo I 20t and rebuid required indexes

Dashboard

$0.00 Chartis disabled. If you want to enable chart, click here

Average Orders
Revenue Tax Shipping

$0.00 $0.00 $0.00 $0.00

TR AR SR Bestsellers | MostViewed Products =~ New Customers = Customers

No records found. Product Name Price

No records found.

Search Term Results Number of Uses

bread 0 3
RedPoint 0 1
bread 0 3
RedPoint 0 h

‘You have 1 critical, 5 maior, 19 minor and 73 notice unread message(s). G-

Try Ma o for Free | Log Out

® Gethelp for this page

Quantity
0

Quantity Ordered
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7.6.2 Setting up Credentials for RPI Configuration

1. Inthe Magento admin panel, navigate to System > Web Services > REST oAuth Consumers.

Magento® Admin Panel

Dashboard Sales | (Catalog Mobile Customers Promotions Newsletter CMS Reporis System

@ One or more of the Cache Types are invalidated: Blocks HTML output. Click here to go to Cache Management and refresh cache | My Account

Nofifications
QAuth Consumers Tools P
[ ‘Web Services ‘
Page 1 of 1pages | View [20 v | perpage | Total 1 records found Design SOAPXML-RPC - Users
[ SO0AP/XML-RPC - Roles
ID | Consumer Name | Import/Export |
| REST - Roles 3

Manage Current

i : REST - Alfributes |
1 rpidev Transactional Ei

REST - QAuth Consumers
‘Custom Variable

REST - QAuth Authorized

Permissions Tokens

Magento Conne REST - My Apps
Cache Managemeni

Index Management

Manage Stores

Order Statuses

Configuration

2. Click on the “Add New” button to add a new Consumer Application.
3. In the “New Consumer” screen insert a custom name.

4. The Key and Secret fields are disabled; copy their values for later usage in setting up the RPI connector’s
Consumer key and Consumer secret properties.

5. Set the Callback URL and save the Consumer app.

Magento™ Admin Panel

Dashboard Sales Catalog Mobile Customers Promotions MNewsletter CMS Reports System

@ One or more of the Cache Types are invalidated: Blocks HTML cutput. Click here fo go to Cache Management and refresh cache types.

Edit Consumer

Consumer Information

Mame * rpidev

Key * d250 fl
Secret® Sodv icyg
Callback URL hitp:/fwww example.com

Rejected Callback URL |

6. Navigate to System > Web Services > REST Roles.
7. Click on the “Add admin Role” button in the top right corner. The “Add new Role” screen is shown.

8. In the field “Role name” enter e.g. “RESTadmin”.
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Magento” Admin Panel

Dashboard Sales Catalog Mobile Customers Promotions Newsletter CM3 Reports l System

@ One or more of the Cache Types are invalidated: Blocks HTML output. Click here fo go to Cache Management and refresh cache types.

Role Information Edit Role 'RESTadmin'
Role Info
Role APl Resources Holelinosmtion

Role Users Role Name * RESTadmin

9. Click on the “Role API resources” tab on the left.
10. The “Role Resources” screen is shown. Select Custom as Resource Access and Product under Resources.

11. Click on the “Save Role” button in the top right corner of the screen.

Role Information @ The role has been saved.

Role Info
Role APl Resources Edit Role 'RESTadmin’
Role Users
'''''''''''''''''''''''''''''''''''''''''''''''''''''
Resource Access Custom v
Fesources =17 [+ Catalog

=17« Product

=17 |+## Catalog Product
=7 [+ Create
[ [ Retrieve
|27 [« Update
[ [ Delete

=117 [« Product Category
|=7 [+ Create
[Z5 [+ Retrieve
[« Delete

=17 [+ Product Image
=7 [#] Create
|27 [+ Retrieve
|27 [+ Update
|27 [# Delete

=157 [« Product Website
|27 [+ Create
[=7 [+ Retrieve
|27 [+# Delete

12. Navigate to System > Web Services > REST attributes.
13. Click on “Admin” in order to configure the REST resource attributes that Admins will be allowed to access.

14. In the “User type resources” screen, select the resources that Admin users are to access, or select “All*.
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15.

16.

17.

18.

19.

20.

ACL Attributes Information Edit attribute rules for Admin Role

ACL Artribute Rules B
User Type Resources

Fesource Access All v

Click the “Save” button in the top-right corner.

Navigate to System > Permissions > Users. The “Users” grid is shown with a list of registered Magento site
Administrators.

Click on an admin user in the list in order to open the “Edit user” screen.
Locate the “REST role” tab on the left. Click it and a list of Admin roles is shown on the screen.

Click on the “Assigned” radio box near the role name.

Magento” Admin Panel

Dashboard Sales Catalog Mobile Customers Promotions Newsletter CMS Reports l

@ One or more of the Cache Types are invalidated: Blocks HTML cutput. Click here to go to Cache Manzgement and refresh cache types.

User Information Edit User 'admin’
User Info
....... U serROIe Page 1 of 1pages | View [20 v | perpage | Total 1 records found
....... ﬁ ESTROIe G
Any v
O RESTadmin

Save the user.
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7.7 Razuna

7.7.1 Razuna Installation

This section outlines how to setup Razuna for integration with the RPI Razuna external content plugin. Please follow
the steps below:

1. Install Java JDK 7 (1.7) from this location:
http://www.oracle.com/technetwork/java/javase/downloads/index.html.

Download the Java SE 7u71/72 JDK.

Java SE Tu71/72
These releases includes important security fixes. Oracle strongly recommends that all Java SE
7 users upgrade to one ofthese releases.
Learn more »

= Installation Instructions JDK

* Release Motes

* (Oracle License
» Java SE Products server JRE
- Third Parly Licenses

= Cenified System Configurations

* Readme Files

= JDK Readme JRE

* JRE Readme
Early Access Releases
Early access versions of future releases ofthe JDK and the JRE are
available for testing. These early access releases include future update

and future major releases. These releases are licensed only for testing,
not for use in production.

Choose the appropriate installer for your version of Windows.
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Java SE Development Kit 7u72
You must accept the Oracle Binary Code License Agreement for Java SE to download this
software.

Thank you for accepting the Oracle Binary Code License Agreement for Java SE; you may now
download this software.

Product [ File Description ‘ File Size ‘ Download
Linux x86 119.43 MB ¥ jdk-Tu¥ 2-linux-i586.rpm
Linux x86 13676 ME ¥ jdk-Tu¥2-linux-i586.tar.gz
Linux x64 12083MB ¥ jdk-Tu72-linux-x&64.rpm
Linux x54 13564 MB  # jdk-Tu72-linux-x64.tar.oz
Mac OS X x64 185.83MB  # jok-Tu72-macosx-x64.dmg
Solaris x86 (SVR4 package) 139.43MB ¥ jdk-Tu72-solaris-i586.tar.Z
Solaris x86 95.49 MB ¥ jdk-Tu72-solaris-i586.tar.gz
Solaris x64 (SVR4 package) 24 58 MB L 4 jdk-Tu72-solaris-x64.tar.Z
Solaris xG4 16.34 MB ¥ jdk-Tu72-solaris-x64.tar.gz
Solaris SPARC (SVR4 package) 138.61MB ¥ jdk-Tu72-solaris-sparc.tar.Z
Solaris SPARC 93.55 MB ¥ jdk-Tu72-solaris-sparc.targz
Solaris SPARC 64-bit (SVR4 package) 23.9MB ¥ jdk-Tu72-solaris-sparcv9.tar.Z
Solaris SPARC 64-bit 18.34 MB ¥ jdk-Tu72-solaris-sparcv9.tar.gz
Windows x86 127.81MB  # jdk-Tu72-windows-i586.exe
Windows x64 12952 MB  # jdk-Tu72-windows-x64.exe

Additionally, you need to define system wide environment variables called JAVA_HOME and JRE_HOME.
The path to Java will be (depending on your installation):

C:\Program Files\Java\jdk7.xxx (JAVA_HOME) or C:\Program Files\Java\jre7 (JRE_HOME).
Itis crucial that the JAVA_HOME variable is set correctly:

a) Click Start. Right click Computer and click Properties.

b) In the Control Panel Window, click Advanced System Settings.

¢) Inthe System Properties Window, go to the Advanced tab and click Environment Variables.
d) Click the New’ button under Environment Variables.

Envircnment Variables — o lﬂ
User variables for NPARIAN
Variable Value -
Path C:'Program Files\Intel\WiFi\bin\;C:\Prog... —
TEMP %LUSERPROFILE%:\AppDataLocal {Temp ‘ E ‘
™P %USERPROFILE%:\AppData'Local Temp M)
[ New... ] [ Edit... ] [ Delete ]

System variables

Variable Value i
Path C:'Program Files (x86)\ImageMagick-5.... K
PATHEXT \COM; EXE; BAT;.CMD; VES; VBE;. 15;....

PROCESSOR_A... AMD&4
PROCESSOR_ID... Int=la4d

amily & Model 42 Stepping 7, G... 7

[

e) Add a new variable named JAVA_HOME and put Java’s JDK directory in your system:
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10.

Variable name: JAVA_HOME

Variable value: C:'\Program FilesJavaljdk 1. 7.0_&67

f)  Add another variable named JRE_HOME and put the JRE’s directory in your system:

Variable name: JRE_HOME

Variable value: C:\Program Files\Javatjre 7]

Install the 32-bit version of GhostScript from: http://downloads.ghostscript.com/public/. Download
the file: gs909w32.exe. Ghostscript is an interpreter for PostScript™ and Portable Document Format (PDF)
files. It helps Razuna with handling PDF documents.

Install IméageMagick from: http://www.imagemagick.org/script/binary-releases.php#windows.
Make sure to use the recommended release (Win32 dynamic at 16 bits-per-pixel; filename: ImageMagick-
6.8.9-7-Q16-x86-dll.exe). ImageMagick is required by Razuna for handling and storing image files.

Install FFMpeg from: http://ffmpeg.zeranoe.com/builds/. Please install the following builds only:

Platform URL

. http://ffmpeg.zeranoe.com/builds/win32/static/ffmpeg-20140506-qgit-2baflc8-
32-bit - -
win32-static.7z

. http://ffmpeg.zeranoe.com/builds/win64/static/ffmpeg-20140506-qgit-2baflc8-
64-bit - -
win64-static.7z

Extract the archive and move it to the C:\ffmpeg directory. FFMpeg is required by Razuna to handle audio
and video files.

Install the latest Exiftool from: http://www.sno.phy.queensu.ca/~phil/exiftool/. Once downloaded,
create a folder on C: called exiftool and copy or move the downloaded executable to it. Then rename the
executable to exiftool.exe (you need to rename the executable or else it will not work). Exiftool runs on all
versions of Windows. Exiftool helps Razuna in writing meta information to files.

Install UFRaw from: http://sourceforge.net/projects/ufraw/files/ufraw/ufraw-0.19.2/ufraw-
0.19.2-2-setup.exe/download. UFRaw helps Razuna in handling and reading RAW type of image
files.

Install MP4Box from: http://www.videohelp.com/tools/MP4BoXx. Once downloaded execute the
installer. Make sure to install it to the C:\MP4Box directory.

If you have not already done so, download the latest (currently 1.7) Razuna Stand-alone release from
http://razuna.org. We recommend to extract Razuna to the C: directory. Ensure that there are no spaces
in the Razuna path. The Razuna standalone server comes with Tomcat pre-configured.

Razuna 1.7 Stand-alone Server

The Stand-alone Razuna Server can be used to deploy Razuna. It is build on the Tomcat J2EE Server.
This is by far the fastest and easiest way to get Razuna up and running. It is the recommended path
for new users.

Download Razuna Stand-alone Server
Razuna is available under a dual license; AGPLv3 an
Need support? The Razuna support plans get you up 8

The download above will install Razuna with Tomcat. You must update Razuna to include patches from:

https://github.com/razuna/razuna. Click the Download Zip file button to get Razuna with the patches.
Extract the newly downloaded master.zip archive and copy its contents into your Razuna directory
(C:\razuna_tomcat_1_6_5\tomcat\webapps\razuna; note that your directory may vary depending on your
installation). Delete all the contents of the destination folder first before copying.
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- Downloads » razuna-master » razuna-master »

rary v Share with « Burn Mew folder
Name : Date medified Type

, admin 12/14/2014 8:35 AM  File folder

| assets 12/14/2014 8:35 AM  File folder

J bluedragon 12/14/2014 8:35 AN File folder

J doc 12/14/2014 8:35 AM  File folder

J global 12/14/2014 8:35 AM  File folder

J Installation 12/14/2014 8:35 AM  File folder

J licenses 12/14/2014 8:35 AM  File folder

J razuna-receiver 12/14/2014 8:35 AM  File folder

, WEB-INF 12/14/2014 8:35 AM  File folder
|| .gitignore 12/14/2014 8:35 AM  GITIGMORE File
|| index.cfm 12/14/2014 8:35 AM  CFM File
|| READMETKT 12/14/2014 8:35 AM  Text Document
|| robots.txt 12/14/2014 8:35 AM  Text Document

11. Finally, start the application server. In order to do so, navigate to the bin directory in the Razuna folder
(../tomcat/bin/) and start the server with the command: ./startup.bat

12. Once the server has started successfully you should navigate to http://localhost:8080/razuna and you will be
presented with the First-time Wizard to finish the setup.

13. In the First-time wizard, choose Standard Installation.

Razuna Setup Wizard

Razuna needs some information before it can be fully installed. If at any stage of the installation you need
more information, check out the online guide. Ifyou get stuck, you can visit our Eazuna Customer Cammunity
orwith a support subscription ask us directly.

Choose Installation Type
There are two ways to install Razuna. Ifyou are in doubtwe strongly suggest using the Standard Installation
Method.

Standard Installation

Install Razuna with the default settings and with the embedded database. This is by far the easiest and
guickestway to get Razuna installed and running (Don't warry, if you wish you can upgrade to another type
of database within the systemn at any stage).

Standard Installation

Custom Installation
Perform a customized setup. Selectthis option if you want to configure Razuna with an external datahase,
or restore from a backup.

Custom Installation

14. Complete the appropriate directories for each installation. For example: for the exiftool, specify C:\exiftool.
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Razuna Setup Wizard

Razuna needs some information before it can be fully installed. If at any stage of the installation you need
more information, check outthe online guide. Ifyou get stuck, you can visit our Razuna Customer Community
arwith a support subscription ask us directly

Application Paths
Entar below the paths to reguired third party applications. These applications are needed by Razuna in order
to process aseets successfully. Note: You can also enter these paths later onin Razunal

ImageMagick
Enter here the absolute path to your Imagemapick installation. Imagehagick is being used by Razuna to
modify your images. Mast of the time ImageMagick is installed at C:Program FilesimageMagick (#indows) or
fusrlocalfbin UnidLinuxdMac0S K). DO NOT enter a trailingslash atthe end!
CAProgram Files (+88)Umagehlagick-6.8.9-Q16

Executable exists. You are good fo gol

FFMpeg Path

Enter here the absalute path to your FFMpeg installation. FFMpeg is heing used by Razuna to modify your
videos. Most ofthe time FFMpeg is installed at C:Program FilesFFMpeq (Mindows) o justincaliin
(UniwLinueMacOs ). DO NOT enter a trailingslash atthe end!

CAffrmpegibin
Executable exists. You are good to go!

Exiftool

Enter here the absolute path to your Exiftool installation. Exiftoal is being used by Razuna to readivtite

metadata, Most of the time Exiftool is ingtalled at C.Program FilesExitool (Windows) or fustflocalhin
(UnidLinudMacOs ). DO NOT enter a trailingslash at the end!

Cheftaal
Executable exists. You are good to go!
DCRaw Path (optional)
Enter here the abgolute path to your DCRaw installation. DCRaw is being used by Razuna to convert RAW
images to different formats. Installation of DCRaw is described within the installation manual, you can grab

your copy fom the DVD we supplied of download the latest versian from their websits. DO NOT enter a
trailingslagh atthe end!

Cideraw]

MP4Box Path {optional)
Enter here the absolute path o the MP4Box executable. MP4Box is heing used by Razuna to encode mpd
vided far streaming properly DO NOT enter a trailingslash atthe end!

CiProgram Files GBE)\GPAC

Executahle exists. Vou are good to go!

15. Enter the Administrator account’s details. Click Finalize Setup.

Razuna Setup Wizard

Razuna needs some information hefare it can ke fully installed. If at any stage of the installation you need
rmare information, check out the online guide. Ifyou get stuck, you can visit our Bazuna Customer ©ammunity
orwith a suppart subscription ask us directly

System Administration Account
Pleasze enter the required information far your Systern Administration Account. This user is the System
Administrator and has access to all seftings

Username
Administrator
First Name

Last Name

eMail

Password

Confirm Password

7.7.2 Setting Up a Tenant
1. Login to Razuna: http://localhost:8080/razuna.
2. Once logged in, you will see Razuna’s menu on the left.
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http://localhost:8080/razuna

i RQzZuna

= General Configuration

= Plugins

/i Users | Groups

= Users

A
e Tenants

= Listiadd tenants

= Tenant Seftings

3. Click on List/add tenants.

4. On the new page, click the Add a Tenant tab. Type the name of the tenant and click Add Tenant.
In the image below, Demo is the default tenant when installing Razuna. It has an ID of 1. RPI is a user-
added tenant with an ID of 2.
Tenants Add a Tenant
Tenants
Demo (ID: 1) Upgrade Settings Reset Cache
RPI{D: 2) Upgrade Settings Reset Cache Remaove
Clicking on a tenant will display the Edit Tenant window. The folder name is listed below (note that this
information is required when configuring the Razuna provider at RPI).
Edit Tenant Demo ®
Name ofthis Tenant Demo
Name of folder razi
Size of folder 8.5M
Save
5.

To load a tenant, choose it from the dropdown at the upper right. A new tab will open. You will have to log in
to access the tenant.

Load tenant... E] Change language |=
Load tenant...

DEMO

RFI
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€ | P @ localhost:2080/ razuna/raz2/dam/index.cfm?fa= . main&._v=TDFCDETE78IE4 DCOIEDEL5 ADACFIFTAL

H= H C] z U n CI Quick Search All Assels w Advanced Search

Folders + Manage +

= Uploads Upload now How to get the most out of Razuna
W Trasn e i > How to add files to Razuna
your Files
> How to share files with Razuna

> Make good use of widgets

> Manage users and groups

> Real world customer case

7.7.3 Users
1. To access Users, click Users from the menu on the left. The list of users will be displayed.

Choose your host

Choose your host for getting the specific data for it DEMO -

Users Add User

Quicksearch

Username Company eMail

Search
Username First Name Last Hame Company eMail
Administrator Mathan Pari-an H

(Users in green are in the SystemAdministrator group)

The selected tenant is indicated in the Choose your host section. The users associated with the tenant are
listed below.

Go to the Add User tab to create a new user.

2. Clicking on a user will display its properties window.

263



Nathan Pari-an

“ Edit User ‘ Groups

Tenants/Hosts APl Key

User can login
elail*

Username™

Password

Password™

User

First Name*
Last Name®
Salutation
Company
Telephone
Fax

Mobile/Cell

Username | eMail

Confirm Password*

Expiration Date (mm/dd
vy

na

Administrator

MNathan

Pari-an

If expiration date is set then user will not be able {o login after the expiry date is reached. Leave
empty to have no expiration.

Send user welcome email Save

[ Nathan Pari-an

[ Edit User | Groups | TenantsiHosts AP| Key

Groups

Administration Area

Digital Asset Management Area

User can access Digital Asset Management Site

Administrator
SystemAdmin

Users in the group "Administrator” have Administration rights within their assigned tenants.

Only members in the group "SystemAdministrator” have access to this Razuna Administration!

Send user welcome email Save
[ Nathan Pari-an ® J
[ Edit User Groups Tenants/Hosts AP Key ]
Tenants
Demo
RPI
Send user welcome email Save
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| Nathan Pari-an

| Edit User Groups Tenants/Hosts | APl Key |

Below is your APl Key. With it you can use the Razuna Deskiop Uploader application and the
Razuna APl Please refer to the APl documentation. Please note, that currently we only support
access by APl from an account within the administrator group.

C410E i

In case your key has been tempered with or has become otherwise insecure you can reset the API
key. NOTE: You will need to use the new AP key with your application. The reset takes effect
immediately!

Send user welcome email Save
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7.8 Azure Storage

This section describes how to configure the Azure Storage Service to support an RPI external content provider.
7.8.1 Azure Account Configuration

1. Inabrowser, log into ‘portal.azure.com‘.

Microsoft Azure

Sign in with your work or school account

someone@example.com
Password

[2/ Keep me signed in

Can't access your account?

Don't have an account assigned by your work or school?
Sign in with a Microsoft account

2. After logging in you will be redirected to the Azure Portal home page.

_ P Search resources, services, and docs (G+/)

+ = B T 4+ @ 8 9 =T -

Create a Storage Virtual Service Bus Azure Active App Services SQL databases ~ Azure Database  Azure Cosmos More services
resource accounts machines Directory for PostgreSQL DB

Recent resources

Name Type Last Viewed
B2 rpisprint35 Sterage account (classic) 4 weeks ago
Navigate
T
Subscriptions [ <] Resource groups EE= Al resources [  Dpashboard
Tools
A Microsoft Learn 7! @ Azure Monitor 0 Security Center 9 Cost Management
o
“57 Leam Azure with free online Monitor your apps and Secure your apps and Analyze and optimize your
training from Microsoft infrastructure infrastructure cloud spend for free

3. Click Storage accounts (classic) to view the list of storage accounts for the Azure Storage service.
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4,

Azure services

— n | |
| = L
Create a Storage Virtual Service Bus
resource accounts machines
mmmm  Storage accounts *
Recentresou
—

Name

|- Create 7o) View
B rpisprint35

Description

. Create a storage account to store up to
Navigate 500TB of data in the cloud. Use a general-
purpose storage account to store object data,
use a NoSQL data store, define and use
Subscriptic  queues for message processing, and set up
See more

o e e o )

Home >

Storage accounts =

O =2 wpisp Storage account (classic)

rpidev-aad
+ Add £} Manageview ~ () Refresh < Exportto CSV ® Assigntags [i] D P Feedback
| Filter by name... ‘ __ Subscription == all ) _ Resource group == all o) _ Location == all o) "% Add filter )
Showing 1 to 6 of 6 records.
[ Name * Type v Kind Ty
O = igoel Storage account Storage
D = mani Storage account Storage
O = man Storage account Storage
O = mn Storage account Storage
D = mnis Storage account Storage

Resource group Ty
MNL-maniladev
MNL-maniladev
MNL-maniladev
MNL-maniladev
MNL-maniladev

New_Resource_Group

Select your preferred account and view its details.
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e e

Home > Storage accounts >
Storage accounts « = rpisprint35 2
+ Add & Manageview ~ - « Za OpeninExplorer — Move () Refresh [i] Delete © Feedback
= Overview
Filter by name. = @ Available
Nome © E Activitylog
%, Access control (IAM) @ Classic alerts in Azure Monitor is announced ta retire in 2021, it is recommended that you upgrade your classic alert nules to retain alerting functionality
- N more information, see Continue alerting with ARM storage accounts.
£? Diagnose and solve problems
mar
ma} ... = Storage Explorer (preview) Resource group (change) : New_Resource_Group Performance : Standard
mal Settings Status Primary: Available Replication  : Locally-redundant storage (LRS)
Location : Southeast Asia Account kind : Storage (classic)
= mnl Access keys
. Subscription (change)  : RedPoint: RPI Dev
= mis tev 9 CORS i
Subscription ID : eeB1131e-023a-413b-0288-0354313 1455
8 Configuration
2
Shared access signature
@ Migrate to ARM j Containers File shares Tables
) Scalable, cost-effective storage for Serverless SMB file shares Tabular data storage
It Properties unstructured data
Leam more Leam more
3 Locks Leam more
Blob service
1 Containers E Queues
Effectively scale apps according to
B Custom domain traffic
@ Data protection Leam more

7.8.2 Adding an Azure Storage Container

1. Having clicked Containers, you can add a container and edit its privacy settings.
2. Add a Container.

3. Setits access type to Container. Note that if this setting is not changed, files will not be accessible in RPI.

) rpisprint35 | Containers =

Storage account (classic)

« + Container = © access level () Refresh | [i] Delete
B Overview A [P |
Activity log Name Last modified Public access level Lease state
"R Access control (IAM) [ audiovideo 11/16/2016 5:14:59 PM Container Available
& Diagnose and solve problems [ documents 11/16/2016 5:15:29 PM Container Available
I Storage Bxplorer (preview) [ exportfiles 11/16/2016 5:15:45 PM Container Available
Settings D images 11/16/2016 5:15:12 PM Container Available
Access keys [ nptestcontainer 7/2/2019 6:16:14 PM Container Available
&) CORS D sarahfiles 7/16/2015 5:56:46 PM Container Available
&= Configuration D sarahfilesfinal 7/16/2015 5:54:39 PM Container Available
2 Shared access signature D sprint35container 6/1/2015 5:30:00 PM Container Available
8 Migrate to ARM D testcontainer 7/16/2015 5:54:18 PM Container Available

Properties
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New container X

Name *

l testcontainer2020 ~ l

Public access level ()

| Container (anonymous read access for containers and blobs) |

A\ All container and blob data can be read by anonymous request.
Clients can enumerate blobs within the container by anonymous
request, but cannot enumerate containers within the storage
account.

4. Specify a name for the container and click Create.
5. Select the created container in the list and start uploading/viewing files.

s e e - : ® @

Hame > Storage accounts > rpisprint3s | Containers Upload blob

0 testcontainer2020 testcontainer202t
e Files ©
Search (Ctri+/] « T Upload ) Change accesslevel () Refresh g Select a file
[T Overview Location: testcontainer2020 [ Overwrite i files already exist

. Access Contral (IAM)

Search blobs by prefix {case-sensitive] . ¥ Advanced
Settings
Name Modified Access tier Blab type
Access policy
O E tiuesppiepng /52020 115458 AM Block biob
Il Properties
O 2 civomejpeg 6/5/2020 11:56:08 AM Block blob
@ Metadata Current uploads
O 2 temalejog 6/5/2020 11:56:08 AM Block blob .
Dismiss:  Comple|
O & maiejpeg /5/2020 11:56:08 A Block blob ariediog © 126 K8/ 126 KE
marned. /5/2020 11:56:08 AM Block blob
O e R ek femalejpg 13KB /13 1GB
e 6/5/2020 11:56:08 AM Block blob
O & singiejpeg 5/ lock biof singiejpeg © 3K8/3K86
wall-murals- heflo-kitty, /5/2020 11:55:21 AM lock bl
(] urals-hello-Kittyjpg.jpg 6/5/2020 11:55:2 Block blob S PP
X, /5720 11:55:36 AM ok biol
[ 2 xipeg 6/5/2020 11:55:36 Block biob Cromespes © skassKE
xiveg © 6B/ 6KB

wall-murals-hello-kittyj.. @ 91KiB /91 KB

Blueappleng © 2ki/2K8

7.8.3 Azure CDN (Content Delivery Network) Configuration

1. Inabrowser, log into portal.azure.com

2. Inthe navigation panel, scroll down, and click More services > CDN Profiles, then Click Create.

R Search resources, services, and docs (G+/)

Azure services

— — oy = =
pr— ]
+ — L i) > & o/ < -
Create a Storage Virtual Service Bus Azure Active App Services SQL databases ~ Azure Database ~ Azure Cosmos More services
resource accounts machines Directory for PostgreSQL DB
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3.

4.

= Microsoft Azure R Search resources, services, and docs (G+/)

All services | 2 Search Al
~

Overview NETWORKING (32)
Categories 4> Virtual networks (} Load balancers
All ® Local network gateways i CDN profiles
General
I " fB Network Watcher

ompute "

CDN profiles
Networking B2 Public IP addresses —_‘
Storage
On- Data Gat:

Web €% On-premises Data Gateways Create 73 View
Mobile @ Application security groups W UUOS prowcuon prans

To create a new CDN profile, complete the form’s required details and click Create.

Microsoft Azure

All services >

CDN profile O X

Name *
| Test-CDN-Profile /|

Subscription *
| RedPoint: RPI Dev

Resource group *

| v]

Create new

Resource group location ©

East US

Pricing tier (View full pricing details) *

l Standard Akamai N

|:| Create a new CDN endpoint now

Refresh the list of CDN profiles. Once your new profile is available, select it.

= Microsoft Azure £ Search resources, services, and docs (G+/)

All services

CDN profiles =

rpidev-asd

+ Add 15} Manageview ~ () Refresh L Exportto CSV & Feedback

Filter by name. Subscription == all Resource group == all @) | Location == all @) { ¥ Add filter

Showing 1o 1 of 1 records.

[ name

[ & fest-CON-Profile

Pricing tier T, Resource ID Ty Subscription T, Subscription 1D Ty

Standard Akamai feubscriptions/ee@1131e-d23a-4... RedPoint: RP| Dev eell

Resource group Ty

w
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5. To add an Endpoint, click + Endpoint

= Microsoft Azure P Search resources, services, and docs (G+/)

All services > CDN profiles >

CDN profiles « @ Test-CDN-Profile »
rpidev-aad CDN profile
+ Add & Manage view ~ -+ [ | « + Endpoint ¥ Purge —> Move [il Delete
& Overview Resource group (change) : MNL-maniladev
‘ Filter by name.. ‘
Activity log Status : Active

Name T
::R Access control (IAM) Subscription (change) : RedPoint: RPI Dev
b Test-CDN-Profile

# Tags Subscription ID :ee if5
B
ﬁ Diagnese and solve problems
EN Endpoints
Settings Hostname T, Status +)  Protocol
I N
Properties No endpoints are associated with this profile
& Quickstart

6. Complete the form and click Add.

Add an endpoint X

Allows configuring content delivery behavior and access.

Name *

| testcdn2020 ’
.azureedge.net

Origin type *

l Storage e ]

Origin hostname *

l rpisprint35.blob.core.windows.net N ]

Origin path @
| /Path |

Origin host header (O

| rpisprint35.blob.core.windows.net ~

Protocol (O Origin port (0

HTTP [ 80 |

HTTPS | 443 |

Optimized for

| General web delivery v |

7. Wait while the CDN endpoint is created. Refresh the list of CDN profiles to view the newly-created endpoint.
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= Microsoft Azure £ Search resources, services, and docs (G+/)

All services > CDN profiles
CDN profiles « & Test-CDN-Profile =
pides-asd CON profile
+ Add {5} Manage view ~» - o] « + Endpoint &° Purge —> Move [i] Delete
& Overview Resource group (change) : MNL-maniladev Pricing Tier : Standard Akamai
Filter by name...
Name E Activity log Status Active
. Access control (1AM) Subscription {change) RedPoint: RPI Dev
4 Test-CON-Profile - .
® T Subscription ID o
Z* Diagnose and solve problems o b
«sv Endpoints
Settings Hostname 1, Status t,  Protocal +,  Origin type 4, Custom domains
11t Properties testcdn2020.azureedge.net © Running HTTP, HTTPS. Storage
& Quickstart
Lacks
8. Select the endpoint and scroll down to Origin.
= Microsoft Azure £ Search resources, services, and docs (G+/)
All services > CDN profiles > Test-CDN-Profile >
=, testcdn2020 (Test-CDN-Profile/testcdn2020) | Origin
- Endpoint
|}3 Search (Ctrl+/) | « = X Discard
= Overview Origin type *
Activity log l Storage ~ ]
'EXI, Access control (IAM) Origin hostname * (0]
' Tags ‘ rpisprint35.blob.core.windows.net ~ |
&% Diagnose and solve problems Origin host header (O
‘ rpisprint35.blob.core.windows.net |
Settings
Origin path O
= Origin ‘ /Path |
B Custom domains . .
Protocol (O Origin port (O
= Compression
HTTP [s0 |
& Caching rules
@ Geo-filtering | 43 |
ﬂ Optimization

9. Use the Origin hostname to configure the Azure Storage provider’s Blob service endpoint property.
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7.9 WebDAV

7.9.1 Installing WebDAV

1. On the taskbar, click Start, point to Administrative Tools, and then click Server Manager.
2. Inthe Server Manager hierarchy pane, expand Roles, and then click Web Server (IIS).
3. Inthe Web Server (11S) pane, scroll to the Role Services section, and then click Add Role Services.
4. On the Select Role Services page of the Add Role Services Wizard, expand Common HTTP Features,
select WebDAYV Publishing, and then click Next.
hddroleservices @
= 5
! 5 Select Role Services
Select the role services to install for Web Server (115):
Confirmation Role services: Description:
P | ‘webDay Publishing (Web Distributed
reress & ] web server Authoring and Yersioning) enables
Results =[] Common HTTR Features vou ko publish files ko and From a ‘Web
[/] static Content server by using the HTTP protacol.
[¥] Default Document Because WebDaY uses HTTR, it works
[] Directory Browsing through most Firewalls without
[] HTTE Errars modification.
[¥] HTTP Redirection
W Publishing
= [E Application Development
[] ase.MET
[¥] .MET Extensibility
V] ase
V] car
[] 154P1 Extensions
[¥] 158PI Filters
Server Side Includes (Mot Installed)
=[] Health and Diagnostics
[¥] HTTP Logging
[¥] Logaing Tools
’z Request Monitor
[¥] Tracing =l
More about role services
< Previous | [k = | Remove | Cancel I
5. On the Confirm Installation Selections page, click Install.

6. On the Results page, click Close.
7.9.2 Enabling and adding an authoring rule in WebDAV

1. InlIS Manager, in the Connections pane, expand the Sites node in the tree, then click the Default Web Site.
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2.

4,

5.

As shown in the image below, double-click the WebDAV Authoring Rules feature.

E] Default Web Site Home EEE——
ea' = |t] |& 0 Open Feature
-5 Start Page = = 1
% Filter: > %WGo ~ Show All | Gi 3 - - 2 Explore
4-85 CONTOSO-SERVER (CONTOS | =" S i sHow Al | Group by Area e
5 Q Application Pools R hNET % IN‘EIT : .N;T Error = bNIET . .NET Profile .NET Roles
2B Sites uthorizat.. Compilation ages ol i ization Edit Site
b ) Default Web Site 5.% f f ﬁ Bindings...
E?/ & kdlab] 3 = Basic Settings...
NET Trust  .NET Users  Application Connection MachineKey Pagesand . .
Levels Settings Strings Controls View Applications
View Virtual Directories
la b @‘ Manage Website
Providers  Session State SMTP E-mail 2 Restort
b Start
is ~ B Stop
K EE& \g 2 Browse Website
o= 9 @] Browse ™80 (http)
ASP Authentic... Authorizat... CaGl Compression  Default s ]
Rules Document Advanced Settings...
N syl = Configure
% t=d o] Failed Requiest Tracinga
Directory  ErrorPages  Failed Handler HTTP Limite
Browsing Request Tra... Mappings Redirect S
Add FTP Publishing...
L E » 79
%,z = & 2 Install Application From
2
IP Address ISAPIFilters  Logging MIMETypes Modules  Output Galtesy
and Doma... Caching @ Help
S o= ey X
PHP Request  SSL Settings URL Rewrit WebDAV
Manager Filtering Authoring
Rules
Management ~

€ » CONTOSO-SERVER » Sites » Default Web Site »

File View Help

€- |2 |8
.. Start Page
4 -‘a CONTOSO-SERVER (CONTOS
[} Application Pools
4.8 Sites
b Q) Default Web Site

0 WebDAV Authoring Rules

Use this feature to specify rules for authorizing users to access content.

Path Users Roles

Access

Entry 1

(i) The WebDAV feature has
b dabled

Add Authoring Rule...

Enable WebDAV

WebDAV Settings...

@ Help

Once WebDAYV has been enabled, click the Add Authoring Rule task in the Actions pane.

File View Help
G- |28 0 WebDAV Authoring Rules Add Authoring Rule...

-G Start Page Use this feature to specify rules for authorizing users to access content. Disable WebDAV

4 eﬂ CONTOSO-SERVER (CONTOS -
() Application Pools Path Users Roles Access Entry 1 WebDAV Settings...
48] Sites @ Help

b &3 Default Web Site
When the Add Authoring Rule dialog appears:

a. Click All content to specify that the rule applies to all content types.
b. Choose Specified users and type "administrator” for the user name.
c. Select Read, Source, and Write for the permissions.
d.

When you have

completed these items, click OK.
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Allow access to:

@ All content

) Specified content:

Example: *.bas, wsvc.axd
Allow access to this content to:
) All users
(O Specified roles or user groups:

Admin, Guest

@® Specified users:

ladministrator

User1, User2

Permissions
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7.9.3 Logging into the WebDAYV site

=

In IS Manager, in the Connections pane, expand the Sites node in the tree, then click the Default Web Site.
2. Double-click the Authentication feature.

e » CONTOSO-SERVER » Sites » Default Web Site »

(€& 24
File View Help

0 Default Web Site Home

€-H |2 |8 Open Feature

..y Start Page = = - Biblore

493 CONTOSO-SERVER (CONTOS | """ ~ (50 .z gy Stiow AL | Ghoup Iy, Aren b " e

- T Edit Permissions...
2} Application Pools ASP.NET ~lA
4.8 Sites ) & = 15! Edit Site
b &) Default Web Site 3 N\~ @ [ o5 \2) Bindings...
NET .NET .NET Error .NET .NET Profile .NET Roles =) Basic Settings...

Authorizat.. Compilation Pages Globalization

.NET Trust  .NET Users Application Connection MachineKey Pagesand Manage Website
Levels Settings Strings Controls 2 Restart

R & & . s

Providers  Session State SMTP E-mail

View Applications
View Virtual Directories

Browse Website
€] Browse*:80 (http)

. o N Advanced Settings...
3 e Configure
uthorizat... CaGl Compression  Default Failed Request Tracing..
Rules Document 3%
Limits...
Pl g ishing..
% Q’B 99 Add FTP Pu.bhs.hmg
Directory  Error Pages Failed Handler HTTP HTTP 3 I(r;s[tlall Application From
Browsing Request Tra... Mappings Redirect Respon... ol
& i

3. When the Authentication feature opens, make sure that Windows Authentication is enabled. If it is not
enabled, select Windows Authentication, and click Enable in the Action menu.(Note: You can use Basic
Authentication with WebDAYV, but the WebDAYV redirector will only use Basic authentication with SSL
connections.)

View Help

Q Authentication

% A\ Click here to learn how to
ﬂa Start Page e : configure Extended
i roup by: No G ¥ i
485 CONTOSO-SERVER (CONTOS B No el Protection.
i ettt i = LR Adiens
4.8 Sites Anonymous Authentication Enabled
b _0 Default Web Site ASP.NET Impersonation Disabled Disable
Basic Authentication Disabled HTTP 401 Challenge Advanced Settings...
Digest Authentication Disabled HTTP 401 Challenge Providers...
SEE 0 Help
Windows Authentication Enabled HTTP 401 Challenge

4. In lIS Manager, click the Default Web Site under the Sites node in the tree.
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o

g Default Web Site Home

€ & Open Feature
©5 Start Page = -
= Filter: - Go \ how All | G A v (88~ >
495 CONTOSO-SERVER (CONTOS | " S0 ohow AL | Sroup iy Ares S
> 2 Edit Permissions.
=2 Application Pools ASP.NET A A
4.[@] Sites =p 4 (73| “ Edit Site
b 3 Default Web Site | 404 o Bindings
{NET {NET NET Error NET {NET Profile .NET Roles
Authorizat.. Compilation Pages Globalization
‘7“. ‘:3 / ”W‘ b »1]] EE=! tual Directories
.NET Trust  .NET Users Application Connection MachineKey Pagesand Manage Website
Levels Settings Strings Controls Rests
Restart
R’ & [
'y 1L @ Stop

Providers  Session State SMTP E-mail

Browse Website
*:80 (http!

IS ~
vance

ﬂ %_H L/] Configure

CaGl Compression  Default
Document

ttings.

=0)| Y el =y

= 404 LE3
Directory Error Pages Failed Handler HTTP HTTP =]
Browsing Request Tra... Mappings Redirect Respon...

When the Authorization feature opens, make sure that an Allow rule is defined that includes the
administrator account. (For example, the default rule for IIS allowing access to All Users will include the
administrator account.)

On your WebDAV server, open a command prompt session.

Type the following command to connect to your WebDAYV server: net use * http://localhost/

BE |

cih. Administrator: Command Prompt
(c> 2013 Microsoft Corporation. All rights reserved.

:\Windows\system32>net use * http://localhost/
Drive ¥: is now connected to http://localhost/.

he command completed successfully.

\Windows\system32)>¥:

N\odir
Uolume in drive Y has no label.
Uolume Serial Number is BBGB-8068

Directory of ¥Y:\

N2,21,2614 ©B2:18 .
P2,21,/2614 02:10 2
A2,21,2014 ©1:58 899 article.aspx
A1,/14/26814 069:21 91 test.asp
P2,28,26814 B8:34 AM 1,435 webh.config

3 File<(s> 2,425 bytes

2 Dirds> 123,961.274,.368 bhytes free
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7.10 Box

This section describes how to configure Box for use as an RPI external content provider.

1. Inaweb browser, log into the Box developer site (https://developer.box.com/), using the “Log
in” link. If you do not have an account, please create one by clicking “the Sign Up” link
(proceed to the “Creating an Account” section below).

Build with the Box Platform

2. Enter your Full Name and Email Address to sign up.

Sign-up for a Box Developer Account

Let's Get Started

Your Information
Full Name

Full Name

Email Address

Email Address

Business Name (Optional)

Business Name

I'm not a robot

ee 1o the storing
sta by Box as described in our Box Developer

t and Privacy Policy.

3. Click on the Confirmation Email sent to your email address and set your Password.

box

Verify your email to start using Box

Welcome to Box! Just verify your email to get started. We do this as a security precaution to
verify your credentials

If you did not sign up for Box, or believe an unauthorized person has signed up using your
email address, please contact Box Support.
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4.

5.

Enter your new password
Before you can access your account
(redpointuser2020@gmail.com), you need to creale a new
password,

‘ New Password

Confirm Passwaord

[ Log out of all Box applications using this account

Not redpointuser2020@gmail.com? Log out.

Click the Create New App button.

Welcome to Box Platform, Redpoint!

Get started by creating your first Box app.

Create New App

Select Custom App then click Next.

Custom App

Build a standalone app with Box's
content services, such as
managing and rendering files and
enabling end-user collaboration

For developers using Box's
content services witheut requiring
Box user accounts.

Let’s get started. What type of app are you building?

Enterprise Integration

Extend your Box instance with
programmatic processes and
backend integrations, such as
user, group, and event
management.

For Box admins and developers
building an integration for their
existing Box users.

Partner Integration

Allow users to access, edit, and
save their Box content within your
third-party app, such as an
signature or project management
service

For developers building an
integration for existing Box users

‘
Byl
_
® ——
Custom Skill

Build a Custom Skill that
processes files in Box using third-
party Al/ML technologies. Custom
Skills apply metadata to files, such
as image labels or audio
transcripts.

For developers building content
processing solutions.

Cancel
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Select Standard OAuth 2.0 then click Next.

Authentication Method

We've recommended an authentication method based on the type of app you've chosen.
You may change the authentication method below. Learn more.

OAuth 2.0 with JWT (Server Authentication)

Allows yo

Tol

app to authent

1stead of user c

App Token (Server Authentication)
Provides AP f

NOT alloy

you to ¢

New Box View and make su

proceeding

Back

Enter your application name then click Create App.

What would you like to name your app?

Don't worry—you can change this later.

[ AppBox2020

By clicking 'Create App', you agree to the terms of the Box Developer Agreement and the Box Privacy Policy.

Back Create App

+

Woot! Your app has been created.

Make your first AP call and retrieve a list of folders from your personal Box account using a developer
token. This token will expire after 60 minutes.
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8.

Click the View Your App button to get the created credentials.

[ bOXDcvclopcrs

o
oa

My Apps

& General
@ Configuration

Webhooks

Integrations

s App Gallery

REFER!

2, SDKs
[] APl Docs
& Support

Configuration

Configure the authentication and permissions for your app to begin using the Box APls. Check out our Getting Started Guide for a walkthrough of these settings.

Authentication Method

Choose how your app will authenticate
to the Box APls. Learn more.

Developer Token

A developer token allows you to use the
Box AP te access your personal Box
account enly. This token is valid for 60
minutes.

OAuth 2.0 Credentials

Credentials for u

OAuth 2.0 as your
Authentication type

Standard OAuth 2.0 (User Authentication)

Requires Box users to log in with a username and passweord to authorize your app to
access content in their account

Developer Token

KL cory

Revoke

Created: May 10, 2020 at 10:16:22 PM PDT

Expires: May 10, 2020 at 11:22:58 PM PDT

Client ID

ppi cOPY

Client Secret

copy

Reset
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7.11 Amazon AWS S3
Follow the steps below to enable KMS encryption at an S3 bucket.
7.11.1 Enable Default Encryption for an S3 Bucket

This section describes how to enable encryption for AWS S3-KMS. Please follow the steps below:

1. Sign into the AWS Management Console and open the Amazon S3 console at
https://console.aws.amazon.com/s3/.

2. In the Bucket name list, choose the name of the bucket that you want.

Bucket name 1=

& admin-created

admin-created-one

AR I B PPt el i ot

4. Choose Default encryption.

3. Show Properties.

Default encryption

Automatically encrypt objects when
stored in Amazon 53

Learn more

5. Choose AWS-KMS, and then choose a master key from the list of the AWS KMS master keys that you have
created. AES-256 is not supported in this context.
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6. Type the Amazon Resource Name (ARN) of the AWS KMS key to use. You can find the ARN for your AWS
KMS key in the IAM console, under Encryption keys, or you can choose a key name from the dropdown list.

Default encryption X

This property does not affect existing objects in your bucket

() None
Ay

() AES-256
Ay

Use Server-Side Encryption with Amazon 53-Managed Keys (SSE-
53)

.
|\./| AWS-KMS

Use Server-Side Encryption with AWS KMS-Managed Keys (SSE-
KMS)

Custom KMS ARN ~

Type to search Q

aws/s3

ca-key

Custom KMS ARN

View bucket policy

Cancel

7. Press Save.

7.11.2 Create Master key for AWS-KMS

This section describes how to create an AWS-KMS master key. Please follow the steps below:

1. Open the IAM console at https://console.aws.amazon.com/iam/.

2. Inthe navigation pane, click Encryption keys.

3. Click Create Key.
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1

Details Filter: US East (M. Virginia) - @

Groups

Users (] Alias = Key ID

Roles aws/s3 Gadedad3-FI51-400b-9040-21c5belechl2
Identity Providers aws/ebs 6cfb2f97-4972-4f85-b3e2-c04 0229738
Password Palicy aws/redshif 86048094-02be-45c5-5195-945695 1255

Credential Report

Encryption Keys

4. Complete the app key and description fields then press Next step.

Create Alias and Description

Define an alias and a description for this key. Properties of this key can

Alias (required) = AppKey

Step 3: Define Key Usage Permissions Description | Key for application encry

5. Check
the users and

Define Key Administrators

Define which lAM users and roles within this account can administer this
Step 1: Create Alias and Description administer this key. Learn Mare.

Step 2 : Define Key Administrators

]  Name #

awscli
[ awsroadtrip

cwlogger

namic-dynamao "™ I

6. Select users and roles who can encrypt and decrypt data when using AWS services.
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8.

Create Key in US East (N Define Key Usage Permissions

rginia)

Step 1: Create Alias and Description ~» This Account

Step 2: Define Key Administrators Define which users and roles in this account can use this key to encrypt and

Step 3 : Define Key Usage when using AWS senvices currently integrated with KMS. Users and roles int
Permissions key. Learn Mare.

(]  MName %

() awscli

() awsroadtrip

() cwlogger

[J  dynamic-dynamodb
jeff

Press Finish to save the encryption key.
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7.12 Google Cloud Storage
7.12.1 Create Google Cloud Storage Bucket

This section describes how to create and configure a new Google Cloud Storage Bucket. Please follow
the steps below:

1. Open a web browser and navigate to https://console.cloud.google.com to logon to the Google
Cloud Console.

2. From the left side menu, under the Storage section, click Storage > Browser.

3. On the Browser page, click Create Bucket.

Browser & CREATE BUCKET ( REFRESH

4. Create your bucket by entering the required fields in the Create Bucket step-by-step process.

& Create a bucket
* Name your bucket
Pick a globally unique, permanent name. Naming guidelines

Ex. ‘example’, ‘example_bucket-1', or ‘example.com’

Tip: Don't include any sensitive information

CONTINUE

Choose where to store your data
Choose a default storage class for your data
Choose how to control access to objects

L]
\
[ ]
\
[ ]
\
L]

Advanced settings (optional)

7.12.2 Create APl Credentials

5. From the Menu on the left, click APIs and Services > Credentials
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6. Click the Create Credentials button on the Credentials page and select API key from the drop-
down menu.

Credentials

Create credentials ~ Delete

AP key )
Identifies your project using a simple API key to check quota and access

OAuth client ID
Requests user consent so your app can access the user's data

Service account key
Enables server-to-server, app-level authentication using robot accounts

Help me choose
Asks a few questions to help you decide which type of credential to use

M T A e w e R

7. The API key will be used within the configuration of the Google Cloud Storage ECP.
After the API key is created and displayed, click Restrict Key.

API key created
Use this key in your application by passing it with the key=API_KEY parameter

Your API key
R — 3]

Restrict your key to prevent unautharized use in production

CLOSE  RESTRICT KEY

8. Setthe API key’s Application restrictions and API restrictions.

< Restrict and rename AP| key C' REGENERATE KEY W DeLeTE

Application restrictions

An application restriction controls which websites, IP addresses, or applications can use your
AP key. You can set one application restriction per key.

@® None

(O HTTP raferrers (web sites)

O IP addresses (web servers, cron jobs, eic.)

O Android apps

O 05 apps

APl restrictions

AP restrictions specify the enabled APIs that this key can call

O Don't restrict key
This key can call any AP

@ Restrict key

Select APls -

Selected APIs:

Note: It may take up to 5 minutes for settings to take effect

m CANCEL
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Note: If an application restriction is configured, HTTP referrers is required for RPI to connect to
Google Cloud Storage. For API restriction, make sure Cloud Storage, Cloud Storage API, and
Google Cloud Storage JSON API restrictions are checked.

{0 B Mt mm s A it b i s

= Filter [Type to fifter
S ————
D Cloud Spanner API

O cloud saL

Carar oy

Cloud Storage

Cloud Storage API

=

[ cloud Testing API

O cloud Trace API

D Compute Engine API

-

M ramnute Fraine Instance Groun Mananer AP

i CANCEL 0K

= Typetofilter

O Firebase Remote Config API

O Firebase Rules API

O Google Cloud APIs

D Google Cloud Memorystore for Redis API
Google Cloud Storage JSON API

O Identity Toolkit API

O Kubernetes Engine API

1 Leaacy Cloud Source Repositories AP

9. Create your OAuth client ID. Click the Create Credentials button on the Credentials page. Select
OAuth client ID from the drop-down menu.

10. On the Create OAuth client ID page, select Web application as the application type. Provide a
name to your ID and set an authorized redirect URI. Make sure that the redirect URI has been
added to the Authorized Domains list. This can be configured in the OAuth consent settings page.

& Create OAuth client ID

Application type

® Web application
Android Lea
Chrome App
I0S Learn more
Other

Name

Web client 4

Restrictions
t

Authorized JavaScript origins

Authorized redirect URIs
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11. Click the Create button to finish the step. The Client ID, Client Secret, and Redirect URI will be
used within the configuration of the Google Cloud Storage ECP.

7.12.3 Set the IAM Permissions

12. Set the IAM permissions for Cloud Storage. From the main menu, navigate to IAM & Admin >
Roles. Click Create Role.

= Google Cloud Platform &+ RPIDev v Q  stor
O 1AM &Admin & Create Role
+2 1AM

Custom roles let you group permissions and assign them to principals in your project or

organization. You can manually select permissions or import permissions from another
O  identity & Organization

role. Learn more
9, Policy Troubleshooter Titte *
Custom Role
B Policy Analyzer 11/100
B  Organization Policies Description

Created on: 2021-10-28

3 Service Accounts

B Workload Identity Federat.. 0"
CustomRole604

@ Labels

T Role launch stage
» ags Alpha -
o Seftings

<4 ADD PERMISSIONS
@  Privacy & Security
| Identty-Aware Proxy No assigned permissions
&  Rokes = Filter Enter property name or value 2] m
= Auditlogs O  Permission 4 Status
€ AssetInventory m No rows to display
[E  Essential Contacts o Some permissions might be associated with and checked by third parties.
These permissions contain the third party's service and domain name in

2L Groups the pemmission prefix

3 Manage Rescurces
CREATE CANCEL

[E  Release Notes

13. Set the Title and ID of the role.

14. Click the Add Permissions button.

289



15. In the Permissions dialog, filter for ‘storage.buckets’. Check off of the following permissions:
e storage.buckets.create
e storage.buckets.delete
e storage.buckets.get
e storage.buckets.list

Click the Add button

Add permissions

Filter permissions by role

storage.buckets
= Filter
Enter property name or value
Permission Status
firebasestorage buckets. addFirebase Supported
firebasestorage buckets.get Supported

firebasestorage buckets list Supported

ge buckets Supported
storage buckets create Supported
storage buckets.createTagBinding Supported
storage buckets.delete Supported
storage.buckets.deleteTagBinding Supported
storage buckets.get Supported
storage buckets.getlamPolicy Supported

Oo/s0OQ’0O@’s0O000n

1-100f14 £ >

o -

Add permissions

Filter permissions by role

storage buckets @

Enter property name or value

= Filter

Permission Status
storage.buckets list Supported
storage buckets listTagBindings Supported
storage buckets.setlamPolicy Supported
storage buckets.update Supported

11-140f14 ¢ >

ones
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16. Filter for ‘storage.objects’. Check off the following permissions:
e storage.objects.create
e storage.objects.get
e storage.objects.list
e storage.objects.delete

Click the Add button

Add permissions

Filter permissions by role

storage.objects €

Enter property name or value

= Filter

Permission Status

storage objects.create Supported
storage.objects.delete Supported
storage.objects.get Supported
storage objects.getiamPolicy Supported
storage objects list Supported

storage.objects. setlamPolicy Supported

Ooo0ooooo

storage.objects.update Supported

CANCEL ADD

17. The role should now list the selected permissions from above. If incomplete, click the Add
Permissions button again to reselect the missing permissions.

Google Cloud Platform &« RPIDev v

O 1AM &Admin & Create Role
2 1AM Custom roles let you group permissicns and assign them to principals in your project or
You can Iy or import. from another
©  dentity & Organization role. Leammors
%, Policy Troubleshooter Title *
Custom Role
B PolicyAnalyzer =Ty
B  organization Policies Description
Created on: 2021-10-28
®1  Service Accounts P
22/256
@ Workload identity Federat
CustomRole604
@ Labels
Fole launch stage
> Tags Alpha -
o Settings
+ ADD PERMISSIONS
] Privacy & Security e —————
BB IdeatityAuney Proxy 3 assigned permissions
2 Foles = Filter  Enter property name or value ("] ]
= Auditlogs @ Permission 4 Status
@  Assetinventory storage buckets.create  Supperted
storage.buckets.delete  Supported
@  Essential Contact:
@  Essential Gontacts ‘storage.buckets.get Supported
it Groups
@  Some permissions might be associated with and checked by third partes
These permissions contain the third party's sevice and domain Aame in
[3  Manage Resources the permission prefix.

B Ausssslot  SHOW ADDED AND REMOVED PERMISSIONS
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18. From the menu on the left, click IAM. Assign the created role to the user that will be using Google
Cloud Storage.

o

a F 0

IAM & Admin 1AM

PERMISSIONS

1AM

Identity & Organization o=z
Policy Troubleshaoter

Policy Analyzer

Organization Policles

Service Accounts

+2 ADD -2 REMOVE

RECOMMENDATIONS HISTORY
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7.13 SharePoint Online

This section describes how to configure an existing SharePoint Online instance for use with RPI. If you have a
provisioned SharePoint Online and have access to it, please follow the steps below:

1. In aweb browser, log into https://www.office.com/ to acquire a server URL and site suffix.

2. Click SharePoint.

&« C 1Y & officecom/7auth=2 w &
REDEWM | office 365 O search Q B
Good afternoon Install OF
o
+ o e | x| & ol B wi L
Start new QOutlook OneDrive Word Excel PowerPoint OneNote SharePoint Teams Yammer

> B =

Dynamics

365

Flow All apps

3. Click the SharePoint site you want to use.

C () @ redpointglobal.sharepoint.com/_layouts/15,

REDPOINT | sharepoint

GLOBAL

£ Search - Createsite - Create news post

Following Frequent sites

ED

ECP-Dev RPI - Dev Team Red Point Global Iy
Recent Group Site
ECP-Dev *
You viewed index on 5/28/2019 You viewed RPI v5.2 Feature You viewed Screwf
RPI - Dev Team * Summary on 7/15/2019 Change Tracking o
.z SendGrid Text Offer is popular Jim Hinder modified Patches on a Dan Santos modifi
Red Point Global Inc Team S... ¥¥ = 8/21/2019 RP Task List on 5/1
2 index s popular 2 RPIV5.2 Release Note is popular You viewed Dear R
GBH , = = 4/25/2019
WGBH Platform w /<
RedPoint Global %

4. You must take note of the URL. In this example, we are using
‘https://Redpointglobal.sharepoint.com/sites/ECP-Dev’ - use 'https://Redpointglobal.sharepoint.com' to
configure the Server URL and 'sites/ECP-DeV' as the Site suffix when configuring the ECP in RPI's
Configuration Workbench.
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s/ECP-Dev

CcC 0O @ redpointglobal.sharepoint.com/sit

REDI?OINT | SharePoint

LOBAL

S CCP-Dev

Private group

L Search this site -+ New “ £3% Page details
Home
Conversations AL rnally
Documents
Documents s

Notebook
Pages -+ New T Upload 3 Sync @ Export to Excel = All Documents
Site contents O Name Modified Modified By
Recydlebin T aazaaaaaaabbbbbbbbbbccccccccccdddddd...  June 17 Maree Laserna
Edit

Folder from RPI June 9 Jerarl Bautista

Folder from RPI1 June 9
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7.14 Cloudinary

This section describes how to create and configure a new Cloudinary account. Please follow the steps below:

1. In aweb browser, navigate to https://cloudinary.com/.

2. Click Signup for free.

@ & nupsy/doudinary.com nee e @ 9 A @@

SOLUTIONS PRICING CUSTOMERS DOCUMENTATION ADD-ONS SIGN UP FOR FREE

3. Provide all mandatory details and click Create Account.

SIGN UP TO CLOUDINARY

Your name: Cloudinary is the media
management platform for web and
mobile developers. An end-to-end
solution for all your image and

Email video needs.
& File Upload & Storage

Password:

@ Cloud Asset Management
Country: B 1mage ana Video Manipulation

Philippines -

@ Optimization & Fast Delivery

Phane: (opriona|

o) G

Company or site name: (Optiona/

Primary interest

Aassigned cloud name: didyuezdr Edit
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Go to your inbox and locate the Cloudinary email to validate your Cloudinary account. Click Sign in to Validate
your Email Address and you will be redirected to the Cloudinary portal.

Congratulations! You're almost set to start using Cloudinary.
Just click the button below to validate your email address.

Sign in to Validate your Email Address

Click Next to complete the registration process.

® =] « & -

Weleome Cemssie mar Imegration Semtings Wha's ne?

Welcome to Cloudinary

To get you up and running this tour will help with initial setup, give you 2 quick overview of Cloudinary's main functionality, and introduce
you to the Manzgement Conacle Ul. Please answer the few questions below o we can customize your Cloudinary experience.

What is your main role?

[h] peveloper 3 pevope EA MediaManager | | 2. Tach Execurive @ Other
What's your primary development framework? How did you hear about us?
Select... Select ..

which industry best describes your site or application?

& Commerce [E] newsamecia B social §) Adrech @ el [53] other

In your Cloudinary dashboard, secure the values of the following parameters:
Cloud name, API Key, and API Secret (used when provisioning new a Cloudinary connector in RedPoint
Interaction).

Dashboard

Account Details

Cloud name: djdyuezdr
API Key: T
API Secret: b |
i variable: i g @iy ‘copy o ciigposrs

Free Plan
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7.15 Contentful

This section shows how to configure a Contentful space to support an RPI external content provider.

1. Create or log in to a Contentful account.

Z contentful Fodury: Sokfoosy: (Cisomen  fuiien.  Maowosy  Pideg

Get started with Contentful

Choose the path that's right for you

| BUILD SOFTWARE | MANAGE THE PRODUCT | CREATE CONTENT

Built by devs, for devs

New

2. After signing in, select Add a space.

Organization
RedPoint Global, Inc.

. v

Starting something new?

A space is an area to manage and store content
for a specific project.

Add a space

Organization settings & subscriptions

3. Choose the space type.
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1. Space type 2. Space details 3. Confirmation

Choose the space type

You are creating this space for the organization RedPoint Global, Inc..

A Add payment details for the organization before creating a paid space.

Community 0/1 free space

4 Environments 2 Roles 2 Llocales 48 Content types 25,000 Records

Medium $489/month

4 Environments 2 Roles 7 Locales 48 Content types 25,000 Records

Large $879/month

6 Environments 13 Roles 10 Locales 48 Content types 50,000 Records

Provide the space details. Enter the name and type (empty or example) of the space.

1. Space type 2. Space details 3. Confirmation

Choose a name
You are about to create a community space for $0/month.

Space name (required)

Interactior'J

@® Create an empty space.
Il fill it with my own content.

() Create an example space.
I'd like to see how things work first.

Proceed to confirmation

Confirm the creation of the new space.
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1. Space type 2. Space details 3. Confirmation X

Confirm your selection
Make sure everything is in order before creating your space.

You are about to create a free space for the organization RedPoint Global, Inc. and it won't change your
organization's subscription. The space’s name will be Interaction.

If everything locks okay, click Confirm and create space to create your space!

Confirm and create space

6. Atthe top menu, click Settings > Space Settings > General Settings.

_’,\: Space home Content model Content |[2] Media '- Settings ~

ENVIRONMENT SETTINGS

Locales

Welcome to your |

Use this space to create and publish conte

Extensions

Explore ways to ge
P Y 9 SPACE SETTINGS

General settings
Users
Learn what’s possible with Contentful Roles & permissions
Environments
s :E"".._--:'F APl keys
, = b A . . Webhooks
" Content preview

Usage

7. Copy the ID of the new space. This will be used in the Space ID field in the Contentful external content provider
(ECP) configuration in Redpoint Interaction.

General
Space |D:

smchcgapvyhu |—|:|
Space name:

Interaction
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8. At the top menu, click Settings > Space Settings > API keys.

Settings ~

ENVIRONMENT SETTINGS
Locales

Extensions

SPACE SETTINGS
General settings
Users

Roles & permissions
Environments

APl keys

Webhooks

Content preview

Usage

9. Click the “Add API Key” button.

Your space is using 1 APl key. o Add APl key

10. Provide the Name and Description of your API key. Take note of the “Content Delivery APl — access token.” This
will be used in the Access token field in the Contentful’'s ECP configuration in Redpoint Interaction.
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Access tokens

To query and get content using the APls, client applications need to authenticate with both the Space ID and an access
token.

Name (required)
Interaction APl Key

Can be platform or device specific names (i.e. marketing website, tablet, VR app)

Description

API Key for RedPoint Interaction|

You can provide an optional description for reference in the future

Space ID

smchegapvyhu 0

Content Delivery APl - access token

WdkpbYeQAw B __VzHZQOgcuZYw 0

Content Preview AP| - access token
60kRgLOEaMF A24ndpcHtIE 0

Preview unpublished content using this APl (i.e. content with "Draft” status). Read more
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8 RSS Configuration

This section provides guidance on undertaking the following:
e Creating an application in FeedPress. Note: this requires an existing FeedPress account
e Validating a FeedPress feed alias
e Updating feed settings after a new RSS feed has been published
e How to logout from FeedPress

8.1.1 Create application in FeedPress

=

In a web browser, browse to https://feed.press/ to log into your FeedPress account.
2. Navigate to https://feed.press/api/ and then click New app under the Your apps tab.

% FeedPress

Trial account — 13 days left — Upgrade now

Documentation Methods

API

FeedPress API

3. The New application form is displayed. Enter the desired name and description for the app then click Create
my app.

New application

Fill the form below to create a new FeedPress app an|

Application name:
rss_rpi_appl

Short description:

RSS RPI App|

Create my app

302


https://feed.press/
https://feed.press/api/

4. The details of the newly-created app are displayed.

rss_rpi_appl

* Description: R55 RPI App
* APlkey!

* Your token: Generate a token for your user

App details

Application name:

rss_rpi_appl

Short description:

RSS RPI App

Edit the app

Delete the app

Warning: App deletion is irreversible, please check th

Delete the app

5. Take note of the account name and the API key as you will need this to configure the RSS channel plugin.
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8.1.2 Validate FeedPress feed alias

Before creating an RSS offer, you need to make sure that the feed alias you use is owned by you. To check, follow
these steps:

1. In aweb browser, browse to https://feed.press/ to log into your FeedPress account.
2. Select My feeds.

Upgrade Blog Support rss_rpi_userl

My feeds

My hostnames

My account

Logout

3. Alist of your feeds will be displayed (the list will be empty for a newly-created account).
4. Under Feeds management, click Add A Feed to open the form to create a new feed.

Feeds management

Add A Feed

Do you have a FeedBurner feed?

Migrate From FeedBurner

See our FeedBurner migration tutorial —

5. Inthe Choose an alias setting, enter the desired alias and FeedPress will validate if this is already taken.

Your current feed URL:

Type a URL

Choose an alias:

http://feedpress.me/ feed This alias is already taken
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8.1.3 Update feed settings after a new RSS feed has been published

When a new feed is published by RPI, it is imperative to update the feed settings in FeedPress to facilitate push
notification to and track the feed’s readers.

In a web browser, browse to https://feed.press/ to log into your FeedPress account.
Navigate to https://feed.press/feeds/.
Click Admin in respect of the desired feed.
Click Settings.
Under Feed customization:
a. Check Activate Push notifications (PubSubHubbub).
b. Uncheck Display your actual feed URL and not FeedPress.
c. Check Enable click tracking and entry opening.
6. Click Update settings.

agprpOdE
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8.1.4

=

Logging Out from FeedPress

In your web browser settings, find the cookie called feed.press.
Click clear to delete the content of this cookie.

Q Elements Network Sources Timeline Profiles | Resources| Audits Con

» T Frames
Flweb sqL
{ {IndexedDB
*» B Local Storage
» 8 Session Storage
¥ Eﬂookies

FS Application Cache

Mame A | Value

PHPSESSID 5892bed3802135680a883...
optimizelyBuckets HRTBWTD
optimizelyEndUserld oeuldZaFa5785457r0.42...
optimizelySegments HTBR2223452407313%22...
token 586e0b3fd14deec 2aatha70...
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9 Web Adapter Provider Configuration

9.1 Kissmetrics Configuration
This section outlines how to setup Kissmetrics for use with its RPI web adapter.
9.1.1 Creating a New Website

1. Log in to Kissmetrics.

2. Navigate to https://app.kissmetrics.com/get-started.

3. Click “INSTALL SETUP CODE YOURSELF”.

@ Once you start sending us your data, we'll open up the rest of your account. INSTALL SETUP CODE YOURSELF %

4. Javascript code will be displayed; you need to include this code on every page of your website that requires
to be tracked by Kissmetrics.

° Install this JavaScript right above your Google Analytics tracking code on every page of your site.

This is how KISSmetrics tracks visits, referrers, ad campaigns, and search data automatically

5. On the lower part of the page. Click “Open all of Kissmetrics for me”.

6. All other Kissmetrics functionality is made available. On the upper left-hand side of the Kissmetrics interface,
select your new site (in the example below, “My First Product”):
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9.1.3

dn kissmetrics

To rename the site, go to “Settings” > “Edit site” then enter the site name.
Click save changes.

Getting the Base URI

Go to the Kissmetrics Core APl documentation (http://support.kissmetrics.com/apis/core-api.html).

Scroll down to Root Directory (http://support.kissmetrics.com/apis/core-api.html#root-directory).

Copy the URL as highlighted below(https://api.kissmetrics.com).

Root Directory

The root directory returns a list of all available 1link s within the API
Request

curl -i 'https://fapi.kissmetrics.com/core’ A\
-H 'Authorization: Bearer YOUR-API-TOKEM'

Getting the Tracking API Key and Global Identifier
Log in to Kissmetrics

Make sure to select your production website (in this example, “My First Product”). Your account can support
multiple websites, each of which has different tracking key, so be sure to select the correct one.

Go to “Settings” or navigate to https://app.kissmetrics.com/settings.
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@ «kissmetrics

My Website APO

4. Copy the tracking API key and Global identifier

Tracking APl Key

The tracking AP Key is used to implement Kissmetrics fracking for recording people, events, and properties for your
business. Refer to our APl Specifications or JavaScript Library for instructions on implementation and tracking.

c1874838:

Global Identifer

54b97b20-

9.1.4 Getting the API Token

1. Log in to Kissmetrics

2. Click “Account Settings” (to the upper right):

»  rpibtester ~

Account settings

Documentation

Sign out

3. Scroll down in APl Tokens.
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APl Tokens

Manage your user level APl tokens. These tokens allow you to access the Kissmetrics API. Manage API tokens

4. Click “Manage API tokens”

5.  When the API token page is displayed, click “Generate a new token”.

Generate an APl Token

Create a token to interact with the Kissmetrics API Generate a new token

6. Copy the generated token, as you will need this value to configure the RPI Kissmetrics API token property.

Current APl Tokens:

mAdB_WSv5PagROtL-8r8urdISnvuJKe_rQXInJUENDROIGa-5T A4 AfdaWykY5a

Create a token to interact with the Kissmetrics API Generate a new token

9.1.5 Getting the Account Name
1. Log in to Kissmetrics.

2. Click “Account Settings”, to the upper right:

& rpib tester ~

ount settings
Jocumentation

gn out

3. Click Edit account details

Account Details

Edit your name, e-mail address or change your password. Edit account details

4. Copy the account name
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9.1.6 Recording Events and Properties

Before setting up a new Kissmetrics adapter, you must first record the event and properties to be used by Redpoint
Interaction, thereby ensuring that the tracking code is successfully installed.

1.

2.

9.1.7

Get any URL where Kissmetrics tracking is installed. Ex. http://119.92.171.46/service.html.

Append the event Email to the URL: “kme=Email”

Append the property exid to the URL: “km_exid=0"

Append the property campaign to the URL: “km_campaign=test_campaign”

Your URL should resemble the following:

http://119.92.171.46/service.html?kme=Email &km_exid=0&km_campaign=test_campaign
Browse to the URL. Note that Kissmetrics may take some time to record the event.

Refresh the Kissmetrics events/properties breakdown to check if the event Email and properties (exid and
campaign) have been successfully recorded.

Creating Unique Visit Metrics

In this example, we will create a metric that will count the unique visits.

1.

2.

8.

9.

Login to your Kissmetrics account.

Select your website.

Click Metrics > Add new metric

Select “Number of People Who Did Event”

Click “Continue with this metrics”

Set a unique metric name

Set the event to “Email”

Click “Display option”, make sure that Unit type is set to “Numeric”

Click “Save metric”

Take note of the metric name and use this to configure the RPI Kissmetrics adapter metrics.

9.1.8

Creating Visit Metrics

In this example, we will create a metric that will the count the total number of visits.

1.

2.

Login to your Kissmetrics account.
Select your website.
Click Metrics > Add new metric

Select “Number of Times Event Happened”
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8.

9.

Click “Continue with this metrics”

Set a unique metric name

Set the event to “Email”

Click “Display option”, make sure that Unit type is set to “Numeric”

Click “Save metric”

10. Take note of the metric name and use this to configure Kissmetrics adapter metrics

11. Additional note: when creating other metrics, it is important to set the Unit Type to Numeric

~ Display options:

Unit Type:

Use these options to adjust the units to display, useful for adding units
to your properties. If you want to see a conversion or time-based metric,
make sure you go back and select that metric type.

Mumeric ¥

Round to Value:
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9.2 Bitly Configuration

This section describes how to configure a Bitly web adapter for use with RPI. Please follow the steps below:

1. Inaweb browser, log into https://bitly.com/a/sign_in?rd=/bbt2/ to acquire oAuth credentials such as client ID,
client secret and redirect URIS.

2. Click the Settings icon located at the upper right corner of your home page.

3. Click the account name as in the example below.

YOUR ACCOUNT (2} Upgrade X |

bk o
el i

4. Click Registered OAuth Applications.

FULL NAME

generix71l
Email >
Security >
Generic Access Token >
Registered OAuth Applications >
Default APl Group >
Notifications >

313


https://bitly.com/a/sign_in?rd=/bbt2/

5.

6.

Click Register New App.

< REGISTERED OAUTHAPPS X

Bitly currently supports the OAuth 2
draft specification. For more
information visit the AP!

REGISTERED QAUTH APPLICATIONS

RPIQABItly 5

Click Get Registration Code.

{ GETREGISTRATIONCODE X

Bitly currently supports the OAuth 2
draft specification. For more
information visit the AP

Documentation.

GET REGISTRATION CODE

Creating an OAuth application with Bitly
is easy! Just click the button below and
we will send a registration code and
link to generdelavega@gmail.com, the
email address associated with your
Bitly account.

GET REGISTRATION CODE
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Bitly will send an email notification to complete the registration. In your mail inbox, click the Complete
Registration button.

Hi generix7 11

Thanks for registering your OAuth application with us! You're
almost done

‘COMPLETE REGISTRATION

application? Take a look
with troubleshooting

Having trouble setting up yo
at our APl Documentation fo

Still having trouble? Feel free to reach out to us at
api@bitly.com with any q n

Cheers,
The Bitly Team

On Register OAuth App, provide values for the following entries: Application Name, Application Link,
Redirect URIS, and Application Description. Click Register App to create a new OAuth application.

£ REGISTER OAUTH APP X

OAuth visit the APl Documentation

REGISTRATION CODE
I

APPLICATION NAME
Required

Please provide a unique name for your
application. This value will be displayed
to users when they authenticate to
Bitly.

APPLICATION LINK
Required

The URL of your application. This value
will be displayed to users when they
authenticate to Bitly. If your application
link is a root domain or a directory (ie, a
link that does not end in .html or .php),
it must end with a forward slash.
Example: http://your-application.com/

REDIRECT URIS
Required

For multiple, enter one per line.
Example:
https://your-application.com/callback/
hitpz//dev.your-
application.com/redirect.php

APPLICATION DESCRIPTION
Required

Once OAuth app is registered successfully, copy Redirect URIS, Client ID, and Client Secret. The values of
these parameters will be used in RPI when configuring a Bitly web adapter.
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{ REGISTERED OAUTH APP X

RPIQABITLY
RPITestApp
CLIENT ID
F=r==L.Tal fr = TOUSEae
CLIENT SECRET
- - 2f

10. A sample configuration of Bitly Web Adapter within RPI:

Selected Adapter Details
Name:

Description:

Connectivity test:
Website URL:
Client 1D

Client secret-
Redirect URI:

Authorization:

Append execution |D:

New Bitly adapter

) Create new job to test this adapter

https://www.redpointglobal.com
() The connection to Bitly has been authorized
Click here to reset the authorization token

m}

Reuse provisioned short URLs: []

Il URLs

shortens specified URL only - else

hen making OAuth 2.0

ess

n making OAuth 2.0 acces:

Chient secret to use v

Redirect URI to use when making OAuth 2.0 acces:

If cf

ked, a campaign execution |D parameter pended tc

If checked, alr ned short URLs for long URLs will be rei

ihe URL to enable clicks o

racked to the source activity

ing new ones
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9.3 Rebrandly Configuration
9.3.1 Requesting an oAuth Client ID and Client Secret keys

This section describes how to submit a request for Rebrandly’s oAuth Client ID and Client Secret keys. Please follow
the steps below:

1. In aweb browser, navigate to http://rebrand.ly/AuthorizeMe.

2. Provide the information as requested. You use Redpoint Interaction as App Name. Click Submit.

Rebrandly AP| @

Josyringersieiraniiy Lo

2. Wait for response from Rebrandly's tech support. If asked for more info, tell them that you need a Client ID
and Client Secret keys for oAuth authentication; once received, use them at the Client ID and Client Secret
fields within the Rebrandly Web Adapter configuration interface in RPI.

9.3.2 Additional Config Settings

1. For Redirect URI you may use any URL.
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9.3.3 Linking your Rebrandly Domain

1. In aweb browser, navigate to https://www.rebrandly.com; Signup or Login to your account.

& rebrandly.com

bokies to ensure you get the best experience on our website and services. Read more about our

?ﬂbllnn([[’y, Foature Domains  Pricing Enterprise L nup Gota quote

Your Brand on Your Links

ort URLS using

and

Sign up free Request a demo

By dlicking shorten, you agree to Rebrandly’s Terms of Use and Privacy Policy

Learn more
v

2. After signing in, register or link a Domain using the New Domain button.

T r— 2
Rebrandly. o wonspaces  Domains  app fe
! Bomaln
e Ak R

3. Follow the instructions provided on the page to register or link your domain.

Rebrandly. s  wonps

N

Register a new custom domain

¥ Connect & doman

Once the domain has been created, you can use it in Domain field in the Rebrandly Web Adapter
configuration interface in RPI.
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10 Queue Provider Configuration

10.1 Apache ActiveMQ

1. Download Apache ActiveMQ’s latest binary distribution from Apache’s website:

http://activemg.apache.org/download.html

2. Unzip the download file into your choice of directory.

ctivemq-5.13.0-bin * apache-activemq-5.13.0

[] Name ) Date modified

bin 11/30/2015 2:14 P...
conf 11/30/2015 2:14 P...
data 12/8/2015 5:29 PM
docs 11/30/2015 2:14 P...
examples 11/30/2015 2:14 P...

lib 11/30/2015 2:14 P...
webapps 11/30/2015 2:14 P...
webapps-demo 11/30/2015 2:14 P...
|22 activemg-all-5.13.0 11/30/2015 2:06 P...
| LICENSE 11/30/2015 2:14 P...
| NOTICE 11/30/2015 2:14 P...
—| README 11/30/2015 2:14 P...

3. Open a Command Prompt and change directory to the bin directory of the unzipped ActiveMQ archive.

. Administrator: Command Prompt
Microsoft Windows [Version 10.0.10586]
(c) 2015 Microsoft Corporation. All rights reserved.

INDOWS\system32>cd C:\Users\Nathan\Downloads\Apache\apache-activemg-5.13.0-b

4. Type the following at the command prompt:
activemq start

Press Enter. ActiveMQ will then be running.

319


http://activemq.apache.org/download.html
http://activemq.apache.org/download.html

INFO | Apache ActiveMQ 5.13.@ (localhost, ID:NathanP-51180-1453191406316-0:1) i
starting

INFO | Listening for connections at: tcp://NathanP:61616?maximumConnections=100

p&wireFormat.maxFrameSize=104857600

INFO | Connector openwire started

INFO | Listening for connections at: amgp://NathanP:5672?maximumConnections=100

b&wireFormat.maxFrameSize=104857600

INFO | Connector amgp started

INFO | Listening for connections at: stomp://NathanP:61613?maximumConnections=1

POO&wireFormat.maxFrameSize=104857600

INFO | Connector stomp started

INFO | Listening for connections at: mgtt://NathanP:1883?maximumConnections=100
D&wireFormat.maxFrameSize=104857600

INFO | Connector mgtt started

INFO | Listening for connections at ws://NathanP:61614?maximumConnections=10008
vireFormat.maxFrameSize=104857600

INFO | Connector ws started

INFO | Apache ActiveMQ 5.13.0 (localhost, ID:NathanP-51180-1453191406310-0:1) s
arted
INFO | For help or more information please see: http://activemq.apache.org

INFO | No Spring WebApplicationInitializer types detected on classpath

INFO | ActiveMQ WebConsole available at http://0.0.0.0:8161/

INFO | ActiveMQ Jolokia REST API available at http://0.0.0.0:8161/api/jolokia/
INFO | Initializing Spring FrameworkServlet 'dispatcher’

INFO | No Spring WebApplicationInitializer types detected on classpath

INFO | jolokia-agent: No access restrictor found at classpath:/jolokia-access.x
11, access to all MBeans is allowed

5. Take note of the following information from the command prompt window:

e The TCP connection (tcp://NathanP:61616 in the image above). This will be used as the connection
string for the Apache ActiveMQ queue provider in RPI.

SELECTED QUEUE PROVIDER DETAILS

Name: New Apache ActiveMQ Provider
Description:
Type: Apache Active MQ

Use this queue provider: V] ther t . T ed for web processing

Connectivity test: ) Test connectivity
Configuration: Copy XML configuration to clipboard
Connection string: tcp://localhost:61616 Connection string used to connect to Apache ActiveMG

e  The port number in the web console address (http://0.0.0.0:8161) — 8161.

6. To access the ActiveMQ web console, open a browser and navigate to http://127.0.0.1:8161 (the port
indicated above).
7. Use the following default credentials to log in:
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e Username: admin
e Password: admin

The following page will be displayed:

ActiveMQ

Home | Queues | Topics | Subscribers | Connections | Network | Scheduled | Send

Welcome!
Welcome to the Apache ActiveMQ Console of localhost (ID:NathanP-51180-1453191406310-0:1)

You can find more information about Apache ActiveMQ on the Apache ActiveMQ Site

Broker
Name localhost
Version 5.13.0
1D ID:NathanP-51180-1453191406310-0:1
Uptime 9 minutes
Store percent used 0

Memory percent used 0

Temp percent used 0

10.1.1 Install/Uninstall ActiveMQ as a Windows-NT Service
1. Navigate to the archive’s bin directory.

2. Navigate to the folder matching your system’s configuration.

win32

win64
3. Double-click the InstallService Windows batch file inside the folder.

4. ActiveMQ will now appear in your list of local Services.

Name Description Status Startup Type
Gk ActiveMQ ActiveMQB... Running Automatic

5. To uninstall the service, go to the same folder and double-click the ‘UninstallService’ Windows batch file
instead.

10.1.2 Using ActiveMQ as the Default Queue Provider
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To use ActiveMQ as RPI's default queue provider, the Apache.NMS.ActiveMQ and Apache.NMS assemblies must be
copied to the Services Common directory.

1. Copy the assemblies from the ‘InteractionRealtimeAPI\bin’ directory of the Deployment Files archive.

2. Paste the assembilies into the ‘Redpoint Global\Redpoint Interaction\Services Common’ directory under
Program Files.
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10.2 Azure Service Bus

This section describes how to configure Azure Service Bus for use with RPI. Please follow the steps below:

1. Set up your service bus namespace in Azure and obtain the connection string.

a. Log onto the Windows Azure portal (https://manage.windowsazure.com).

b. Once you have successfully logged into the portal, go to the Service Bus tab and click CREATE as
shown below:

c. Provide a NAMESPACE NAME, leave the default TYPE of MESSAGING, and choose your
REGION and SUBSCRIPTION:

CREATE A NAMESPACE

Add a new namespace

NAMESPACE NAME

.servicebus.windows.net

TYPE

\ISSNE] N el NOTIFICATION HUB

MESSAGING TIER

BASIC REIEUIBLYNME PREMIUM

REGION

Central US v

SUBSCRIPTION
[ \

d. Once the namespace is created it will appear in the list of service bus namespaces. Select the
record and then click on the CONNECTION INFORMATION icon from the taskbar at the bottom of
the page:
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+ 5

CONNECTION
INFORMATION

e. From the Access connection information dialog that pops up, copy and record the entire
CONNECTION STRING property value. This will be used when configuring the queue provider in
RPI:

Access connection information

Use this connection information to manage namespace 'rpmktg’. You can also use authorization policies configured here
to connect to all entities in this namespace.

SAS
NAME CONNECTION STRING p
RootManageSharedAccessKey Endpoint=sh:/ I S hared AccessKe: |

Setup RPI queue configuration elements to use your newly created Azure message bus as the queue
provider.

a. Logintothe RPI Client as an Admin user and navigate to Configuration -> Queue Providers

b. Select the icon with the plus sign to create a new queue provider then select the option ‘Add new
Azure Service Bus provider

® | Add new Amazon Simple Queue Service provider

E Add new Azure Service Bus provider

Add new Microsaft Message Queusing provider

c. Give your queue entry a name, select the option to ‘Use this queue provider’ and then paste in the
Connection String harvested in the section above.

SELECTED QUEUE PROVIDER DETAILS
Name: azurequeud
Description:

I Type: Azure Service Bus

Use this queue provider: Whether t
Connectivity test:
Configuration:

Connection string: Endpoint=sb:/ i, S hared” Connectio

d. Save the record and once saved, click on the ‘Connectivity test:’ button to verify connectivity to the
service bus.

e. Once successful connectivity has been verified, click on the ‘Copy XML configuration to clipboard’
button and record the XML configuration details. This will be used in the web.config file for the RPI
Realtime API site:

Configuration: | Copy XML configuration to clipboard

324



Navigate to Configuration -> System Configuration and set the value for following 3 queue related
parameters. Please note that the queues need not already exist within the Azure service bus
namespace as RPI will create the queues automatically if they do not exist:

e  FormSubmissionQueuePath

e WebCacheQueuePath

¢  WebEventQueuePath

Make a note of the names entered for the 3 queues as they will be entered in on the web.config file
within the RPI Realtime API site in the next section.

Configure your Realtime API web.config file to reference the new queue provider and queues created in the
sections above.

a.

b.

Open up the web.config file at the root of the Realtime API web site directory in a text editor.

Locate the webQueue XML tags within the web.config file:

50 N 8 ) L L B P L e Y

5 <web{ueue>

8 < /webQueue>

m
1 ™

Within these two tags, paste in the contents of the queue XML configuration details harvested in
section 2e above.

Locate the following three settings within the <applicationSettings> section of the web.config file
and set respectively to match exactly the three system configuration values defined above in
section 2f:
i. In this section, enter in the same value from RPI system configuration parameter
FormSubmissionQueuePath:
<setting name="ProcessQueuePath" serializeAs="String">
<value> value from FormSubmissionQueuePath</value>
</setting>

ii. In this section, enter in the same value from RPI system configuration parameter
WebCacheQueuePath:
<setting name="WebCacheQueuePath" serializeAs="String">
<value> value from WebCacheQueuePath </value>
</setting>

iii. In this section, enter in the same value from RPI system configuration parameter
WebEventQueuePath:
<setting name="TrackingEventsQueuePath" serializeAs="String">
<value>value from WebEventQueuePath</value>
</setting>
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This completes the steps necessary to configure RPI to use Azure Service Bus message queues. You can validate
that the queues have been created successfully from the Windows Azure portal. They will be listed under QUEUES
within the namespace created in the first section above:

&3 AL QUEUES TOPICS RELAYS EVENT HUBS SCALE CONFIGURE

NAME STATUS CURRENT SIZE MAX SIZE QUEUE LENGT

Active 0B 1GB 0
Active 0B 1GB 0
Active 0B 1GB 0
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10.3 Azure Event Hubs

10.3.1 Provisioning the Storage Container Name and Connection String

This section describes how to create and configure an Azure Event Hubs on the Windows Azure portal. Please follow

the steps below:

1.

2.

3.

In a web browser, log into the Windows Azure portal (https://portal.azure.com).

Once you have successfully logged into the portal, search for the “Storage accounts” resource and click
Storage accounts.

re Storageaccounts » maniladev

X |

shift+Space to toggle favorites

New storage account <h (Ctrl+/)

Dashboard
3 Storage accounts fview
Resource groups

B storage accounts (classic) fitylog

All resources A
155 control (IAM)

In the list of storage accounts, select and click the appropriate storage account to use (in this example,

“‘maniladev”).

Storage accounts

Storage accounts
Red Pc G l Inc

+ Add  EE Columns t) Refresh

Dashboard

d Storage accounts and Storage accounts (classic) can now be managed together in the com
Resource groups

All resources
Subscriptions: All 2 selected

recent Fiter by 1 All subscriptions
. App Services 1items
NAME
m Virtual machines (classic)
maniladev

! Virtual machines
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4. Under Settings, click Access keys.

# X ? maniladev - Acces
St

int

T Refresh O Search (Ctri+s)

Use access keys to authenticate your ap]

regularly. You are provided two access

Storage accounts and Storage Overview When you regenerate your access keys,
accounts (classic) can now be

managed together in the combined =] Activity log

list below Storage account name

M Access control (IAM)

Default keys

Subscriptions: All 2 selected & Tags
NAME
Filter by name.
X Diagnose and solve problems
key1
1 items Y
NAME SETTINGS key2
Access ke
maniladev ce. 2

B Configuration

5. Use the storage account name to configure the storage container name of the RPI Azure Event Hubs queue
provider.

6. Under Default keys, use the keyl connection string to configure the storage connection string of the RPI
Azure Event Hubs queue provider.

O Search (Ctrl+/

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your
access keys securely - for example, using Azure Key Vault - and don’t share them. We recommend regenerating your
access keys regularly. You are provided two access keys so that you can maintain connections using one key while
regenerating the other.

Overview

E Activity log When you regenerate your access keys, you must update any Azure resources and applications that access this

storage account te use the new keys. This action will not interrupt access to disks from your virtual machines. Learn

L ‘
am Access control (IAM) more

& Tags .
3 Starage account name maniladev )

K Diagnose and solve problems

Default keys

SETTINGS NAME KEY CONNECTION STRING
Access keys key1 — i E DefaultEndpointsProtocol=https;.. E (]
&= Configuration key2 e E DefaultEndpointsProtocol =https; E [$]
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10.3.2 Provisioning the Event Hubs Name and Connection String

1. Once you have successfully logged into the portal, search for the “Event Hubs” resource and click Event
Hubs.

Microsoft Azure Storage accounts > maniladev - Access keys

X

Shift+Space to toggle favorites

event hubs|
Dashboard
: Event Hubs
Resource groups
Event hubs [}

All resources

2. Inthe list of event hubs, select the appropriate event hub to used (in this example, “manila-eventhubs”).
Take note of the name as you will use this to configure the Event hubs name of the RPI Azure Event Hubs
queue provider.

Microsoft Azure Event Hubs /O Search resources

Event Hubs

Red Point Global Inc

+ New = Add 22 Columns T Refresh

22| Dashboard Subscriptions: All 2 selected

| |Fi/‘rer by name... All subscriptions v All resource (
Resource groups
1 items
All resources
NAME TYPE
Recent -
-, manila-eventhubs Event Hub

App Services

3. Click Shared access policies (located under Settings).

o add S5 Columns T Refresh O Sear
Subscriptions: All 2 selected
I Overview
POLICY s
., .
iM Access control (JAM)
1items
RootManageSharedAccessKey Maj
NAME & Tags

—
i Diagnose and solve problems
o, Manila-eventhubs K Diagnose and solve pr

SETTINGS
Shared access policies

Scale

4. Click RootManageShareAccessKey (under Policy).
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In the “SAS Policy: RootManageSharedAccessKey” panel, make sure Send and Listen are checked. Ask
your Azure account admin to enable these options if they are not checked.

3] b4 i Delete ==+ More
er iterr
[v] manage
POLICY CLAI
send
RootManageSharedAccessKey Man
< [¥] Listen

Primary key
XUbn/z|/izjsTzQI2DBkewOtgc3irmw,

Secondary key
EpjHANxHy+lenbeZTOQSYBbRSTY

Connection string—primary key

Endpoint=sb://manila-eventhubs.s

Connection string-secandary key
Endpoint=sby//manila-eventhubs.s Y]

Use the Connection string-primary key to configure the Connection string of the RPI Azure Event Hubs
queue provider.
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10.4 RabbitMQ

This section describes how to create and configure RabbitMQ as a queue provider. Please follow the steps below:

1. In aweb browser, navigate to http://www.erlang.org/downloads.

2. Inthe Erlang download portal, locate, and click the installer for Windows. In this case, download the 64bit
installer.

& DOWNLOAD OTP 20.3

Erlang/OTP 20.3 is a service release containing mostly bug fixes, as well as a few features.
OTP 20.3 Readme File

OTP 20.3 Source File (96826317)

OTP 20.3 Windows 32-bit Binary File (96826317)

OTP 20.3 Windows 64-bit Binary File (99142192)

OTP 20.3 HTML Documentation File (33594990)

OTP 20.3 Man Pages File (1338710)

Erlang/OTP 20.3 is the third service release for the 20 major release.
The service release contains mostly bug fixes and characteristics
improvements but also some new features.

3. Once the installer is downloaded, run the .exe file with administrator privileges.

4. After the installation of Erlang, navigate to http://www.rabbitmg.com/install-windows.html in a web browser.

Installing on Windows

Download the Server

Description Download
Installer for Windows systems (from Bintray) rabbitmg-server-3.7.4.exe ture
Installer for Windows systems (from GitHub) rabbitmq-server-3.7.4.exe (Signature)

5. After installing RabbitMQ, navigate to http://localhost:15672 in a web browser.

lRabbit

Username:

Password:
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Log in with the default credentials:

Username: guest
Password: guest

The RabbitMQ portal will be displayed.

Rabbit

Refrashed 2018-04-24 14:01:52 | Refresh every S seconds |

Virtual hast | All ~

Cluster rabbitGRPG-NPARIAN

m Connections Channels. Exchanges Queues Admin user guest ([EFYEY
Overview
- Totals
Queued messages last minute 7
Ready 2
Unscked | 10
Total | W2
Message rates last minute 7
Disk read | ¥ 0.00/s
Disk write | ¥ 0.00/s

Giobal counts 7
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10.5 Google Pub/Sub

10.5.1 Creating a Topic in Google Pub/Sub

This section describes how to create a new Topic in Google Pub/Sub. Please follow the steps below:

1. Inaweb browser, navigate to https://console.cloud.google.com/.

2. Click the menu next to the Google Cloud Platform header text.

Google Cloud Platform  §e RPIDev «

3. Select a project by checking its name and pressing the Open button.

Select from reppoiNTGLOBALINC.COM ¥ NEW PROJECT
Q, search projects and folders
RECENT ALL
Name ID

' a¢ FRPIDev @

B redpointglobalinc.com @

4. Inthe left-hand panel, under the Big Data section, select Pub/Sub->Topics.

BIG DATA
() BigQuery
»*.  Pub/Sub X >
Topics
cfb Dataproc > Subscriptions

5. Inthe Topic page, press Create Topic. Complete the Topic Name field and press Create to save.
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Create a topic

A topic forwards messages from publishers to subscribers.

Name

projects/rpidev-188321/topics/|RPIListenerQueue2

CANCEL CREATE

10.5.2 Creating a Subscription in Google Pub/Sub

This section describes how to create a new Subscription for a specific Topic. Please follow the steps below:
1. Go to the Topics page as documented in the previous section above.

2. Select a Topic from the list by double-clicking it.

Topics E3J CREATE TOPIC

Filter by topic name

Topic name Subscriptions Labels
projects/rpidev-188321/topics/MKTopic 0 Maone
projects/rpidev-188321/topics/RPIListenerQueaus2 1 Maone
projects/rpidev-188321/topics/RPIWebCacheData 1 Maone

3. Inthe Topic Details, press Create Subscription. Complete the Subscription Name field then press Create to
save.

B PUBLISH MESSAGE & IMPORT FROM ity EXPORTTO « i= CREATE SUBSCRIPTION W DELETE
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& Create a subscription

A subscription directs messages on a topic to subscribers. Messages can be
pushed to subscribers immediately, or subscribers can pull messages as
needed.

Topic

projects/rpidev-188321/topics/RPIListenerQueue2

Subscription name

projects/rpidev-188321/subscriptions) RPIListenerQueue2Sub

Delivery Type
@ Full
Push into an endpoint url

Maore options

10.5.3 Setting up Windows Environment Variables

This section describes how to setup the Google service account key (in JSON format) as the Windows environment
variable GOOGLE_APPLICATION_CREDENTIALS. Please follow the steps below:

1. Atthe target computer, right-click ‘This PC’ and select Properties.

This PC
Desktop app

Sett Pin to Start

Pho Pin to taskbar

m % u

Manage
Map network drive

Disconnect network drive

Hl

(i

Properties

2. Go to the Advanced Tab and click Environment Variables.
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System Properties x

Computer Name Hardwarg] Advanced |System Protection Remote

You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and virtual memory

Environment Variables...

QK Cancel Apphy

In System Variables, press the New button. Complete the fields below, then press OK to save.

New System Variable X
Variable name: | GOOGLE_APPLICATION_CREDENTIALS |
Variable value: | C:\Shared\rpidev-188321-734adba18b21.json |

Browse Directory... oK Cancel

Restart the machine for the new setting to take effect.
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10.6 Kafka - AWS

This section describes how to set up a Kafka instance in AWS. Please follow the steps below:

3. In a web browser, navigate to https://console.aws.amazon.com.

4. Create or log into an AWS account.

C @ signinawsamszoncom/signin?redicect

aws

Sign in
® Root user - Amazon
. L Aurora Serverless
1AM user

Root user email address

Create a new AWS account

21, Amazon e Servces, .o A aiates. Al rghs reserved Engish ~

5. After signing in, navigate to Amazon MSK service, click on Create cluster, then follow the
instructions provided on the page.

< C &
Apps @ Jon . Maps @ Home-Cawa @ Smappa P pgAdmind M HowtoEmbed Qu. (D) Embed interactive
aws Services v Resource Groups v
Amazon MSK . Creating demo-cluster-1. The amount of time required o create a cluster depends on the size of the cluster. A cluster can take about 15 minutes to create.
Clusters AmazonMSK > Clusters
Cluster configurations
Clusters (1)
Q 1
Cluster name v Sats v Creationtime v ApacheKafkaversion ¥ Brokersper AvailabilityZone v Availability Zones v
demo-cluster-1 Ofiating  July 27,2020, 9:10:41 PM GMT+1 221 1 2
3
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6. Once the Cluster has been created, click on it, and then navigate to the Client Integration
Information page to view its details. Click on the Copy button under the Plaintext section, then
paste it into the Bootstrap servers field in the Kafka Queue Provider configuration interface in
RPI.

Client integration information X

Bootstrap servers

A list of host/port pairs for establishing the initial connection to the Kafka cluster. Use
this property in your Kafka producer or consumer configuration. Learn more [

TLS
Came . . e coN. - - . - — - W -
P e B -- o - - — . W
b R o S | S . — a— . e (T Copy

Rlointoyt

DR N — —, - -— e - — - .“’Z'b-
e -, w - e -—- . - — -“b-
“ e -, e o, e - . - — - - Copy
Zookeeper connect

Configuration value used in producer or consumer configuration. Specifies the
Zookeeper connection string and lists the hosts and ports of the Zookeeper servers. Use
this property value in your Kafka broker configuration. This is a list of host/port pairs
used by your broker for establishing a connection to the Zookeeper node(s). Learn more

2
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11 Cache Configuration

11.1 Azure Redis Cache

11.1.1 Azure Redis Cache provisioning

This section describes how to provision an Azure Redis Cache. Please follow the steps below:

1. In aweb browser, log onto the Azure portal: https://portal.azure.com.

2. Click New > Data + Storage > Redis Cache.

v New » Data + Storage

New Data + Storage

Resource groups
MARKETPLACE FEATURED APPS
#E Al resources
Virtual Machines S0L Database
Recent 5 d
Web + Mobile

App Services
Data + Storage

SQL databases

Data + Analytics per-s & ry big data

Virtual machines (classic) Internet of Things

Virtual machines Networking

Cloud services (classic) Media + CDN

SUbseiptions Enterprise Integration

Security + Identity
SQL servers
Develaper Services
Browse »
Management

Intelligence

Containers

RECENT

. Redis Cache
et
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3. Supply the required fields for the new instance and click Create.

New Redis Cache

* DNS name

redis.cache.windows.net

* Subscription

Interaction Development v

* Resource group @

®) Create new Use existing

* Location

Central US v

* Pricing tier

Standard: 1 GB

11.1.2 Web Processor Site Configuration

This section describes how to configure the Web Processor web site to utilize the Redis caching mechanism to
support RPI realtime decisions. Please follow the steps below.

1. Open the web.config file from the WebProcessor web site.

2. Ensure you have uploaded these two assemblies within the Web Processor bin directory:
Redpoint.Resonance.RedisCache.dll
Sider.dll

3. Inthe web.config file, add the following entries:

. <section name="redisCacheClient" type="Redpoint.Resonance.RedisCache.Configuration.RedisCacheClientSection,
Redpoint.Resonance.RedisCache" />

This entry must be added within the <configSections> section.

. <setting name="WebCacheAssembly" serializeAs="String">
<value>Redpoint.Resonance.RedisCache</value>
</setting>

<setting name="WebCacheClass" serializeAs="String">
<value>Redpoint.Resonance.RedisCache.RedisCacheHandler</value>
</setting>

These entries must be added within the <Redpoint.Resonance.Web.Shared.Properties.Settings>
section.

(] <redisCacheClient><host IPAddresses="10.100.68.157:6379"/></redisCacheClient>
If running on a clustered Redis environment, the specified IP addresses in IPAddresses setting must be

in a comma separated value. The <redisCacheClient> entry must be added within the <configuration>
section.
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11.2 Amazon DynamoDB Accelerator (DAX)
11.2.1 Launch an Amazon Instance

This section describes how to launch an Amazon EC2 instance in your default Amazon VPC. Please follow the steps
below:

1. Sign into the AWS Management Console and open the Amazon EC2 console at
https://console.aws.amazon.com/ec2/.

2. Press Launch Instance.

T} Services v  Resource Groups ~ %

EC2 Dashboard Resources
Events 4
Tags You are using the following Amazon EC2 resources in the US East (N. Virginia) region:
Reports 0 Running Instances 0 Elastic IPs
Limits 0 Dedicated Hosts 0 Snapshots

=) INSTANCES 0 Volumes 0 Load Balancers
Instances 0 Key Pairs 1 Security Groups
Spot Requests 0 Placement Groups

Reserved Instances

Scheduled Instances

Just need a simple virtual private server? Get everything you need to jumpstart your project - compute, stol
Dedicated Hosts P P rything y jumpstart your proj P

networking - for a low, predictable price. Try Amazon Lightsail for free.
= IMAGES
AMIs
Bundle Tasks

Create Instance

=] ELASTIC BLOCK STORE To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance.

Volumes | Launch Instance
Snapshots

o NET Note: Your instances will launch in the US East (N. Virginia) region

3. From the list of AMIs, find the Windows Server 2016 Base and choose Select.
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Free fier eligible

Root device type: ebs

Virtualization type: hvm

1. Choose AMI 2 Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review
Step 1: Choose an Amazon Machine Image (AMI)
[} Red Hat Enterprise Linux 7.5 (HVM), SSD Volume Type - ami-03291866

Red Hat Red Hat Enterprise Linux version 7.5 (HVM), EBS General Purpose (SSD) Volume Type

Q SUSE Linux Enterprise Server 15 (HVM), S8D Volume Type - ami-0eb9f58db2285418f

Cancel and Exit

64-bit

SUSE Linux Enterprise Server 15 (HVM), EBS General Purpose (SSD) Volume Type. Public Cloud, Advanced
Systems Management, Web and Scripting, and Legacy modules enabled.

Root device type: ebs  Virtualization type: hvm

64-bit

Microsoft Windows Server 2016 Base - ami-Oca3e3965ada31684
Microsoft Windows 2016 Datacenter edition. [English]

Root device type: ebs  Virlualizaion type: hvm

B4-bit

Are you launching a database instance? Try Amazon RDS.

Amazon Relational Database Service (RDS) makes it easy to set up, operate, and scale your database on AWS by
tasks. With RDS, you can easily deploy Amazon Aurora, MariaDB,

time-consuming datab;

Hide

Amazon RDS

My SQL, Oracle, PostgreSQL, and SQL Server databases on AWS. Aurora is a MySQL- and PosigreSQL-compatible,
enterprise-class database at 1/10th the cost of commercial databases. Learn more about RDS

Launch a database using RDS

4. Atthe top of the list of instance types, choose t2.large. Choose Next: Configure Instance Details.

5.

1.Choose AMI  2.Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review
Step 2: Choose an Instance Type
Currently selected: t2 large (Variable ECUs, 2 VCPUSs, 2.3 GHz, Intel Broadwell E5-2686v4, 8 GIB memory, EBS only)
Instance Storage EBS-Optimized Network Performance L0
Famil = T -~ vCPUs (1) - M GiB) - . v
amily ype s (D) Ern L] (GB) () Available (1) S
U
General purpose t2.nano 1 05 EBS only - Low to Moderate Yes
2
1 1 EBS only - Low to Moderate Yes
t2.small 1 2 EBS only - Low to Moderate Yes
2.medium 2 4 EBS only - Low to Moderate Yes
a 2 8 EBS only - Low to Moderate Yes
t2.xlarge 4 16 EBS only - Moderate Yes
Cancel | Previous =EECVEVELLEETTE] I Next: Configure Instance Details |

For Network, choose your default VPC then press Next: Add Storage.

342




1.Choose AMI 2 Chooselnstance Type  3.Configure Instance 4. Add Storage 5. AddTags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch muttiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access ~
management role fo the instance, and more.

Number of instances (i Launch into Auto Scaling Group (j

Purchasing option (j [JRequest Spot instances
IN'HWclrk i [vpc-d3802iba (defaul) ~] IC Create new VPC
Subnet (j [No preference (default subnet in any Availability Zon | Create new subnet
Auto-assign Public IP (i |Use subnet setfing (Enable) ~|
Placement group | [ Add instance to placement group
Domain join directory (i No directory C Create new directory
1AM role (i [None ~] C Create new 1AM role
shutdown behavior (i [stop ~]
Enable termination protection (i [JProtect against accidental termination
Monitoring (i [JEnable CloudwWatch detailed monitoring

Additional charges apply.

Tenancy (i |Sr|ared - Run a shared hardware instance V\
Additional charges will apply for dedicated tenancy

Elastic GPU  (j [JAdd GPU
Additional charges apply.

T2/T3 Unlimited  (j [JEnable

Cancel | Previous Review and Launch

6. Skip the Add Storage step by choosing Next: Tag Instance.

7. Skip the Tag Instance step by choosing Next: Configure Security Group.
8. In the list of security groups, choose default. This is the default security group for your VPC.

9. Press Next: Review and Launch.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

A security group is a set of firewall rules that conirol the traffic for your instance. On this page. you can add rules fo allow specific traffic to reach your instance. For example, if you want to
set up a web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select
from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: reate a NEW security group

elect an existing security group I

Security Group ID Name Description Actions
I @ sg-6esatao? default aefault VPC security group Copy to new I
Inbound rules for sg-6e8d1a07 (Selected security groups: sg-6e8d1a07) _ N = Q]
Type (i) Protocol (i) Port Range (i) Source (i) Description (i)
All traffic Al All 5g-6e8d1a07 (default)

Cancel | Previous

10. Review the instance and press Launch.

11. To select an existing key pair or create a new key pair, do one of the following:
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e If you do not have an Amazon EC2 key pair, choose Create a new key pair and follow the instructions.
You are asked to download a private key file (.pem file); you will need this file later when you log in to
your Amazon EC2 instance.

e If you already have an existing Amazon EC2 key pair, go to Select a key pair and choose your key pair
from the list. You must have the private key file (.pem file) available in order to log in to your Amazon
EC2 instance.

12. When you have configured your key pair, choose Launch Instances.
11.2.2 Create an IAM and User Policy

This section describes how to create an IAM user with a policy that grants access to your Amazon DynamoDB
Accelerator (DAX) cluster and to DynamoDB. Please follow the steps below:

1. Open the IAM console at https://console.aws.amazon.com/iam/.

2. Inthe navigation pane, choose Users.

3. Choose Add user.

Services ~ Resource Groups ~ >

4

Dashboard Q, Find users by username or access key

Groups

User name «

4. Input the User name and choose Pragmatic access.

5. Press Next: Permission.
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Add user ° 2) (2) (s

Set user details

YYou can add multiple users at once with the same access type and permissions. Leam more

User name™ | rom

© Add another user

Select AWS access type

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type* | v Programmatic access
Enables an access key ID and secret access key for the AWS AP, CLI, SDK, and
other development tools.

AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console.

6. Inthe Set permissions page, choose Attach existing policies directly, and then choose Create policy.

Add user 1 ° 3 4

« Set permissions

Copy permissions from E Attach existing policies

[ )
'-.‘ Add userto group existing user directly

Create policy

7. Inthe Create Policy Page, go to the JSON tab.
8. Copy the text below, then paste it to the JSON field:

Q

{
"Version": "2012-10-17",
"Statement”: [
{
"Action": [
"dax:*"
I8
"Effect": "Allow",
"Resource": [
g
]
h
{
"Action": [
"dynamodb:*"
"Effect": "Allow",
"Resource": [
g
]
}
]
}

9. Go to the Visual Editor tab; its contents should look like this:
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Visual editor I JSON Import managed policy

Expand all | Collapse all

« DynamoDBAccelerator (All actions) Clone Remove

Service DynamoDBAccelerator

Actions  manual actions

Resources All resources
Request conditions  Specify request conditions (optional)
» DynamoDB (All actions) Clone Remove

Service DynamoDB

Actions  Manuyal actions

Resources All resources

Request conditions  Specify request conditions (optional)

Cancel
10. Press Review Policy.
11. In the Review policy page. Input the Policy name and Description.
12. Press Create policy to save.
Review policy
MyDAXUserPolicy
Use alphanumeric and '+=,.@-_' characters. Maximum 128 characters.
This policy contains full access to DynamoDB and DynamoDBAccelerator
Maximum 1000 characters. Use alphanumeric and "+=,_@-_' characters.
Summary
Q Filter
Service ~ Access level
Allow (2 of 146 services) Show remaining 144
DynamoDB Full access All resources
DynamoDBAccelerator Full access All resources
< »
* Required Cancel Previous

13. Press Next Review.

14. On the Review page, choose Create user.
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15. On the Complete page, go to the Secret access key and choose Show. After you do this, copy both the
Access key ID and Secret access key. You need both identifiers the Configure Your Amazon EC2
Instance step, below.

11.2.3 Configure Your Amazon EC2 Instance

This section describes how to prepare your Amazon EC2 instance for use. Please follow the steps below:

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. Use the ssh command to log in to your Amazon EC2 instance, for example:

ssh -1 my-keypair.pem ec2-usergpublic-dns-name

You will need to specify your private key file (.pem file) and the public DNS name of your instance (see the
previous section). The login ID is ec2-user. No password is required.

3. After you log in to your EC2 instance, you need to configure your AWS credential. Type your AWS access
key ID and secret key (see above) and set the default Region name to your current Region (in the following
example, the default Region name is us-west-2).

aws configure

AWS Access Key ID [None]: AKIAIOSI
AWS Secret Access Key [None]: wla
Default region name [None]: us-west-2
Default output format [None]:
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11.3 Alachisoft NCache

11.3.1 Download and Setup of NCache

This section describes how to download and setup NCache. Please follow the steps below:

1.

2.

Navigate to https://www.alachisoft.com/download-ncache.html

Download any of the Enterprise versions for Windows.

Windows

Linux

Cloud Software

NET

Core

Cloud Service

Dacker

NET

Framework

NCache Enterprise 5.2
- Developer Installation (Free)
- Cache Server (.NET Core)

Release: Mar-25-2021

NCache Enterprise 5.2
- Developer Installation (Free)
- Cache Server (NET)

NCache Professional 5.2
- Developer Installation (Free)
- Cache Server (.NET Core)

Release: Mar-25-2021

v4.9 Remote Client (.
v4.8 Remote Clien
v4.6 SP3 Remote Cliel

n Source 5.0 sp5 (Free)

Older Enterprise Clients

N
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3. Register with your work email and submit the form.

User Registration

Already Registered?

If you have already registered with Alachisoft to download before, just enter your email address:

Work Email:*

New User?

If this is your first time to download from our website, please fill out this form. Fields marked with [*] are required.

Work Email: * {License k Job Title: *
First Name: * Last Name: *
Work Phone: *
#1 v
Country Code (Area Code) Phone Number

For verification purposes we may call this phone number. To avoid delay,

5€ make sure It is correct.
Company: * Company URL: (Optianal)

http:/fwww.

4. Accept the license agreement, proceed with the download, and then follow their instructions to
install.

Cache

by Alachisoft

Download NCache Enterprise for .NET Core (Windows)

NCache Enterprise is an online product only. Click on the 'Download’ button below to download it.
Upon download, you are given an install key that enables the product to work for 60 days with all its features.
Once you purchase the product, you are given a permanent license key. Entering the permanent license key converts the product from 4

Note: /fyou do not receive the install key within 15 minutes then please check your SPAM filters to make sure it hasn't blocked it. If it hdl

please contact sa hisoft.com.
Quick Details

Version: 5.2

Date Published: Mar-25-2021

Size: 125 MB

Download Link:

Installation Guide: NCache Installation Guide for Windows

Instructions for Installing NCache
steps for installation through .bat file

1. Log into your machine with an Administrator account.
2. Open a Command Prompt with Run as Administrator option.
3. Type and run the following command

i "¢Setup Paths\nc t x64.msi"”
4. Or, create a BATCH file (install_ncache.bat) and put the above line init.
5. Right click on the BATCH file and run it through Run as administrator option. This will start the installer.

6. Follow the instructions on the screen to complete the installation.

Instructions for use:
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5. Your installation key will be emailed to you.

NCache Enterprise 5.2 Installation Key
4
@ Alachisoft Support <support@alachisoft.com= O Reply © Reply Al

To Alan Dano T

Greetings,

Thank you for downloading NCache Enterprise. This is a fully-working FREE 60-clay trial and provides you acce
features. Please use following information to install NCache in your environment.

Installation Key: F/d2

6. Open the NCache management panel at: http://localhost:8251/ to create a new cache.

C | @ localhost:8251/ClusteredCaches Y| 1= 4

KM .5 Clustered Caches Home / Clustered Caches|
~
New @ Add @ ] o ) [ =
@ CGcheName  Topology Server Platform Servers
demoCache Partitioned-Replica ‘Windows @ 10.172.194.15 (RPG-ADANO11) Evaluation Expires on 25-Sep-2021 View Details

11.3.2 Configuring RPI to use NCache

This section describes how to configure RPI to use NCache. Please follow the steps below:

1. In Windows Explorer, open the “appsettings.json.config” file in a text editor such as Notepad or
Notepad++. File location: C:\inetpub\wwwrpi\interactionRealtimeAPI.

H(C:) » inetpub * wwwrpi » InteractionRealtimeAPI

~ MName B Date modified Type
B App_Data File fold
bin File fold
i Content File fold
" fonts File fold
o Swagger 1 File fold
Views 1 File fold
IT appsettings.Example 1 JSOM Fil
¥ appsettings.json.config 06/ 07/2021 XML Co

@ favicon 02/07/2021 2:24 pm lcen
& Global.asax 02/07/2021 2:24 pm ASP.MNET
@ lcon 02/07/2021 2:24 pm PMG File
LT libman 02/07/2021 2:24 pm JSON Fil
¥ packages.config 02/07/2021 2:27 pm AML Co
¥ Web.config 23/07/2021 %12 am AML Co



http://localhost:8251/

2. Find the CacheSettings section.

SO S SOTICO T O TE T
File Edit View Settings 7

D E Q] |t aan A H Qe B R
79 1,

30 "ListenerqueuerPath”: "RPIListenerqueus”,
81 "ListenerqQueuesettings”: {
82 "Assembly": """

a3 "Type": "",

84 "settings": {}

a5 ¥

86 I

a7 "Identitysettings": {

a8 "MasterkeyName": ""

89 "Masterkeyaliases": [

30 "ExampleKeyName"

91 1,

3z "alternativekeys": [

EE] "Exampleotherkey"

94 ]

95 I

a6 "Ccachesettings”: {

a7 "caches": [

98 1

EE) "Name": "pefault",
100 "assembly": "

101 "Class™": ""

102 "settings": []
103 i

104 1.

108 "DataMaps": [

106 {

3. Replace the configuration settings with the NCache settings of the cache created in step 6 of the
prior section.

¥ =

"MasterkeyName": "',

"masterkeyaliases”: [
"ExampleKeyName"

1.

"alternativekeys”: [
"Exampleotherkey"

cachesettings”: {
"caches": [

{

"Name': "NCache",

"Assembly":"RedPoint. Resonance. NCache"

"Class":"RedPoint.Resonance. NCache. nCacheHandler "™,
"settings": [

{

"Key":"CacheID",
"value":"demoCache"”
I
{
"Key'":"serverList"”,
"value"”:"192.168.100.65

: "wisitor Profile”,
": "pefault”,
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11.4 Azure CosmosDB as a Cache

11.4.1 CosmosDB Cache Configuration

This section describes how to provision an CosmosDB Cache. Please follow the steps below:

1. Login to Azure portal by navigating to https:/portal.azure.com on your web browser.

2. Go to Home section and find Azure CosmosDB

Azure Cosmos DB #

t Create Restore Manage view () Refresh Open query

Subscription == CloudOps-Test Resource group ==all X Location == all X
owing O t "
Name 7 Status Ty Subscription T4 Write Region %4
No Azure Cosmos DB accounts to display
Create 3 globall riree

tributed, multi-me

Create Azure Cosmos DB account

oW E

3. Inthe “Select API option” page, choose “Core (SQL) — Recommended.” Click
Create.

= Microsoft Azure ' search resources, services, and docs (G+/)

Home > Azure Cosm

Select API option

1 selection cannot be changed after account creation.

Azure Cosmos DB API for MongoDB Cassandra

Azure Table

relationships between data

Create Learn more Create Learn more
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page.

4. Provide the required fields on the “Create Azure Cosmos DB Account — Core (SQL)”

7“\.7&:

ces, services, and docs (G,

Create Azure Cosmos DB Account - Core (SQL)

5. Specify the Global Distribution settings of the database to be created

Networking” button.

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > Azure Cosmos DB

Select AP! option

Create Azure Cosmos DB Account - Core (SQL)

Basics  Global Distribution ~ Networking ~ Backup Policy  Encryption  Tags  Review + create

Global Distribution

Configure global distribution and regional settings for your account. You can also change these settings after the account is created

Geo-Redundancy @

I~ e
Multi-region Writes © @® enable (O Disable

Availability Zones © QO enable (@) Disable

| previous H Next: Networking
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6. Specify the desired connectivity method in the Networking page. Click “Next:
Backup Policy” button.

= Microsoft Azure

P Search resources, services, and docs (G+/)
Home Azure Cosmos DB Select API option
Create Azure Cosmos DB Account - Core (SQL)
Basics Global Distribution Networking Backup Policy Encryption Tags Review + create
Network connectivity
You can connect to your Cosmos DB account either publically, via public IP addresses or service endpoints, or privately, using a private endpoint.
7 .
Connectivity method * (®) All networks
O Public endpoint (selected networks)
O Private endpoint
All networks will be able to access this CosmosDB account. Learn More
| Previous ‘ [ Next: Backup Policy |

7. Specify the backup policy settings of the database to be created. Click “Next:
Encryption” button.

Microsoft Azure

Create Azure Cosmos DB Account - Core (SQL)
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8. Choose “Service-managed key” for the encryption. Click “Next: Tags” button.

= Microsoft Azure

Create Azure Cosmos DB Account - Core (SQL)
Basic: Netw Kup P Encryption  Tags
Data Encryption
o = i "

previous | [ Next Tags |

9. Add tags for the database. Leave blank if not needed. Click “Next: Review + create”
button.

Microsoft Azure earch n

Create Azure Cosmos DB Account - Core (SQL)

Previous
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11. Review the settings of the database to be created. If correct, click the Create button.

= Microsoft Azure R Search resources, services, and docs (G+/)

Home > Azure Cosmos DB > Select APl optiocn

Create Azure Cosmos DB Account - Core (SQL)

12. Once the provisioning of the new CosmosDB database has completed successfully, you
can find the connection string from the settings on the left menu by clicking “Keys”. The
primary and secondary connection strings will be shown. These will be required for the
RPI Realtime Configuration, along with the database ID. Refer to the RPI Admin guide
for additional details regarding this configuration.

Read-write Keys  Reach-only Keys
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12 Survey Provider Configuration
12.1 SurveyMonkey

This section outlines how to configure SurveyMonkey to use its v3 API.

Note: Once your app has been created, any existing RPI SurveyMonkey channels must be re-authorized using the
new Client ID and Secret. Re-using the same Client ID and Secret to create a new SurveyMonkey channel causes
the previous channels to fail, as the previous access token will have become invalid.

The recommended approach is to create a new SurveyMonkey app for the new channel.

12.1.1 Registering a SurveyMonkey App

1. Inabrowser, browse to https://developer.surveymonkey.com/ to login to your SurveyMonkey account.

2. Click the My Apps tab.

h Developer Home MyApps Docs Status FAQ

My Apps

3. To create new App, click Add New App.

My Apps

4. Enter the App Name and click Create App.

APP CREATION X

App Nickname REQUIRED

RPI_API_SMH
Select an App Type. REQUIRED Learn More
Public App Private App
& an
Build an app for the App Directory Build an app for you and your team

By clicking 'Create App', you agree to the SurveyMonkey API Developer Terms.

Create App

5. Once the App has been created, copy the Client ID and Secret values and store them securely.
They are required when configure an RPI SurveyMonkey channel.
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DETAILS

test app
Client ID | piietEEcatiesitiios
Secret | sssssssessns show
Daily Quota Usage 21500

In the Application section, click Settings.

h Developer Home My Apps Docs Status FAQ

RPI_API_ SMH

OVERVIEW SETTINGS LISTINGS

For testing purposes, make sure ‘Draft’ status is selected. If for production use, either ‘Public’ or ‘Private’
must be selected. Note that these require a paid account plan. Please contact SurveyMonkey support for
more details.

SETTINGS

Display Name | test app

OAuth Redirect URL | https://www.surveymonkey.com

Delete App Submit Changes
STATUS

When your app is in draft mode, only the account it is registered to can access it. Draft apps can access all
scopes for free to build and test with for 90 days. You will be disabled after 90 days if you do not publish your
app and upgrade to a paid plan as needed.
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8. Scroll down to ensure all Scopes are unlocked.

Scopes

Set the scope requirements for your application. Scopes allow your application to access resources on behalf of users. If a scope is required, users must approve it for

OAuth to succeed. If a scope is optional, users do not need to approve it for OAuth to succeed, but your application will not be able to access resources controlled by

scopes that aren't approved. If your application uses scopes that require a paid SurveyMonkey plan, users will need a paid plan to use your application. Read more

about scopes.

NOTE: If you change scopes for your application you will need to re-authenticate all users to access new scopes.
©  Create/Modify Collectors Not Requested ®  View Collectors Not Requested
[N Create/Modify Surveys Not Requested Q View Surveys Not Requested
[N Create/Modify Webhooks Not Requested (W] View Webhooks Not Requested
©  View Library Assets Not Requested ©  Create/Modify Responses Not Requested
©  ViewResponses Not Requested ®©  View Response Details Not Requested
(W] Create/Modify Contacts Not Requested e View Contacts Not Requested
©  View Workgroups Not Requested ®  Create/Modify Workgroups Not Requested
©  View Workgroup Members Not Requested ©  Create/Modify Workgroup Members Not Requested
] View Roles Not Requested o Create/Modify Roles Not Requested
®  View Workgroups Shared Resources Not Requested e Create/Modify Workgroups Shared Resources  Not Requested
(W] View Users Not Requested (O] View Groups Not Requested
] Modify Groups Not Requested

9. To unlock a scope, click the icon.

10. Click Update Scopes to save your changes.
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12.2 Alchemer

This section outlines how to configure Alchemer to use its v5 REST API.
1. In abrowser, browse to https://www.alchemer.com/ to create & login to your Alchemer account.

NOTE: If an account has already been provisioned, skip to step 6 to create the API Key and API Secret

2. Click “Start a free trial”.

Support | 1-800-609-6480 | Login

Alchemer Why Alchemer?  Plans &Pricing  Solutions  Services  Resources | Start a free trial |
Formel SurveyGiars A

Transform into a
Customer-Centric
Organization.

You might want to run a simple survey.

You might want to change the world.

Alchemer is the only voice-of-the-customer (VoC) and
customer-experience (CX) solution that helps you transform to a
truly customer-centric organization. By making sure the voice of

3. Choose PROFESSIONAL and Click START FREE TRIAL.

‘Our most popularl
Collaborator Professional Full Access
Simple Palls and Surveys Powerful data collection and reporting All our features in one plan
per user, per month per user, per month per user, per month
or 300 or 1020 or 1800
per user, per year per user, per year per user, per year
(Save 49% Annually) (Save 43% Annually} (Save 40% Annually)
oron
Start free trial Start free trial Start free trial
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4. Complete the required fields and click START A FREE TRIAL.

Create your account.

First name:* Last name:*
Email Address* * This will be your username Password:*
Organization:* Industry:*
Please Select v
Department:* Data Center:*

Please Select v us v

.

Stay up to date on the latest developments and best practices
for creating and conducting surveys.

.
O

By accessing and using this page, you agree to our service
agreement and privacy policy. Your information will never be
shared.”

Start a Free Trial

5. Check your email to verify your account.

6. Once the App has been created, copy the APl key and API secret key and store. To get these, follow the
steps below:

e Click SECURITY
e Click API ACCESS

API Access Rules @ Allow APl access.

O Do not allow any A access.

API Access Rules [ Do not allow API GET calls
O Do not allow APIPUT calls.
O Do not allow API POST calls
[ Do not allow APl DELETE calls.

[J Do not allow access to the APl using QAUTH authentication

APl Keys Date Created Status User AP Key API Secret Key
Create an AP| Key
APl Hostname api.alchemer. com

e Click Create an API Key and Select a User.
e Click Save.
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Reddit Configuration

This section describes how to create and configure Reddit for use with RPI.

1. In a browser, browse to https://www.reddit.com/ to create an account.

2. Click Sign up.

!fedd" hot |_new _rising _ controversial | top _gilded _ wiki

Welcome to Reddit.

Where a community about your favorite things
is waiting for you.

[IPPTTTTTTIEIN arnc subscribe to one of thoussnds of communties.

popular in: Everywhere v

@ HELP REDDITORS GET LOCAL INFO

ump Mobilizes Military Amid National Unrest Messbsd ..
ot (W] o rlpoites % & B B2815more

tes and 46 seconds to protest police brutality (.=«
G628 el

3. Enter your Email and click Next.

Sign up to get your own ¢
personalized Reddit & %
experience!

By having a Reddit account, you can join, vote, and
comment on all your favorite Reddit content. Sign
up in just seconds.

ENTER EMAIL

===

Already have an account? Log In

4. Choose your Username & Password, and click SUBMIT.
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Choose your username

Your username is how other community members
will see you. This name will be used to credit you for
things you share on Reddit. What should we call

you?
Having a hard time picking a name?
CHOOSE USERNAME Here are some available suggestions.
usermame

TraditionalMagazine0
SET PASSWORD

password REFRESH SUGGESTIONS

BACK | SUBMIT I

5. Choose at least 5 interests, and click SUBSCRIBED and SUBMIT.
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Find the good stuff

Just for you 1 selected
Popular with Redditors
Advice

Animals

Art

DIY

Electronics
Entertainment

Fashion

Food

Funny

Gaming

Haazlth

Memes

Music

Maws

Qutdoors

Reddit is filled with interest based communities, offering something for everyone. Check out some
communities and we recommend you join at least 5.

- WHAT WE THINK YOU MIGHT LIKE...
|',:'|Jr0gramming 2.6M subscriba
Computer Programming
e
—

1/5 recommended commu

nities

rs

SUBSCRIBED

BACK l suBMIT I

6. Check your Email to verify

7.

your account.

To get a Client ID & Client secret, click your username and click Visit Old Reddit.

& Home

@ reddi

UPDATES FROM REDOIT

Help redditers got local info

forma

~ i B9 = 2 et Coing Q—

L e -
L3 User Settings

COUPON CODES N

7| AVAILABLE f—

4
GET CODES { N
@ Reddt Cokos
e B & wikibuy.
@ Reddit Promium
el Canter &
Wowt Ao @Nen i =- @ rupcamn
(% Visit Old Regdit
PYr—
o 4 @ mecence e - @2 ; c ﬁ Lagoue
3 During the Reconstruction-ora, the eloction of \l s
@ ics black politicians led to increases in per capita tax ) 1 e "/PublicFreakout
cevanie whioh e nus tcaote mullic ez ssine
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8. Click preferences.

B & [ T e e e e
'reddlh.w tT sme T el Fceeeverzi T ine Tanted Lo

o 1119 [
@ HELP REDDITORS GET LOCAL INFO

Part of the mourning dove's bonding ritual consists of the par preening one another's necks, paired with gentle nibbles, and followed by grasping each other's beaks and
bobbing their heads in unison. e s .
o

FLASH
SALE DEALS!

Faced with a choice between democracy and the interests of their political party, Americans will chose party over democracy. [SSGRISSE
@ oo by smaentin b isciuncs @ 9 @ B2

“ We rescued these boys one year ago. Love them. s seses

9. Select app tab and click are you a developer? Create an app.

cervenrerer s D

SCEVE 005 FIOGRANING - SPACE - CATs - APTRAVEL - AAMCUCHION. | ASCHEDOT 1G5 T2 UV, - NOUDYENS - GRUMG WOHES - VIDEGS YEnS - TOORVIEARIED - AW - EGLAMLIET

VADURTERESTING K35 - TROICRONGINES 194 D EOIT 4

RSS feeds | friends | blocked | passwor 1 deactivate

prerences ]

help apps & tools <3
Reddt for ipt reddit premium
it help certer  Redditfor A9 reddit coins
mobile website redditgfts
mod guidelnes
antatis

10. Fill out the required fields and click create app.

=V | MY SUBREDDITS w HOME - POPULAR - ALL - RANDOM - USERS | SCIENCE - DOGS - PROGRAMMING - SPACE - CATS - JAPANTRAVEL - AWWDUCATIONAI

-
ireddlt PREFERENCES options | apps | RSS feeds friends blocked password/email deactivate

create application

Please read the API usage guidelines before creating your application. After creating, you will be required to register for production API use.
nome N |

® web app A web based application
O installed app An app intended for installation, such as on a mobile phone
O seript Script for personal use. Will only have access to the developers accounts

description ‘

about url |

redirect uri |

create app

11. Once the App has been created, copy the Client ID, Client secret and Redirect URI values and store them.

[ =V g | My SUBREDDITS w  HOME - POPULAR - ALL - RANDOM - USERS | SCIENCE - DOGS - PROGRAMMING - SPACE - CATS - JAPANTRAVEL - AWWDUCATIONAL | ASKREDD|

reddit PREFERENCES 0

D apps | RSS feeds nds _ blocked password/email _dea
developed applications

Sample Test Sample

wieb app

s Client ID
change ican
secret [ Ml Clientsecret developers QMM (that's you!) remove

name [Sample

description

add developer{ ]

Test Sample

about url |

redirect uri [hitp/iwrww.redpoiniglobal com |

UPdate 3PP |, 1ore app
create another app
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